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|Top Attackers | n DDoS- Def ence |
Attacker Address

| A tacker Country | Target Address
134.147. 203. 115

|veb Ste

|S gnature | Devi ce Action |Count |
CGer many 147.237.76. 196 e.svivaidf.il B ock Np Al Net drop 2
222.66. 55. 240 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack _Con_Tcp drop 2
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 2
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|Top Attackers In IPS|

Attacker Address \Attacker Qountry |Tar get Address |S te |Name |mvi ce Action \Ooum |
128. 242. 249. 12 Lhited Sates 147.237.77.216 dover.idf.il DVRep_P- N 40- 59 Per ni t 28
71.6.167. 142 Lhited Sates 147.237.0. 35 akaws. i df .i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.176 test.ncore.idf.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 42 refuah.idf.il DVRep B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.8. 24 elifestyle.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 200 mdu. i df i | DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72.217 eidf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 19 lawforumidf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72. 167 ishurimaka.idf.il DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.76. 42 refuah.idf.il DVRep B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 45 e.etanidf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 205 prisha.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72.217 eidf.il DVRep_B-N 60 _100 B ock 1
85. 25. 103. 50 Ger nany 147.237. 8. 24 e lifestyle.idf.il DVRep B-N 60 _100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 121 e.navy.idf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 e. dover.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 233 atal .idf.il DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237. 76. 38 e.eneitav.idf.il DVRep B-N 60 _100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 31 nakchal .idf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . | DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
192. 151.147.94 |lhited Sates 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 2
192. 151.147. 94 |lhited Sates 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2
79.180. 148. 67 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5. 255. 85. 228 Net her | ands 147.237.76. 177 |ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
188. 138. 9. 51 Cer many 147.237.8.46 |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 136. 216. 4 Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
221.226. 106. 188|Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 4 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
221.226. 106. 188|Chi na 147.237.0. 15 kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
121.88.5. 177 g’rea’ RepUDIiC 147 237.0.35  [akavs. i df.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 |[Tai wan 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94.131.14. 10 :ZZ::FI on 147.237.77.74 |lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 101. 186. 200|Lhited Sates 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
61.240. 144. 67 |Chi na 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
198. 20. 69. 74 Lhited Sates 147.237.77. 216 |dover.idf.il ET DROP Dshi el d Bl ock Listed Source 1
61.160. 224. 128 |Chi na 147.237.0.16  |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
192. 151. 147.94 |lhited Sates 147.237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
5. 255. 85. 228 Net her | ands 147.237.76. 177 |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.136.216.4 |China 147.237.76.197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
221.226. 106. 188|Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 4 Chi na 147.237.76. 147 |chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
221.226. 106. 188|Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
121.88.5.177 | Republic 1,47 237.76. 200 |ei tan. aka i df il ET SOAN Potential SSH Scan 1
210. 61. 150. 154 |[Tai wan 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 192. 0. 20 147.237.77. 178 |e. nat pash. i df .i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
210. 61. 150. 154 |Tai wan 147.237.77. 216 |dover.idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 200|Lhited Sates 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
61.240. 144. 67 |Chi na 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

‘Attacker Qountry [ Target Address ‘S’ te ‘Massage
141. 0. 8. 30 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 129
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 114
37.48.120. 214 |Netherl ands 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 29
109. 65. 128.87 |Israel 147.237.76.42 |refuah.idf.i fg;e”a”s"“ wth different wndow g, top sequence mnitor |26
46.121.129. 86 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 26
109. 65. 128. 87 [l srael 147.237.76. 42 |refuah.idf.i SZ; (raetransmt w th different w ndow Bad TCP sequence alert 25
46.19. 86. 13 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 20
31.186.228.29 [Uhited Kingdom |147.237.77.216 |dover.idf.il|H rst packet isn't SYN dr op drop 18
31.186.228. 67 |Unhited Kingdom [147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 18
31.186.228.92 |Unhited Kingdom |[147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 17
31.186.228.28 |[United Kingdom |147.237.77.216 |dover.idf.il|Frst packet isn't SYN dr op dr op 16
31.186.228.31 |Uhited Kingdom [147.237.77.216|dover.idf.il|Frst packet isn't SN drop drop 16
87. 69. 20. 224 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 16
31.186.228.87 [Uhited Kingdom |147.237.77.216 |dover.idf.il|H rst packet isn't SYN dr op drop 15
31.186.228.24 |Unhited Kingdom [147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 14
31.186.228.89 |Unhited Kingdom |[147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 14
31.186.228.62 |[United Kingdom |147.237.77.216 |dover.idf.il|FHrst packet isn't SYN dr op dr op 14
31.186.228.30 |Unhited Kingdom [147.237.77.216|dover.idf.il|Frst packet isn't SYN drop drop 14
66.249.78.159 |United Qates  |147.237.77. 216 |dover. idf.it| V@ 1 d segnent retransmssion. Packet  [Streaning Engine: TP Invalid drop 14
dr opped. Ret r ansni ssi on
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 14
31.186.228.23 |[United Kingdom |147.237.77.216 |dover.idf.il|Frst packet isn't SYN dr op dr op 12
31.186.228.93 |Uhited Kingdom [147.237.77.216|dover.idf.il|Frst packet isn't SN drop drop 12
31.186.228.63 [United Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 12
31.186.228.65 [United Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 11
31.186.228.25 |Unhited Kingdom |[147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 11
31.186.228.64 |Unhited Kingdom [147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 10
31.186.228.68 |[United Kingdom |147.237.77.216 |dover.idf.il|Frst packet isn't SYN dr op dr op 10
31.186.228.60 |Unhited Kingdom [147.237.77.216|dover.idf.il|Frst packet isn't SYN drop drop 10
31.186.228.95 [Unhited Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 10
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 10
31.186.228.96 |Unhited Kingdom [147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 10
31.186.228.90 |[Unhited Kingdom [147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 10
31.186.228.26 |[United Kingdom |147.237.77.216 |dover.idf.il|Frst packet isn't SYN dr op dr op 10
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 9
157.55. 39. 204 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 9
157.55.39.162 |United Qates  |147. 237.72. 166 |aka icf.i1 | "3 d segnent retransmssion. Packet  [Sreamng Engine: TP Invalid drop 8
dr opped. Ret r ansni ssi on
31.186.228.61 |[United Kingdom |147.237.77.216 |dover.idf.il|Frst packet isn't SYN dr op dr op 8
216.223.27.53 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 8
31.186.228. 170 [Uni ted Ki ngdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 8
31.186.228.58 [Uhited Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 8
31.186.228.91 |[Uhited Kingdom |[147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 8
79.179. 60. 155 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 7
79.180. 18. 135 |Israel 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 7
79.180. 148. 67 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 7
31.186.228.88 [United Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 6
31.186.228.32 [United Kingdom |147.237.77.216 |dover.idf.il|F rst packet isn't SYN dr op drop 6
66.249.78.166 |United Qates  |147.237.77. 216 |dover. idf.i1| VA 1 d segnent retransmssion. Packet  [Sreaning Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
79.181. 151. 214 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 6
66.249. 64.168 |United Qates  |147.237.77. 216 |dover. idf.it| VA 1 d segnent retransmssion. Packet  [Streaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
5. 255. 253. 124 Russi an 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 6

Federati on
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wan aka. i df . i1/ consol e/ core/ doc_ngr/ gener al . aspx

157.55.39.162 |lhited Sates 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 3
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
162.243.81. 121 |Lhited Sates 147.237.77. 176 |nat pash. i df .i | Ml ti pl e Uhaut hori zed URL Access from 162. 243. 81. 121 B ock 2
66. 249. 78. 166 | srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 2
61. 135. 190. 68 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
184. 105. 247. 195|lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
157.55.39. 6 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 73. 223 | srael 147.237.77. 234 |hal ag.idf .i | Lhaut hori zed URL Access to www | ogi stics.atal.idf.il/nobile/ B ock 1
31.193.51.59 France 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
61. 135. 190. 70 Chi na 147.237.0.19 nadi matal .idf.il D stributed Unhaut hori zed URL Access on 147.237.0.19// B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Unhaut hori zed URL Access on 147.237.77.216// B ock 1
66. 249. 78. 2 | srael 147.237.72. 166 |aka.i df .il Uhaut hori zed URL Access to waw aka. i df.il/nobil e/ B ock 1
37.115.187.54 |lkrai ne 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 1
79.176.184. 71 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
61.135.190.72 |China 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
199.47.81. 11 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/1568- B ock 1
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/french/1213. stm B ock 1
66. 249. 78. 80 | srael 147.237. 77. 226 [wwn chanat z. aka. i df . i | |[Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
37.150. 162. 209 |Kazakst an 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. R Unaut hori zed URL Access to
175. 44. 16. 10 Chi na 147.237.77. 176 [nat pash. i df . i1 WA cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock 1
109. 65. 128. 87 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
: R Unaut hori zed URL Access to
207. 46. 13. 99 Lhited Sates 147.237.77. 176 [nat pash. i df . il Wi cogat . i df . i | / about / pages/ about Us. aspx B ock 1
5. 255. 253. 124 R‘Sf;:t”i o 147. 237. 77. 216 |dover. i df . Mil tiple Unaut hori zed URL Access from 5. 255. 253. 124 B ock 1
66.249. 78. 160 |l srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to www aka.idf.il/portal m B ock 1
54.147.176.220 |Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
180. 76. 5. 67 Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
; R Unhaut hori zed URL Access to
142.54.161. 131 |lLhited Sates 147.237.77. 216 |dover.idf.il ww i df . i |/ 1283- 17055- en/ dover . aspx/ t r ackback/ Bl ock 1
R Unaut hori zed URL Access to
66. 249. 64. 245 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 18590- he/ dover . aspx B ock 1
Russi an R Unhaut hori zed URL Access to
5. 255. 253. 124 erati on 147.237.77. 216 |dover.idf.il wan i df . i | / consol e/ cor el doc_nr/ ce_ st c= Bl ock 1
157.55.39.137 |Wnited Sates  |147.237. 72. 166 |aka. i df il Wnaut hor | zed UR. Access to Bl ock 1
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