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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

|Device Action  |Count |
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 87
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Up Al _Nets drop 5
134. 147. 203. 115 Ger nany 147.237. 76. 38 eengitav.idf.il |Bock Np Al Net drop 2
122. 226. 102. 84 Chi na 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address \S te | Name |Davi ce Action |Oount |
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 25
46.116. 210. 130 |l srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 3
198. 20. 70. 114 Lhited Sates 147.237.76.86 |navy.idf.il DVRep B-N 60 100 Bl ock 1
66.240. 192. 138 |Lhited Sates 147.237.72. 167 |ishurimaka.idf.il |DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer nany 147.237.72.217 |e.idf.il DVRep_B-N 60_100 B ock 1
24.50. 23. 76 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.198 |e.yohal an.idf.il DVRep_B- N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237. 8. 46 e.chinuch.idf.il DVRep B-N 60 100 Bl ock 1
66.240. 192. 138 |Lhited Sates 147.237.77.233 |atal.idf.il DVRep B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237. 0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer nany 147.237.76.201 |e.atal.idf.il DVRep_B-N 60_100 B ock 1
46. 19. 85. 146 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
198.20.70.114 |lhited Sates 147.237.77.176 [natpash.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 Bl ock 1
71.6.135. 131 Lhited Sates 147.237.0.200 |rdu.idf.il DVRep B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.76.39 |nobile.neitav.idf.il|DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.77.235 |[sviva.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 33 idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.77.170 |n@arachot.idf.il DVRep_B-N 60_100 B ock 1
46. 166. 186. 237 |Net her| ands 147.237.8. 27 e.nadimatal .idf.il |DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B- N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 60 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
120. 85. 130. 148 Chi na 147.237.77.121 e.navy.idf.il ET SCAN NVAP -f -sS 1
221.235. 189. 245 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
95. 226. 216. 150 Italy 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235.189. 245 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
93. 174. 93. 50 Net her | ands 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 189. 245 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 200 Lhited Sates 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 101. 186. 200 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il ET SCAN NVAP -f -sS 1
188. 138. 9. 51 CGer many 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 136. 216. 4 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 245 Chi na 147.237.77. 226 wan chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
120. 85. 130. 148 Chi na 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235. 189. 245 Chi na 147.237.76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
95. 226. 216. 150 Italy 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235.189. 245 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
95. 226. 216. 150 Italy 147.237.76. 200 eitan.aka.idf.il ET SCAN NVAP -f -sS 1
221.235. 189. 245 Chi na 147.237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
221.235. 189. 245 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 200 Lhited Sates 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 136. 216. 4 Chi na 147.237.76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
221.235.189. 245 Chi na 147.237.77.235 sviva. idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 4 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 245 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country

199.30.24.182 |Wited Sates [147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Imvalid drop 40
dr opped. Ret r ansni ssi on

66.249.78.159 |Wited Sates [147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sireamng Engine: TCP Invalid drop 28
dr opped. Ret r ansn ssi on

66.249.78.166 |lhited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreanng Engine: TCP Imvalid drop 12
dr opped. Ret r ansni ssi on

66.249. 64. 168 |Wited Sates [147.237.77.216 [dover.idf.il Invalid segment retransmssion. Packet [Streanng Engine: TCPInvalid drop 6
dr opped. Ret r ansn ssi on

68. 180. 228. 224 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il|]SAMrul e drop drop 6

66.249.64.178 |Uited Sates |147.237. 77. 216 |dover.idf il Invalid segnent retransmssion. Packet |Sreanmng Engine: TCPImvalid drop 6
dr opped. Ret r ansni ssi on

187.40.139. 211 |Brazil 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5

192.241.71.115 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4

187. 40. 139. 211 |Bazil 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 3

118. 241. 234. 224|Japan 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3

187.40.139. 211 |Brazil 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3

98. 219. 64. 98 Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 3

157.55.39. 162 |lited Sates |147.237.72. 166 |aka icf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

54.147.176.220 |wited Sates [147.237.72. 166 |aka idf.il Invalid segment retransmssion. Packet [Sireaning Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

17.142.151. 224 |lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2

24.50. 23. 76 Lhited Sates |[147.237.77.216 |dover.idf.il FHrst packet isn't SYN drop drop 2

162. 243. 225. 144|\lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2

187.40.139. 211 |Brazil 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2

157, 55.39. 6 Uited Sates |147. 237 72. 166 laka.idf i1 Invali d segnent retransnissi on. Packet Sreanhng Erjgi ne: TP Invalid drop 2
dr opped. Ret r ansn ssi on

184.105.139.91 |lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2

157.55.39.137 |Wited Sates |147.237.72. 166 |aka idf.il Invalid segnent retransmssion. Packet |Sreanmng Engine: TCPImvalid drop 2
dr opped. Ret r ansni ssi on

203. 127. 96. 247 |5 ngapore 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

188.165.15.99  |France 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sreanng Engine: TCP Imvalid drop 2
dr opped. Ret r ansni ssi on

68. 196. 254. 209 |lhited Sates |147.237.77.216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

157.55. 39. 191 Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 1

80.179. 203. 125 |l srael 147.237.72. 166 |aka.idf .il FHrst packet isn't SYN drop drop 1

54.186.248.49 |lhited Sates |147.237.77.216|dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

123.125.71.84 |China 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1

85.25.103.119 |CGer nany 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1

37.142. 146. 224 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1

95.173. 190. 4 Tur key 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1

188. 138. 17. 205 |Fance 147.237. 76. 148 [gqcenter. aka. i df . i | drop drop 1

68. 196. 254. 209 |lhited Sates |147.237.77.216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1

41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Ste ‘Count

Country Action
] C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 14
157.55.39.137 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
79.181. 125. 107 |lsrael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 79. 181. 125. 107 B ock 2
157.55.39.136 |Wnited Sates |147.237.77. 216 |dover.idf.il Wnauit hori zed LRL Access o B ock 1

ww i df.il/english/organi zation/iaf/iaf 10. stm
66. 249. 78. 45 | srael 147. 237. 77. 226 |wan chamat z. aka. i df . i | Wnaut hori zed UQ_IAcce.ss to B ock 1
waw, chanat z. aka. i df . i | / 1094- en/ hanaz. aspx
180. 76. 4. 176 Chi na 147.237.77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1

URL is Above Root Orectory

85.25.103.119 |Germany 147.237.77. 216 |dover.idf.il wowiof.i1/. ./ shared/cl i entscri pts/j querylj query-1 4. 2. nin.j s B ock 1
Unaut hori zed URL Access to
45.55. 133. 248 147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df.il1/894-he/ti kshuv. aspx/ shar ed/ user cont r ol s/ header upp |B ock 1

er/
s Uhaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19657- he/ dover . aspx B ock 1

Uhaut hori zed URL Access to

188.165.15. 99 |France 147.237.77. 216 |dover. i df .11 waw i df . i |/ engli sh/ announcenent s/ 2003/ nar ch/ 07. st m Bl ock !
157.55.39. 6 Lhited Sates |147.237.72.166 |aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
54.147.176.220 |lLhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39. 162 |lLhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
193. 252. 118. 176|F ance 147.237. 72. 156 |anan.i df .i | Lhaut hori zed LR Access to list.ips.gov.il/ B ock 1
157.55.39.136 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
54.186. 248. 49 Lhited Sates [147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-he/ wan i df.il B ock 1
157.55.39.191 |lLhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 157.55. 39. 191 B ock 1
207.46.13.130 |lhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
157.55.39.136 |lhited Sates |147.237.77. 216 |dover.idf.il Distributed Lhaut hori zed LRL Access on Bl ock 1
ww i df.il//atal 1/izkor/vi ew text. asp
66.249.67.139 I srael 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchlext in None 1

wan | aw i df . i |/ 275- hel pat zar . aspx

157.55.39.191 |United Sates |147.237.77. 216 |dover.idf.il Wnaut hori zed URL Access to. o B ock 1
wan i df . i 1/ engl i sh/ organi zati on/ or gani zat i on. st nji/ quot €]

Uhaut hori zed URL Access to

79.181. 125. 107 |Israel 147.237. 77. 216 |dover.idf.il v df i 1/ homef ront / hebr ew i e-vel cone. st m B ock 1
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