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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 76

66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 52

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 6

192. 3. 207. 66 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1

188. 138. 9. 50 Ger many 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets dr op 1

192. 3. 207. 66 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address \S te |Name |Davi ce Action |Oount \
184.173.183. 172 |Lhited S ates 147.237.76.30 |hinush.idf.il DVRep_P- N _40-59 Permt 121
46.116. 210. 130 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 3
71.6.165. 200 Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77.19 |lawforumidf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 202 |e.hal ag.i df .il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il DVRep_B-N 60_100 B ock 1
109. 201. 154. 140 |Net her| ands 147.237.76. 197 |e. hinush.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 233 |atal .i dof.il DVRep_B-N 60 100 Bl ock 1
66.240.192. 138 |[Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |DVRep_B-N 60 _100 B ock 1
188. 138. 9. 50 Cer many 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0.200 |ndu.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237. 8. 28 e.nobil e-ks.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.31 |[nakchal .idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 166 |aka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 76. 148 |ggcenter. aka.idf . il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.233 |atal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147. 237. 77. 178 |e. mat pash. i of .i | DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 6
24.155. 160. 204 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
163. 13. 118. 99 Tai wan 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
121.88.5. 177 Korea, Republic of 147.237.76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 215 Net her | ands 147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 Chi na 147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
211.149. 240. 162 Chi na 147.237.77. 226 W chanmat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 113. 9. 143 Thai | and 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
60. 169. 78. 79 Chi na 147.237.76. 31 nakchal .i df.il ET SCAN Potential SSH Scan 1
203.113.9. 143 Thai | and 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
24. 155, 160. 204 Lhited Sates 147, 237.76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
188. 138. 9. 51 Cer nany 147.237.77.178 e. nat pash.i df .il ET SCAN NVAP -sS w ndow 1024 1
24.155. 160. 204 Lhited Sates 147.237.76. 200 eitan. aka. idf.il ET SCAN NVAP -f -sS 1
163. 13. 118. 99 Tai wan 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
121.88.5. 177 Korea, Republic of 147.237. 76. 148 ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.77.178 e. nat pash. i df .il ET SCAN Potential SSH Scan 1
211.149. 240. 162 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
203. 113. 9. 143 Thai | and 147.237.77. 176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 64 Chi na 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
203.113.9. 143 Thai | and 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
60. 18. 162. 244 Chi na 147.237. 0. 200 mdu. i df il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Massage Acti on ‘Count

66.249.78.159 |United Qates |147. 237.77. 216 |dover.idf ;|| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TCP I nval i d drop 38
dr opped. Ret r ansni ssi on

149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN dr op drop 36

66.249.78.166 |United Qates |147. 237. 77. 216 |dover.idf .|| V1 d segnent retransmssion. Packet Streaning Bngi ne: TQP I nval i d drop 24
dr opped. Ret r ansn ssi on

66.249.78.173 |United Qates |147. 237.77. 216 |dover. i of .|| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 14
dr opped. Ret r ansni ssi on

66.249. 64.173 |United Qates |147. 237. 77. 216 |dover. i of .|| V1 d segnent retransmssion. Packet Streaning Bngi ne: TQP I nval i d drop 12
dr opped. Ret r ansn ssi on

220.255.1.119  |d ngapore 147. 237. 77. 216 |dover i of . Inval i d segnent retransnission. Packet Srearmng @gl ne: TP Invalid drop 9
dr opped. Ret r ansni ssi on

66.249. 64.168 |United Qates |147. 237. 77. 216 |dover.if .|| V1 d segnent retransmission. Packet Streaning Bngi ne: TQP I nval i d drop 8
dr opped. Ret r ansn ssi on

82. 166. 85. 40 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7

77.127.212.122 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop dr op 7

41.42.175.230  |Egypt 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Bngi ne: TCP I nval i d drop 6
dr opped. Ret r ansm ssi on

37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6

41,42 152 41 Egypt 147. 237. 77. 216 |dover i of . Inval i d segnent retransnission. Packet Srearmng @gl ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

220.255.1.149 |4 ngapore 147.237. 77. 216 |dover. i of .i || V& 1 d segent. retransnission. Packet Streaning Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on

173.167.5.121 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5

173.78.15.103 |lLhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop dr op 4

68.180.229.51 |lhited Sates |147.237.77.216|dover.idf.i|Hrst packet isn't SYN dr op drop 4

157, 55. 39. 6 Uited Sates 147 237. 72, 166 |aka i df il Inval i d segnent retransnissi on. Packet Sreannng Ejg| ne: TP Invalid drop 4
dr opped. Ret r ansn ssi on

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4

46. 19. 85. 40 | srael 147.237.77.74 |lawidf.il |Invalid ACK nunber Bad TCP sequence noni t or 3

149. 78.240.88 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN dr op drop 3

220.255. 1. 167 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 3

157. 55. 39. 204 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3

220.255.1.111 |4 ngapore 147.237.77. 216 |dover. i of .| V3 1 d segnent retransnission. Packet Streaning Engi ne: TCP I nval i d drop 3
dr opped. Ret r ansni ssi on

24.114.70.131 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 2

118. 241. 234. 224 |Japan 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 2

50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2

41,42 160. 65 Egypt 147. 237. 77. 216 |dover i of . Inval i d segnent retransnission. Packet Sreannng EI'.]gI ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on

199. 30. 25.255 |lhited Sates |147.237.77.216|dover.idf.i|l nvalid ACK nunber Bad TCP sequence noni t or 2

220.255. 1. 128 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 2

203.127. 96. 237 |3 ngapore 147 237. 77. 216 ldover i of i Invalid segnent retransnission. Packet Sreamng &gl ne. TGP Invalid drop 5
dr opped. Ret r ansni ssi on

54.72.73. 168 Lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop dr op 2

157.55.39.162 |Wited Sates |147.237.72. 166 |aka i df i1 | V31 d segnent retransmssion. Packet Streaning Engi ne: TCP I nval i d drop 2
dr opped. Ret r ansm ssi on

220.255.1.101 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2

66.249 64.178 |wnited Sates |147. 237. 77. 216 ldover i df . i Inval i d segnent retransnission. Packet Srearmng @gl ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on

220.255.1.131 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 2

203. 127. 96. 246 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2

41,233, 165. 1 Egypt 147. 237. 77. 216 |dover i of i Inval i d segnent retransnission. Packet Sreannng EI'.]gI ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on

92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 2

220.255. 1. 102 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 2

199.30.25.255 |thited Sates |147. 237. 77. 216 |dover. i of . tzszsfg;ed post SYN packet - RST or SWN . ) drop 2

220.255.1.132 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop dr op 2

220.255.1.110 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 2

69. 248. 82. 82 Lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 2

220.255. 1. 146 |9 ngapore 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2

2.54.28. 34 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2

220. 255.1.103 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2

203. 127.58. 231 |9 ngapor e 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop dr op 2

157.55. 39, 7 Wited Sates |147.237.72. 166 |aka idf i1 | V3! d segnent retransmssion. Packet Streaning Engi ne: TCP I nval i d drop 2
dr opped. Ret r ansm ssi on

199. 30. 25.255 |lhited Sates |147.237.77.216|dover.idf.i|l nvalid ACK nunber Bad TCP sequence alert 2

220.255.1.121 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address ([Ste ; ‘Count
Country Action
157. 55. 39. 66 Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157.55. 39. 66 B ock 2
66. 249. 69. 34 I srael 147.237.72. 166 |aka.i df.il D stributed Suspici ous Response Code_ Qust om Tenpor ary B ock 1
109.30.25.93  |Wnited Sates |147.237.72. 166 |aka. i df i Distributed Lhaut hori zed LRL Access on Bl ock 1
wan aka. i df . i | // nai n/ har edi ni webr esour ce. axd
157.55.39.7 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response GCode Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 111 | srael 147.237.77.74 |lawidf.il 147. 237. 77. 74/ 164- 5106- he/ pat zar . aspx B ock 1
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . il /1283- 16054- en/ dover . asp B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il wawv i df . i1/ english/idf_in_pictures/ kkkkkkk=d6585104kkkkkkk_d6585 |Bl ock 1
104
79.178.53.133 [l srael 147.237.72. 166 |aka. i df .i | Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66. 249. 75. 42 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
207. 46. 13. 130 Lhited Sates |147.237.76.31 |nakchal.idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/view text.asp B ock 1
R Uhaut hori zed URL Access to
66. 249. 67. 65 | srael 147.237.77. 170 |naar achot . i df . i | 147. 237. 77. 170/ 71519- he/ maar achot . aspx B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 5. 61 Chi na 147.237.77.176 |nat pash.idf . il 147. 237. 77. 176/ 1043- 7713- he/ cogat . aspx B ock 1
85. 65. 165. 181 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.78.82  [Israel 147.237.77.74 |lawidf.il llegal Pavraneter Encoding searchifext in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
157.55.39.162 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_ Qust om Tenpor ary B ock 1
68.180.229.51 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Lhaut hori zed URL Access from 68. 180. 229. 51 B ock 1
66. 249. 67. 88 | srael 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 938- he/ nakhal . aspx B ock 1
188. 165. 15. 117 |Fance 147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to waww aka.idf.il/edim B ock 1
C e Uhaut hori zed URL Access to
92. 226. 50. 43 Ger many 147.237.72. 166 |aka.idf.il v aka, i df i 1/ ai v har edi i webr esour ce. axd B ock 1
S Uhaut hori zed URL Access to
66.249.78.102 |lsrael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 16893- he/ dover . aspx B ock 1
46. 19. 85. 157 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
} . . Uhaut hori zed URL Access to
157.55.39.162  |United Sates  [147.237.72. 166 |aka idf .| viwv aka. i df . i | /1i brary/ manage/ r esour ce/ get fi | econt ent . hh. asp Bl ock !
74.82.47.3 Lhited Sates |147.237.72. 167 |ishurimaka.idf.il Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
sl Uhaut hori zed URL Access to
66. 249. 67. 105 | srael 147.237.77.74 |(lawidf.il 147. 237. 77. 74/ 261- 6616- hel pat zar . aspx B ock 1
. ) . . URL is Above Root DOrectory
197.231. 221. 211 |Liberia 147.237.77. 216 |dover.idf.il wwweich.il/. /shared/cl i entscri pts/| querylj ouery-1 4.2. rin. | s B ock 1
157.55. 39. 6 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
C e Uhaut hori zed URL Access to
66. 249. 78. 109 I srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 14478- he/ dover . aspx B ock 1
66.199. 231.242 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39.191 |lhited Sates [147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 1
77.237. 146. 28 g;%ri . 147. 237. 77. 226 |viw chanat z. aka. i df . i | [Unaut hori zed URL Access to / B ock 1
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