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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
109. 65. 142. 4 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 247
46.120. 73. 155 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 135
84.94. 96. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 19

85. 65. 122. 142 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
5.28.182.72 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
212.179. 159. 253 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 4

46.19. 85. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

188. 138. 9. 50 CGer many 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1




05-07-2015-18:03:08 to 05-07-2015-19:03:08

|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

128.242.249.12 |Lhited Sates 147.237.77.216|dover.idf.il DVRep_P- N 40- 59 Per m t 30
37.130.227. 133 |United K ngdom 147.237.72. 166 |aka.i df .i | DVRep_ B-N 60 100 B ock 10
197. 37.115.59  |Hyypt 147.237.77.216|dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
176. 58. 100. 98 Uni ted Ki ngdom 147.237. 72. 166 |aka.i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147. 237. 72. 166 |aka. i df .i | DVRep_B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 212 |e. dover.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 1
108. 59. 8. 80 Lhited Sates 147.237.77. 216 |dover.idf.il C1000106: HITP. naj estic bot B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 76. 147 |chi nuch. aka.i df .i| [DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 170 |naarachot.idf.il |DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 77. 216 |dover i df .i | DVRep B-N 60 100 Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60 100 B ock 1
46. 19. 85. 63 | srael 147.237.77.216|dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
109. 163. 235. 228|Ronani a 147.237. 72. 166 |aka. i df .i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76.196|e.sviva.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.77. 233 |ata .idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 176 |test.ncore.idf.il |DVRep_B-N 60_100 B ock 1
46.19. 85. 197 | srael 147.237.76.42 |refuah.idf.il 7120: TGP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
118.137.161. 7 |l ndonesi a 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
79.241.160. 132 |CGer nany 147.237.77. 216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 121 |e.navy.idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Rorrani a 147.237. 8. 45 e.etanidf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.179e.nazi .idf . il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.0.15 |kosher-kravi.idf.i|DVRep_B- N 60 100 B ock 1
82. 213. 57. 145 z'cf;i'géa” Territory, 147. 237. 77. 176 |nat pash. i df . i | 14170 HTTP. Blank User-Agent (descriptor but no string) B ock 1
71.6.135. 131 Lhited Sates 147.237.77.179e.nazi .idf . il DVRep_B-N 60_100 B ock 1
5. 135. 85. 23 Fance 147.237. 72. 166 |aka.i df .i | DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 197 |e. hinush.idf.il DVRep_B-N 60_100 B ock 1
101. 251. 236. 91 |Chi na 147. 237.77. 234 |hal ag.i df . i | 12348: HITP. PHP-C3 Query String Parameter Command B ock 1
Injection Vil nerability
71. 6. 167. 142 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il [DVRep B-N 60 100 B ock 1
211.20.239.55 |Tai wan 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 1
71.6.135.131 Lhited Sates 147.237.0. 35 akaws. i df .i | DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country | Target Address |ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LVP wth fake user agent 4
66. 249. 78. 79 Lhited Sates 147.237.77.233 |atal.idf.il ET SCAN NVAP -sA (2) 2
79. 182. 203. 203 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
2.52.164. 29 | srael 147.237.77.216 |dover.idf.il portscan: TCP O stributed Portscan 2
67.159. 16. 2 Lhited Sates 147.237.77.227 |e.hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.189.245 |China 147.237.77.176 |matpash.idf.il ET SCAN Potential SSH Scan 1
221.235.189.245 |China 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
58. 97. 2. 66 Thai | and 147.237.77.235 |sviva.idf.il ET SCAN NVAP -f -sS 1
183. 136. 216. 3 Chi na 147.237.76.200 |eitan.aka.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 3 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
92. 53. 45. 135 Macedoni a, the Forner Yugosl av Republic of 147.237.0. 15 kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
89.248.171. 167 Net her | ands 147.237.76.198 |e.yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.189.245 |China 147.237.77.205 |prisha.idf.il ET SCAN Potential SSH Scan 1
67.159. 16. 2 Lhited Sates 147.237.77.179 |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.189.245 |China 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
58.97. 2. 66 Thai | and 147.237.77.235 |sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235.189.245 |China 147.237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Ger nany 147.237.8. 14 e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 136. 216. 3 Chi na 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
109. 65. 112. 209 | srael 147.237.72.166 |aka.idf.il portscan: TCP O stributed Portscan 1
92. 53. 45. 135 Micedoni a, the Forner Yugosl av Republic of 147.237.0. 15 kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
89. 248. 171. 167 Net her | ands 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country
2.52.164. 29 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2111
77.126.84. 4 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1030
62.90.211. 107 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 144
141.0.10.7 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 82
107. 77. 89. 30 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 57
185. 28. 152. 20 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 52
212.199. 71. 246 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 50
148. 251. 236. 167 |Ger many 147.237.77. 216 |dover.idf.il SAMrul e drop drop 47
95. 86. 115. 68 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 47
195. 147. 230. 147 LKTI;;gom 147.237. 77. 216 |dover.idf.il First packet isn't SN drop drop 45
46. 116. 74. 193 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 37
46.19.85.137  |Israel 147.237.72. 167 |i shuri maka. i of .| V3 1 segnent retransmssion. Packet |Streaning Engine: TQP Inval i d drop 33
dr opped. Ret r ansni ssi on
149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 31
66.249.78.166 |lited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet (Streaming Engine: TP Invalid drop 24
dr opped. Ret r ansni ssi on
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 19
99. 238. 32. 134 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16
41. 33. 232. 65 Egypt 147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 15
31. 186. 228. 68 E?Ir:;gom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
31.186.228.91 LK!i“r::gom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
31. 186. 228. 93 E?Ir:;gom 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 14
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
31. 186. 228. 30 LKTI;;(cijom 147. 237. 77. 216 |dover.i df .i | First packet isn't SIN drop drop 12
209. 2. 26. 207 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 12
66.249.78.159 |lnited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
31. 186. 228. 65 E?Ir:ggegom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
157.55.39.204 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 12
31.186. 228. 29 LK!i“r::gom 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 11
46.19. 85. 234 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 11
85.130. 193. 195 |Israel 147.237. 72. 156 |anan. i df .i | Frst packet isn't SYN drop drop 11
79.182.189. 236 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 10
37.142.73.52 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
82.80.17.163 | srael 147.237. 72. 156 |anan. i df .i | SAMrul e drop dr op 10
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
31. 186. 228. 62 Ei“'ntgegom 147. 237. 77. 216 |dover . i of . i | First packet ism't SWN drop drop 9
113.92.114. 232 |Chi na 147.237.77. 216 |dover.idf.il drop drop 9
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 9
74.6.254.113 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 9
31.186.228.170 E?Ir:;gom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
157.55.39. 136 |lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 9
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 9
66.249. 64.253 |United Qates |147.237.77. 243 |nobite iaf.i1 | VAl d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 9
dr opped. Ret r ansn ssi on
31. 186. 228. 67 zlnt:gom 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 8
50. 87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 8
79.177.166. 102 |lsrael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
157. 55. 39. 66 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 8
31.186. 228. 92 zlnt:gom 147.237.77. 216 |dover.idf.il First packet isn't SWN drop drop 8
31.186. 228. 87 z‘;;gom 147.237.77. 216 |dover.idf il First packet isn't SWN drop drop 8
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
85. 64. 148. 179 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 7
31.186.228.90 |ted 147. 237. 77. 216 |dover. i df .i First packet isnt SN drop drop 7

Ki ngdom
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Ste Action ‘Count
181. 214.50. 44 147.237.72. 166 |aka.idf .il PHP At t enpt B ock 5
37.26.147.237 |Israel 147.237. 72. 166 |aka. i o .i thaut hor | zed URL Access to Bock |4
ww aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
R Uhaut hori zed URL Access to
84.228.221.89 | srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottommavi gat on. asp Bl ock 3
212.143. 169. 130|l srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/mai n/sachar/undefi ned B ock 3
213.57.169. 125 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
R D stributed Lhaut hori zed URL Access on
173. 206. 77. 224 |Canada 147.237.72. 166 |aka.idf .il v aka, i df i 1//mai n/ rabanut / webr esour ce. axd B ock 2
148. 251. 236. 167 |Ger many 147.237.77. 216 |dover.idf.il Miltiple Illegal HITP Version from 148. 251. 236. 167 B ock 2
95. 86. 78. 24 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
148. 251. 236. 167 |Ger many 147.237.77. 216 |dover.idf.il Mil ti pl e Abnornal |y Long Request from 148. 251. 236. 167 B ock 2
66. 249. 93. 204 |l srael 147.237.76.30 [|hinush.idf.il Lhaut hori zed URL Access to hinush. atal.idf.il/webresource. axd B ock 1
S Uhaut hori zed URL Access to
66. 249. 64. 240 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1361- 10641- he/ dover . aspx B ock 1
104. 131. 209. 252 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
207. 46. 13. 26 Lhited Sates |147.237. 72. 166 |aka.idf .i | Lhknown Paraneter 1ff7b328 in aka.idf.il/iturimasp/resul ts. asp None 1
79.176.36.154 |Israel 147. 237. 77. 216 |dover . i df .1 thaut hor | zed UR. Access to . B ock 1
wan i df . i1/ tenpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
66. 249. 78. 148 | srael 147.237. 72. 156 |anan.i df .i | D stributed Lhaut horized URL Access on waw anan.idf.il//m B ock 1
157.55.39.137 |lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
113.92. 114.232 |China 147, 237.77. 216 |dover. i o . | R i's Above Root D rectory Bl ock 1
wan i df . il /.. /shared/ usercontrol s/ header upper/
46.120. 220. 167 |Israel 147.237.72. 166 |aka.i df . Wnknown Par arret er noudul eToGoTo in None 1
w aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx
85.250.12.21  [Israel 147. 237.72. 166 |aka. i o . | Unknown Par ameter W EVBTATEGENERATCR i n None 1
wwn aka. i df . i |/ nai n/ gi yus/t er ns. aspx
180. 76. 4. 40 Chi na 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to 147.237.0. 34/ B ock 1
66. 249. 93. 212 | srael 147.237.76.30 |hinush.idf.il Lhaut hori zed URL Access to hinush.atal.idf.il/scriptresource. axd B ock 1
s Unaut hori zed URL Access to
148. 251. 236. 167 |Ger many 147.237. 77. 216 |dover.idf.il v i . i |/ shar edd user cont rol s/ heaer upper/ B ock 1
66. 249. 67. 78 | srael 147.237.77. 170 |naarachot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
104. 131. 234. 204 147.237.77. 243 |nobi l e.idf .i | Uhaut hori zed URL Access to 147.237.77. 243/ B ock 1
79.180. 147. 122 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
207. 46. 13. 26 Lhited Sates |147.237. 72. 166 |aka.idf .i | Uhknown Paraneter sorderby in aka.idf.il/iturinasp/results. asp None 1
S Unaut hori zed URL Access to
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il v i df i1/ horef ront / hebr ew i e-i ndex08. st m B ock 1
157.55.39. 161 |lLhited Sates |147.237. 72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
148. 251. 236. 167 |Ger many 147.237.77. 216 |dover.idf.il Abnornal |y Long Request request version B ock 1
50.144. 1. 20 Lhited Sates |147.237. 77. 216 |dover.idf.il Unaut hori zed URL Access to waww i df . il/894-en/i df gdover. aspx B ock 1
R D stributed Lhaut hori zed URL Access on
87.69. 233. 87 | srael 147.237.72. 166 |aka. i df .il ww aka, i df i 1//ht t ps: / w aka. i df i1/ B ock 1
68. 180. 228. 232 |lhited Sates |147.237. 72. 166 |aka. i df .i | Lhaut hori zed URL Access to waw aka.idf.il/diyus/general /default.a B ock 1
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
149.78.138.172 |lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 66. 174. 169 |l srael 147.237.72. 156 |anan.i df .i | Uhaut hori zed URL Access to waw anan. idf.il/https:/ww anan.idf.il/ B ock 1
79.180.179.213 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 1
157.55.39. 162 |lLhited Sates |147.237. 72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/edi myonan/ B ock 1
D Illegal HTTP Versi on A—A'A—A-A—A™MA—AA—A" A—AA—AY ]
148. 251. 236. 167 |Ger many 147.237.77. 216 |dover.idf.il A—A—A—AcA—AA_A™ A_A’A— HTTP/1.1 Bl ock 1
61.135.190.68 |Chi na 147.237.0.17 [P KOSNOr KA TN T by ot buted thaut hori zed URL Access on 147. 237. 0. 171 Bock |1
188.138.17.205 |France 147.237.0.17 Im"y' kosher-kravi. 1M1 |\ jaut hori zed LR Access to 147. 237. 0. 17/ B ock 1
68.180.229.51 |lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel/english/wante. stm B ock 1
S Uhaut hori zed URL Access to
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1283- 16897- en/ dover . aspx B ock 1
157.55.39. 7 Lhited Sates |147.237. 72. 166 |aka.idf .i | Uhknown Paraneter sorderby in aka.idf.il/iturinasp/results. asp None 1
2.54.178. 13 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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