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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 20

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

66. 249. 93. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3

66. 249. 93. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2

195. 37. 190. 86 Ger many 147.237. 76. 202 e halag.idf.il Bock Np All _Net dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1




05-07-2015-06:03:01 to 05-07-2015-07:03:01

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
71.6.165. 200 Lhited Sates 147.237.77. 205 prisha idf.il DVRep_B-N 60_100 Bl ock 2
198. 20. 69. 98 Lhited Sates 147.237. 77. 243 nobi le.idf.il DVRep_B-N 60_100 B ock 2
188. 138. 9. 50 Ger nany 147.237. 8. 46 e. chinuch.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 234 hal ag.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237. 76. 200 eitan aka idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 201 eatal.idf.il DVRep_B-N 60_100 Bl ock 1
93.120. 27. 62 Ronani a 147.237.72. 217 eidf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.72. 156 anan. i df.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.179 e nazi.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147. 237. 8. 50 e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.19 lawforumidf.il DVRep_B-N 60_100 Bl ock 1
93. 120. 27. 62 Ronmani a 147.237.77. 19 lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.8. 24 elifestyle.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.72. 166 aka.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.72. 156 aman.idf.il DVRep_B-N 60_100 Bl ock 1
71. 6. 167. 142 Lhited Sates 147. 237.0. 19 nadi matal .idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.212 e. dover.idf.il DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.77. 212 e. dover.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 19 lawforumidf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 31 nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147. 237. 76. 147 chi nuch. aka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76. 148 gocenter. aka.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 35 akaws. i df.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147. 237. 77. 233 atal.idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237. 0. 200 ndu. i df.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.212 e.dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 196 e.sviva.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76. 197 e hinush.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147. 237. 8. 50 e tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.135.131 Lhited Sates 147.237.72. 217 eidf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Jte
Country
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 7
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 126 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 94 Lhited Sates [147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 2
95. 226.216. 150 |[ltaly 147.237.76. 44 |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.235. 189. 244|Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 244|Chi na 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 244|Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 |oni na 147 237. 77. 216 |dover i df .i | :Erl;fgxc‘ﬁ\lonEehaw oral Lhusual ly fast Termnal Server Traffic, Potential Scan or 1
218.6.132. 45 Chi na 147.237.76. 201 |e. atal .idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 65 Chi na 147.237.76. 200 |ei tan. aka.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
218. 6.132. 45 Chi na 147.237.76. 201 |e. atal .idf.il ET SCAN NVAP -f -sS 1
61.240.144.65 |China 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
221, 235. 189. 244|Chi na 147.237.77.179e.nazi .idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 200|Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
221.235. 189. 244|Chi na 147.237.76. 197 |e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77. 176 |nat pash.i df . i | ET SCAN Potential SSH Scan 1
221.235. 189. 244|Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
95. 226.216. 150 |ltaly 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235. 189. 244|Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
67.159. 16. 3 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235. 189. 244|Chi na 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
221, 235. 189. 244|Chi na 147.237.0.200 |nmdu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |China 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
218. 77.79. 43 Chi na 147. 237, 77. 205 |prisha i df .| ET SCAN Behavi oral Lhusual |y fast i nbound Tel net Gonnections, Potential Scan or 1
Brute Force

61. 240. 144. 66 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 6. 132. 45 Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN NVAP -sS w ndow 2048 1
61.240.144.65 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 189. 244|Chi na 147.237.77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
203.113.9. 143 Thai | and 147.237.72. 217 |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.235. 189. 244|Chi na 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
61. 240. 144.64 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 200|Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -f -sS 1
221, 235. 189. 244|Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
125. 39.116. 219 |Chi na 147.237.77. 233 |atal .idf.il ET SCAN NMVAP -sS w ndow 3072 1
221.235. 189. 244|Chi na 147.237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘Ste ‘Massage
Country
104. 204. 208. 28 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 59
144.59.12.226 |lhited Sates |147.237.77.216|dover.idf.il |FHrst packet isn't SN drop drop 39
66.249.78.150 |United Qates |147.237.77. 216 |dover.idf.i1 | VA 1d segrent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 26
dr opped. Ret r ansni ssi on
71.164.166.67 |lhited Sates [147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 24
31.186.228.32 |Wted 147.237.0.34 |tikshuv.idf.i[First packet isnt SN drop drop 24
Ki ngdom
31. 186. 228. 92 LKTI;;(cijom 147.237.0.34 [tikshuv.idf.i|First packet isn't SN drop drop 24
66.249.78.173 |United Qates |147.237.77. 216 |dover.idf. i1 | VA 1d segnent retransmssion. Packet  |Sreamng Engine: T(P Invalid drop 24
dr opped. Ret r ansni ssi on
31. 186. 228. 66 LKTI;;(cijom 147.237.0.34 [tikshuv.idf.i|First packet isn't SN drop drop 22
31.186. 228. 93 LKJ?'r:gegom 147.237.0.34 |tikshuv.idf.i[First packet isnt SN drop drop 22
66.249.78.166 |United Qates |147.237.77. 216 |dover.idf i1 | VA 1d segrent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 22
dr opped. Ret r ansm ssi on
46.19. 86. 72 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 21
149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.il |[FHrst packet isn't SN drop drop 20
31. 186. 228. 86 LK*i"rf:gom 147.237.0.34 |tikshuv.idf.i|First packet isnt SN drop drop 18
31.186.228.60 |ted 147.237.0.34 |tikshuv.idf.i|First packet isnt SN drop drop 16
Ki ngdom
31.186.228. 170 LK!i“r::gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 16
31.186.228.64 |ted 147.237.0.34 |tikshuv.idf.i|First packet isnt SN drop drop 16
Ki ngdom
31.186. 228. 95 LK!i“r::gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 16
31.186.228.96 | '°d 147.237.0.34 |tikshuv.idf.i|First packet isn't SWN drop drop 15
Ki ngdom
31.186. 228. 88 LK!i“r::gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 15
31.186.228.63 |J'ed 147.237.0.34 |tikshuv.idf.i|First packet isn't SWN drop drop 14
Ki ngdom
31.186.228.91 LK!i“r::gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 12
31.186.228.89 |ted 147.237.0.34 |tikshuv.idf.i|First packet isnt SN drop drop 12
Ki ngdom
31.186. 228. 94 LK!i“r::gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 12
176.12.144. 180 |Israel 147.237.77. 233 |atal .icf .| gz;';e”ansn“ Wth different wndow o, top sequence moni t or 10
107.72.164.57 |Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN dr op dr op 9
140. 139. 231. 42 |lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 9
66.249. 64.238 |United Qates |147.237.77. 216 |dover.idf i1 | VA 1d segnent retransmssion. Packet  |Sreamng Engine: T(P Invalid drop 8
dr opped. Ret r ansni ssi on
31. 186. 228. 27 u.“ ted 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SYN drop drop 8
Ki ngdom
31.186.228.65 |ted 147.237.0.34 |tikshuv.idf.i|First packet isn't SN drop drop 8
Ki ngdom
31.186. 228. 24 u.“ ted 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SYN drop drop 8
Ki ngdom
31.186.228.29 |Wted 147.237.0.34 |tikshuv.idf.i|First packet isn't SN drop drop 8
Ki ngdom
31. 186. 228. 67 u.“ ted 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SYN drop drop 8
Ki ngdom
31.186.228.58 |ted 147.237.0.34 |tikshuv.idf.i|First packet isn't SN drop drop 8
Ki ngdom
31.186. 228. 25 zlnt:gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SYN drop drop 8
157.565.39. 7 Wited Sates |147.237.72.166|aka icf.il | A 1d segnent retransmssion. Packet — |Sreamng Engine: T(P Invalid drop 8
dr opped. Ret r ansni ssi on
31. 186. 228. 26 zlnt:gom 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SYN drop drop 8
212.101. 249. 140|Lebanon 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 7
31.186.228.30 |ted 147.237.0.34 |tikshuv.idf.i|First packet isnt SN drop drop 7
Ki ngdom
31.186. 228. 68 u.“ ted 147.237.0.34 |tikshuv.idf.i|Frst packet isn't SN drop drop 7
Ki ngdom
Lhi ted . e -
31. 186. 228. 59 ) 147.237.0.34 |tikshuv.idf.i|Hrst packet isn't SYN drop drop 7
Ki ngdom
192. 115. 177. 203l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 6
31.186.228.23 |Wted 147.237.0.34 |tikshuv.icf.i|First packet isnt SIN drop drop 6
Ki ngdom
31. 186. 228. 87 Wi ted 147.237.0.34 |tikshuv.idf.i|Hrst ket isn't SYN dro| droj 6
) ) ) Ki ngdom ) C o pac P P
157.55.39.137 |Wited Sates |147.237.72.166|aka icf.i | "3 d segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on
Lhited . . . -
31. 186. 228. 62 Ki ngdom 147.237.0.34 |tikshuv.idf.i|Hrst packet isn't SYN drop drop 5
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 4
31. 186. 228. 57 E?Ir:ggegom 147.237.0.34  |tikshuv.idf.i|Frst packet isn't SYN drop drop 4
62. 90. 179. 45 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
54.72.73. 168 Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SYN dr op dr op 4
31. 186. 228. 31 LKTI;;(cijom 147.237.0.34 [tikshuv.idf.i|First packet isn't SN drop drop 4




05-07-2015-06:03:01 to 05-07-2015-07:03:01

|Top Attackers In V\AF|

At acker Devi ce

count ry Target Address |Ste Action ‘Count
157.55.39.136 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
66.249.78.173 |Israel 147, 237. 77. 216 |dover . i f . Wnauthori zed URL Access to Bl ock 1
waw i df . i |/ honef ront / hebr ew ns- wel cone. st m
66. 249. 64. 229 |Israel 147.237. 77. 226 |wwn chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
176. 12. 144. 180 |l srael 147.237.77. 233 |ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
s D stributed Uhauthorized URL Access on
109. 65. 143. 98 [l srael 147.237.72. 166 |aka.idf.il ww aka, i df i 17/ htt ps: / vew aka i of i1/ B ock 1
66. 249. 75. 117 |Israel 147.237.72. 166 |aka. i df . xmniuimhf: ded LR Access to ww aka. idf.T1/sip_storagelfiles/0/x0®xe g 0\ 1
157.55.39.137 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.79. 167 | srael 147.237.77.234 |hal ag. i of . 11 v | ogi stics.atal.idf.il/tenplates/shared usercontrol s/trajector/ Bl ock !
s D stributed Lhaut hori zed URL Access on
66.249. 67. 194 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 938- hel 1 ef uah. aspx B ock 1
180. 76. 4. 240 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
109. 65. 143.98 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/https:/wwidf.il/ B ock 1
66.249.78.82 |Israel 147.237.77.74 |lawidf. il legal Paraneter Encoding searchext in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
157.55.39.162 |lhited Sates [147.237.72.166 |aka.idf.il Abnornal |y Long Request URL B ock 1
68.180.229.51 |United Sates |147.237.77. 216 |dover.idf.il Wnauthori zed UL Access to Bl ock 1
waw i df . i | / hebrew organi zati on/ bdt z/ pres. stm
66. 249. 67. 218 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
199. 30. 25. 242 |lhited Sates |[147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39.7 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www idf.il/anman B ock 1
Unaut hori zed URL Access to
46. 117. 205. 148 |l srael 147.237. 72. 166 |aka. i df .i | wwn aka. i df . i |/ sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. a |B ock 1
Sp
157.55.39.162 |lhited Sates |[147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/sachar/forns/ downl oadf ormasp |B ock 1
72.174.199. 213 |Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
66.249. 75.5 | srael 147.237.72. 166 |aka.idf .il Mil tipl e Unaut hori zed URL Access from 66. 249. 75. 5 B ock 1
216.223.27.30 |lited Sates [147.237.0.34 [tikshuv.idf.il URL i's Above Root Directory B ock 1
wan ti kshuv. i df.il /.. /i nages/ shar ed/ yout ubenew png
157. 55. 39. 52 Lhited Sates |147.237.77.176 |natpash.idf.il Unaut hori zed URL Access to 147.237.77.176/ 1819- he/i df g. aspx B ock 1
66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 1
. . |Dstributed Whauthorized URL Access on
66. 249. 64. 224 |l srael 147.237. 77. 226 [waw chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hamaz. aspx B ock 1
. . . Unaut hori zed URL Access to
157.55.39. 204 |lhited Sates [147.237.77.216 |dover.idf.il Wi df i 1/ engli shii df i pi ot ures/ 2002/ anuary/ 5. stm B ock 1
74.82.47.2 Lhited Sates |147.237.72.156 |anan.idf.il Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
66.249.75.23  |Israel 147.237.76.31 |nakchal .idf.il Wnaut hori zed URL Access to Bl ock 1
waw nakhal . i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp
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