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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 165

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
23.229.51. 42 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ock_Wp Al _Nets drop 1

195. 37. 190. 86 Ger many 147.237.76. 30 hi nush. i df.il B ock Np All _Net dr op 1
23.229.51. 42 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il B ock Wp Al Nets drop 1

195. 37. 190. 86 Ger many 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184.173.183. 172 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per nit 137
71.6.165. 200 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.72. 156 |anan.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |thited Sates 147.237.76.30 |hinush.idf.il DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer nany 147.237.0. 33 idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 177 |ncore.idf .il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 |ncore.idf.i DVRep B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.19 |lawforumidf.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |[DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 72. 167 |i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
95. 90. 230. 91 Cer many 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
79.183. 56. 26 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
183. 136. 216. 3 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
178.19.107. 114 |Pol and 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 67 |Chi na 147.237.76. 198 |e.yohal an.i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
171. 34.73. 180 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
218.89.137.3 Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
171.34.73.180 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |China 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
218.6.132. 45 Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
140. 206. 123. 46 |[Chi na 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
217 11. 61. 195 Ger many 147. 237 8. 50 e tikshuv. i df il Fgfﬂo?haw oral Lhusual ly fast Termnal Server Traffic, Potential Scan or 1
140. 206. 123. 46 |Chi na 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
213.210. 205. 2 Saudi Arabi a 147.237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 65 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140. 206. 123. 46 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
203. 194. 234. 109|Hong Kong 147.237.76. 199 |e. nakchal . i df .i | ET SCAN NVAP -sS wi ndow 4096 1
61. 240.144.64 |Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
31.13. 248. 97 Bul garia 147.237. 76. 147 |chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
66.249 69. 122 |wnited Sates 147. 237. 72. 166 |laka i of i1 SER\/ERAPAG-E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
178.19.107. 114 |Pol and 147.237.8.46 |e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 |China 147.237.77.19 |lawforumidf.il ET SCAN Potential VNC Scan 5800- 5820 1
171. 34.73. 180 Chi na 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
171. 34. 73. 180 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.72. 166 |aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
218. 6. 132. 45 Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
171.34.73.180 |China 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 67 |Chi na 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
217.116.128. 15 [2SSIan 147.237.0.34  |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
Feder at i on
140. 206. 123. 46 |Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
213.210.205.2 |Saudi Arabia 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 66 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
140. 206. 123. 46 |Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
213.210. 205. 2 Saudi Arabi a 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.72. 156 |anan. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
81.200.01.2  |ss'an 147.237.8.14 |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
203. 194. 234. 109|Hong Kong 147.237.76. 199 |e. nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
31.13. 248. 97 Bul garia 147.237.76. 177 |[ncore.idf . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Target Addr ess ‘S’te

‘ Message

186. 98. 172. 107 |Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 86
190. 13.110. 115 |Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 75
72.42.160. 92 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 36
66.249.78.159 |lited Sates 147.237.77. 216 |dover.iof i1 |\[V@1d segment retransmssion. Packet (Sreaning Engine: TP Invalid drop 24
dr opped. Ret r ansm ssi on
66.249.78.173 |uwited Sates 147.237.77. 216 |dover. i of i1 |\[V@ 1d segment retransmssion. Packet (Sreaning Engine: TCP Invalid drop 22
dr opped. Ret r ansni ssi on
66.249.78.166 |Liited Sates 147.237.77. 216 |dover. i of i1 |\MV@1d segment retransmssion. Packet (Sreaning Engine: TP Invalid drop 20
dr opped. Ret r ansm ssi on
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 15
174.236. 225. 148|lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 7
174. 236. 225. 148|Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d sequence nuniber Bad TCP sequence noni t or 7
157.55.39. 136 |Uhited Sates 147.237.77. 216 |dover. i of i1 |\MV@1d segment retransmssion. Packet (Sreaning Engine: TP Invalid dr op 6
dr opped. Ret r ansm ssi on
72.174.199.213 |lWhited Sates 147.237.76. 44 |e.refuah.idf.il|Geo-| ocation i nbound enforcenent (eo- 1 ocati on enf or cenent drop 4
80.179. 122. 184 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
66.249.64.233 [United Sates 147.237.77. 216 |dover. i f i1 |/ vA 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
130. 211. 164. 37 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 2
66.249. 64. 238 |Lited Sates 147.237.77. 216 |dover. i of i1 |\[V@1d segment retransmssion. Packet (Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansm ssi on
8. 37.227.81 Anonyrous Proxy [147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2
174.236. 225. 148|lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 2
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 2
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
186. 98. 172. 107 |Col onbi a 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
203. 115. 144. 94 |Phil i ppi nes 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
70.39.157.199 |tnited Sates 147.237.77. 216 |dover. i of i1 |\[V@ 1d segment retransmssion. Packet (Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
186. 98. 172. 107 |Col onbi a 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
5. 255. 253. 124 Russi an Federation |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
207.46.13.26  |uited Sates 147. 237. 72. 166 |aka i of . i | Invalid segment retransmssion. Packet (Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
178.137. 166. 68 |lkraine 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 2
130. 211.117. 114 147. 237.77. 216 |dover . i df . vszrb\/is:;vers St ow HITP Denial - of Wb Server Enforcement Miolation |[reject 2
162. 243.61. 230 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
77.237.138.202 |Czech Republic 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
180. 76. 6. 47 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
77.247.181. 165 |Netherl ands 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
216.218.206. 94 |lhited Sates 147.237.72. 217 |e.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
74.82.47. 46 Lhited Sates 147. 237. 76. 199 |e. nakchal . i df .i|Geo-| ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
66. 249. 64. 243 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
24.146.205. 201 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
74.95.15. 110 Lhited Sates 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
75.1.196. 34 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
41.223.184. 153 ip”tu[ﬂ CN”C""” 147.237.77.216 |dover.idf.il  |First packet isn't SN drop drop 1
66. 249. 64. 238 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
186. 98. 172. 107 |Col onbi a 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
8. 37.227. 68 Anonynous Proxy |147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1




05-07-2015-04:03:01 to 05-07-2015-05:03:01

|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Ste Acti on ‘Count
157.55.39.136 |Lhited Sates 147.237.72. 166 |aka.idf.i| Uhaut hori zed URL Access to waw aka. i df.il/main/haredi niwebresour ce. axd Bl ock 2
s Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover. idf . i1 | 0 G 1/ newsi t ef engl i shi kkkkkkk=442af 63akkkkkkk 442af 63a B ock !
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/international training catal og. asp Bl ock 1
66. 249. 67. 79 | srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ tenpl ates/ getfil e/ getfil e. aspx B ock 1
157.55.39.7 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
s Unaut hori zed URL Access to
66. 249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19798- he/ i df gdover . aspx Bl ock 1
207.46. 13. 26 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 1
66. 249. 67. 91 | srael 147.237.77. 170 |naarachot . i df . i [|Unaut hori zed URL Access to 147.237.77. 170/ 71825- he/ naar achot . aspx Bl ock 1
157.55.39.123 |Whited Sates |147.237.77.176|matpash.idf.il |Uhauthorized UR. Access to wan cogat.idf.il/tenpl ates/fag/faqg. aspx Bl ock 1
66.249. 78. 111 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 870- 4495- he/ pat zar . aspx B ock 1
. . Uhaut hori zed URL Access to aka.idf.il/edi mifund/ x3xYA;Ayx3 xY
207. 46. 13. 26 Lhited Sates |147.237.72.166|aka.idf.il Ag Axs Ax3 xV Ay Avad x VA Al B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
66. 249. 69. 42 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nobil e/ Bl ock 1
66.249. 78. 118 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 869- 4426- he/ pat zar . aspx B ock 1
54.163.84.187 |lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/english/organization/ navy/ servi ce. st m |B ock 1
212.76.101. 246 |l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd Bl ock 1
66. 249 78. 166 |israel 147. 237. 77. 216 |dover i df i1 xm(;:;:\c:r)i(z.ed URL Access to waw idf.il/1133-20996- he/ dover. aspxx”xz 8 ock 1
66. 249. 69. 122 |l srael 147.237.72. 166 |aka.idf.il SS. Uhtraceabl e Gonnection - Protocol violation (SSL_GONN GLI ENT_ HALLO None 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 Bl ock 1
66. 249. 78. 125 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 163- 4538- he/ pat zar . aspx Bl ock 1
54.243.53.148 |[lLhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1283- 12386- en/ dover . aspx B ock 1
213. 5. 176. 208 k?'rfgegom 147.237.76.42 |refuah.idf.il |Unauthorized LR Access to refua atal.idf.il/ol d/wp-adnin/ B ock 1
77.237.138. 202 |Czech Republic |147.237.77. 216 |dover.idf.il Uhaut hori zed UR. Access to / Bl ock 1
66. 249. 78. 4 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx Bl ock 1
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