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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 155 Chi na 147. 237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 828

66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 211
119. 246. 114. 209 Hong Kong 147.237.76. 199 e. nakchal .idf.il ock Wp All _Nets drop 2

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2

100. 35. 79. 107 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn dr op 1
72.174.199. 213 Lhited Sates 147.237.76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1

195. 37. 190. 86 Ger nany 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Name |Davi ce Action |Oount |
184.173.183. 172 |Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_P- N 40- 59 Per ni t 256
188. 138. 9. 50 Ger many 147.237.0. 35 akaws. i df.il DVRep_B-N 60_100 B ock 2
198. 20. 70. 114 Lhited Sates 147.237. 76. 147 |chinuch.aka.idf.il |DVRep B-N 60 100 B ock 2
188. 138. 9. 50 Ger nany 147.237.77.216 |dover.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il |DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60_100 B ock 1
46.19. 86. 231 | srael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.197 |e. hinush.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.233 |ata .idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lLhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 170 |naarachot.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.234 |halag.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
201.93. 2. 109 Brazil 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
188. 138. 9. 50 Ger many 147.237.72.217 |e.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.76.39 |[nobile.neitav.idf.il|DVRep B-N 60 100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 0. 35 akavs. i df .i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.8.24 e lifestyle.idf.il |DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 35 akavs. i df.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.39 |nobile neitav.idf.il|DVRep B-N 60 _100 B ock 1
188. 138. 9. 50 Ger many 147.237.0. 15 kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 45 e.etanidf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
212.86.219. 134 Ger many 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
221.235. 189. 245 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
121. 46. 0. 125 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
221.235.189. 245 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
80. 82. 78. 27 Net her | ands 147.237.0.15 kosher - kravi .i df.il ET SCAN NVAP -sS wi ndow 1024 1
221.235. 189. 245 Chi na 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
221.235. 189. 245 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 76. 200 eitan.aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 230. 71 Lhited Sates 147.237. 76. 197 e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196.47.173. 21 te DIvoire 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237. 76. 199 e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.235. 189. 245 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
196.47.173. 21 Qte Dlvoire 147.237.77. 74 lawidf.il ET SCAN NVAP -f -sS 1
12.139. 34. 20 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
221.235.189. 245 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 189. 245 Chi na 147.237.76. 200 eitan. aka. idf.il ET SCAN Potential SSH Scan 1
175.136. 197. 37 Ml aysi a 147.237. 76. 147 chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
221. 235. 189. 245 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.23. 210. 101 France 147.237.76. 42 refuah.idf.il SERVER WEBAPP adni n. php access 1
221.235.189. 245 Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77. 235 sviva idf.il ET SCAN Potential VNC Scan 5800- 5820 1
221.235. 189. 245 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 0. 33 idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 230. 71 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237. 76. 200 eitan aka. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196.47.173.21 te DIvoire 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.235. 189. 245 Chi na 147.237.77. 226 Wi chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
12.139. 34. 20 Lhited Sates 147.237. 76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
221.235.189. 245 Chi na 147.237.77.19 | awforumidf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Ger many 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S te ‘ Message
37.242.82.122 Saudi Arabia 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 156
46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 102
162.224.217. 101 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 52
77.247.181. 165 |Netherl ands 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 29
37.26.147. 232 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 28
66. 249. 93. 160 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 28
100. 35. 79. 107 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 28
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 25
174.26.193.123 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 22
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 18
66.249.93.164 |lLhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 15
66.249.78.166 |United Sates  [147.237.77. 216 |dover.idf.j| |\MV@ 1 d segnent retransmssion. Packet |Streaning Engine: TCP Invalid drop 14
dr opped. Ret r ansnii ssi on
192. 249. 64. 249 |Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 12
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 6
172.4.49. 43 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 6
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
220.255.1.117 |4 ngapore 147.237.77. 216 |dover. i of .1 |\[Va 1d segnent retransmssion. Packet |Streaning Engine: T(P Invalid drop 6
dr opped. Ret r ansnii ssi on
66.249.78.159 |United Qates  |147.237.77. 216 |dover. i cf i1 ||V 1d segment retransmission. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
188. 165. 15.99 |Fance 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
70.39.187.201 |Satellite Providen|147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop 6
201. 209. 191. 117|Venezuel a 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 5
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 4
66.249. 64.238 |United Qates  |147.237. 7. 216 |dover. i of i1 ||V 1d segment retransnission. Packet |Sreaning Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on
213.57.114. 180 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
5.228. 42. 20 :32::1”' on 147.237.72. 166 |aka.idf.il First packet isn't SN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
75.1.196. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
128.242.249.13 |Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 3
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop dr op 3
66. 189. 84. 52 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 3
220.255. 1. 123 |9 ngapore 147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop 2
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
2.54. 40. 136 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 2
72.93.169.190 |Whited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop dr op 2
66.249. 78. 173  |lsrael 147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop 2
157.55.39.67  |Wited Sates  |147.237.72. 166 |akaicr.i1 ||V 1d segnent retransmission. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
65. 19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 2
98. 167. 45. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop dr op 2
220.255.1.156  |S ngapore 147.237.77. 216 |dover. i of .1 || VA 1d segnent retransmssion. Packet |Streaming Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
79.176. 119. 61 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
37.142.216. 100 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 2
72.174.199. 213 |lhited Sates 147.237.76. 34 |yohal an.idf.i dr op drop 2
66.249.78.173 |UWnited Qates  |147.237. 7. 216 |dover. i of i1 ||V 1d segment retransnission. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
157.55.39.136  |Wited Sates  |147. 237. 77. 216 |dover. i df .i| |V 1d segnent retransmission. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
220.255. 1. 146 |9 ngapore 147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop
65.55.210.117 |Uited Qates  |147. 237. 7. 216 |dover. i of i1 |\MV@1d segnent retransmission. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
5. 255. 253. 124 Russi an 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 2
Federation
66.249. 93. 168 |lLhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop 2
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|Top Attackers In V\AF|

A tacker

Target Address

dte

Devi ce

Gountry

Action

‘Count

66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 7
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 4
157. 55. 39. 67 Lhited Sates |[147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
41.105. 125. 234 |A geria 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from41. 105. 125. 234 B ock 2
99. 4. 122. 139 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 2
41.105. 125. 234 |A geria 147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ undefi ned B ock 2
94.23.210. 101 |Fance 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
87.253.145. 16 [Net herl ands 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/wp-adm n/ B ock 1
66. 249. 75. 34 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 1
207.46. 13. 26 Lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 67. 134 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed UR. Access to ww refua. atal .idf.il/nd B ock 1
. C e Unaut hori zed URL Access to
157.55.39. 135 |[lLhited Sates [147.237.77.216|dover.idf.il v i of . | |/ engl | s or gani zat i on/ navy/ dabur . stm B ock 1
94.23.210. 101 |[Fance 147.237.76.42 |refuah.idf.il Adm n Bl ocki ng B ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1570- en/ dover . aspx B ock 1
216.70.113.32 |lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed UR. Access to refua.atal .idf.il/bl og/wp-adm n/ B ock 1
103. 15. 132. 132 |Hong Kong 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua.atal .idf.il/test/wp-adnmn/ B ock 1
. s Unaut hori zed URL Access to
68.180.229.51 |lLhited Sates |147.237.77.216 |dover.idf.il wnn i df . i 1/ engl i sh/ announcenrent s/ 2002/ mar ch/ 14. st m B ock 1
66. 249. 67. 194 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1267- he/ r ef uah. aspx B ock 1
157.55.39. 136 |lhited Sates |147.237.72.166 |aka.idf.il Lhknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp None 1
94.23.210. 101 [Fance 147.237.76.42 |refuah.idf.il Mil tiple Admn B ocking from94.23.210. 101 B ock 1
s Unaut hori zed URL Access to
66.249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1414- 10832- he/ dover . aspx B ock 1
66. 249. 64. 151 |l srael 147. 237. 77. 226 |ww chanat z. aka. i df . j| |13Uthori zed URL Access to Bl ock 1
wan chanat z. aka. i df . i1/t enpl at es/ cont act us/ cont act us. aspx
s URL is Above Root Drector
217. 115. 10. 132 |Ger many 147.237.77. 216 |dover.idf.il Wi df it/ Jshared cli enté/cri pts/| ouerylj query-1.4.2. .| s B ock 1
108.175.166. 11 |Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp-adnin/ B ock 1
72.174.199. 213 [Lhited Sates |147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
66. 249. 67. 218 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1312- he/ r ef uah. aspx B ock 1
188. 165. 15. 99 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 99 B ock 1
S Unaut hori zed URL Access to
66. 249. 64. 230 |l srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1485- 12563- he/ dover . aspx B ock 1
157. 55. 39. 6 Lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
72.174.199. 213 |Lhited Sates 147.237.76.31 |[nakchal .idf.il Uhaut hori zed URL Access to /tmnbl ock. cgi B ock 1
66. 249. 69. 15 | srael 147.237. 72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
188. 165. 15. 99 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/midr.stm B ock 1
94.23.210. 101 |Fance 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua atal .idf.il/admnistrator/ B ock 1
66. 249. 64. 233 |l srael 147.237.77.216 |dover.idf.il Unhaut hori zed URL Access to ww i df.il/1133- 16576- ar/ dover. aspxsee |B ock 1
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