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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 117

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 4

70. 39. 187. 201 Satellite Provider 147.237.77. 216 dover.idf.il JLM Under Attack Con_ Htp drop 3

116. 95. 248. 44 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
82.221.105.7 I cel and 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets drop 1

195. 37. 190. 86 CGer many 147.237.76. 34 yohal an.i df.il Block Np All Net drop 1

116. 95. 248. 44 Chi na 147.237.8. 24 e.lifestyle.idf.il |[JLMPurple Gon_Limt_ Tcp drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Udp Al Nets drop 1

116. 95. 248. 44 Chi na 147.237.76. 176 test.ncore.idf.il |[JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te |NarTe | Devi ce Action |Oount |
180. 76. 5. 193 Chi na 147.237.77. 216 dover.idf.il DVRep_P- N _40- 59 Per it 115
128.242.249. 12 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_P- N _40-59 Permit 7
85. 25. 103. 50 Ger nany 147.237.8. 50 e.tikshuv.idf.il DVRep B-N 60 100 B ock 2
146. 90. 132. 44 Uhi t ed Ki ngdom 147.237.77.176 nat pash. i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 2
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 2
93.120. 27. 62 Ronmani a 147.237.76. 199 e. nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.0. 35 akaws. i df . i | DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 198 e.yohal an.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77.212  |e. dover.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192, 138 Lhited Sates 147.237.0. 16 ny-kosher-kravi .idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.178 e.natpash.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.8. 28 e.nobi |l e-ks.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 200 eitan. aka.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.170 naar achot . i df . il DVRep_B-N 60_100 B ock 1
66. 240. 192, 138 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.72. 167 ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 33 idf.il DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237. 0. 33 idf.il DVRep _B-N 60 100 B ock 1
85. 25. 103. 50 Ger nmany 147.237.77.205 |prishaidf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192, 138 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 176 nat pash. i df il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 24 elifestyle.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep _B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.72. 14 dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
71. 6. 167. 142 Lhited Sates 147.237.0. 16 ny- kosher - kravi . i df . i | DVRep_B-N 60 100 B ock 1
66. 240. 192, 138 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 45 e.etanidf.il DVRep _B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il DVRep B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 6
91.224.132. 118 Russi an Federation 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
218.89.137.3 Chi na 147.237.77.178 e. nat pash. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
212.18. 232. 63 Uni ted Ki ngdom 147.237.8.24 e lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
116.111. 130. 116 i et nam 147.237.77.227 e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
116.111.130.116 i et nam 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -f -sS 1
67.159. 16. 3 Lhited Sates 147.237.0. 17 m ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
218.89.137.3 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 230. 71 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
188.138.9. 51 Ger many 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
116.111. 130. 116 i et nam 147.237.77.227 e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Ste

Country
70.39.187.193 |Satellite Provide|147.237. 77. 216 |dover.idf.il FHrst packet isn't SN drop drop 263
70.39.187.201 |Satellite Provide|147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 259
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 10
157.150.193.2 |lhited Sates 147.237.77. 176 |nat pash. i df . i | Frst packet isn't SN drop drop 9
110. 33.195. 147 |Austraia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
199. 68. 248. 130 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
32.212.249.5 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
46. 19. 85. 68 | srael 147.237.77. 233 |atal .idf.il I nval i d ACK nunber Bad TCP sequence noni t or 6
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
108. 84. 129. 90 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46. 19. 85. 212 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 4
109. 64. 128. 191 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
2.54.19.117 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 3
118. 136.63. 71 | ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
99.111. 24. 63 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
68. 180. 229. 51 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157.55.39.67  |Wited Sates  |147.237.72. 166 |aka. i df il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on
77.245.14. 243 |Jordan 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
207.46.13.26  |Wited Sates  |147.237.72. 166 |aka. i df.il Invalid segnent retransmssion. Packet (Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
157.55.39. 137 |Uited Sates  |147.237.72. 166 |aka i dof.il Invalid segnent retransmssion. Packet (Streamng Engine: TCP Invalid dr op 2
dr opped. Ret r ansm ssi on
31. 184. 195. 166 Russi an 147. 237. 77. 216 |dover i df i1 Inval id segnent retransnission. Packet Sreanimg Er_]gi ne: TP Invalid drop 2
Federation dr opped. Ret r ansni ssi on
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
77.31.200. 104 Saudi Arabi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
58. 20. 54. 249 Chi na 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation i nbound enforcenent Geo- | ocati on enf or cenent drop 1
46.19. 85. 231 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
70.39.186.222 |Satellite Provide|147.237. 77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
97.74.24. 187 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
212.174. 166. 140|Tur key 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
2.54.52.94 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
66. 249. 64. 243 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
58. 20. 54. 249 Chi na 147.237.8.14 |e.orchot.idf.il |Geo-1ocation i nbound enfor cenent Geo- | ocati on enf or cenent drop 1
180. 76.5. 71 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
31.210.187.176 |lsrael 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
58. 20. 54. 249 Chi na 147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Target Address |Ste ; ‘Count
Country Action
94. 153. 9. 66 Lkrai ne 147.237.77. 176 [natpash.idf.il |Uhaut hori zed URL Access to waw cogat . i df.il/901-11442-en/ B ock 5
66. 249. 78. 173 I srael 147.237.77. 216 |dover.idf.il Mil tiple UWhaut horized URL Access from 66.249. 78. 173 Bl ock 4
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 4
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 4
178. 137. 166. 68 |krai ne 147.237.77. 176 |natpash.idf.il |D stributed Uaut horized URL Access on waw cogat . i df.il//901-11442-en/ |B ock 3
89.138.41.52  |Israel 147. 237.72. 166 |aka i df . i | Distributed Whaut hori zed LR Access on B ock 3
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
157.55.39. 137 |lLhited Sates 147.237.72. 166 |aka.idf .il Unknown Paraneter tmin ww aka.idf.il/nain/giyus/ None 1
79.181.177.79 | srael 147.237.72. 166 |aka. i df . Distributed Lhaut horized LR Access on B ock 1
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66. 249. 67. 91 I srael 147.237.77. 170 |n@ar achot . i df . i I|Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
207. 46. 13. 26 Lhited Sates 147.237.72. 166 |aka.idf.il Mil tiple Uhauthorized URL Access from 207. 46. 13. 26 Bl ock 1
. S Uhaut hori zed URL Access to
139.216.101.25 |Asstralia 147.237.76.42 |refuah idf. il wawn refua. atal . idf.il/tenpl at es/ shared/ user cont rol s/ navnenu/ undef i ned Bl ock !
66. 249. 78. 166 I srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il/newsite/ hebrew bi nl aden2. st m B ock 1
24.102.206. 117 |Whited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/main. stm B ock 1
: . . Uhaut hori zed URL Access to
157.55.39. 141  |Uhited Sates 147.237.76.42 |refuah.idf. il refua. atal.idf.il/tenpl at es/ shar ed/ user control s/ navnenu/ undef i ned Bl ock !
79.182. 183. 35 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/nai n/ sachar/undefi ned B ock 1
66. 249. 67. 206 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1227- he/ r ef uah. aspx B ock 1
207.46.13.130 |Whited Sates 147.237.76.31 |nakchal .idf.il |Unhauthorized URL Access to 147.237.76. 31/ 1070- he/ nakhal . aspx B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.184.195. 166 RussI an 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
Federation
R Uhaut hori zed URL Access to
66. 249. 75. 42 | srael 147.237.72. 166 |aka.idf . il 147.237.72. 166/ t uri it aspl di spl ayal | sol di ers. asp B ock 1
157.55.39. 101 |lLhited Sates 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 1071- he/ nakhal . aspx B ock 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel/french/ B ock 1
s Uhaut hori zed URL Access to
46.19. 123. 125 |Rance 147.237.77. 216 |dover.idf.il wAw i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
: . . Uhaut hori zed URL Access to
199. 180. 114. 153|lhited Sates 147.237. 77. 216 |dover.idf.il wnan i df i |/ 1283- 17436- en/ dover . aspx/ t r ackback/ B ock 1
157. 55. 39. 137 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
: s Uhaut hori zed URL Access to
68.180.229. 51 Wited Sates 147.237.77.216 |dover. i df .1 ww i df . i |/ hebrew organi zati on/ arnored/ hati va7/clali.stm Bl ock !
: s D stributed Unaut hori zed URL Access on
63. 141. 249. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il whan i df i1 //1283- 17436- en/ dover . aspx/ t r ackback/ B ock 1
207. 46. 13. 26 Lhited Sates 147.237.72. 166 |[aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
} . . Uhaut hori zed URL Access to
107.152.128.27 |United Sates 147.237.77. 216 |dover. i df .1 v i df . i |/ engli sh/ rk=0/r s=ni pi 6¢f s8 xeOsunhuf pzl nl 4i - Bl ock !
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