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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |veb Ste |9 gnature |Device Action  |Count |
213.57.90. 154 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 88
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 21
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 14
46. 120. 230. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
66. 102. 7. 188 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
46. 120. 230. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
79.181. 142. 135 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
66.102. 7. 195 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 4
180. 218. 22. 149 Tai wan 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 4
117.21.174. 96 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack_Con_Tcp drop 2
175. 156. 123. 211 S ngapor e 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 2
109. 64. 37. 172 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
71.6.216. 42 Lhited Sates 147.237.76. 148 gocenter.aka. i df.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per nit 5
112.111.189. 8 Chi na 147.237.77.74 |lawidf.il (C1000108: HITP. Trying to | ocate existing FO<edi tor B ock 2
198. 20. 69. 98 Lhited Sates 147.237. 0. 35 akaws. i df . il DVRep_B-N _60_100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60 100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 CGer nany 147.237. 0. 33 idf.il DVRep_B-N 60 100 B ock 1
37.26.147. 129 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.198 |e.yohalan.idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237. 8. 46 e.chinuch.idf.il |DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.38 |e.e.neitav.idf.il |DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.72.167 |ishurimaka.idf.il |DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.197 |e. hinush.idf.il DVRep_B-N 60 100 B ock 1
108. 208. 50. 182 |Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
71.6.167. 142 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Ste
Country
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 64. 153 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
12.139. 34. 20 Lhited Sates 147.237.77. 205 |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 77. 79. 43 Chi na 147.237.77. 234 |nal ag. i of .i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force

196.47.173. 21 Qte Dlvoire 147.237.0. 35 akaws. i df.il ET SCAN NVAP -f -sS 1
114.112. 90. 54 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 64 |Chi na 147.237. 77. 226 |ww chanat z. aka. i df . i| |[ET SCAN NVAP -sS w ndow 1024 1
196.47.173. 21 te DIvoire 147.237.0. 35 akaws. i df.i | ET SCAN NVAP -sS w ndow 2048 1
104. 128. 144. 130 147.237.77. 234 |hal ag.i df . il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 66 Chi na 147.237.77.19 |lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

122.61.8.178 New Zeal and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 70
212.28.230. 202 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 30
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 29
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 28
162.243.61. 230 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 22
46. 19. 86. 63 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 16
84.229. 35.121 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
82.81.163. 138 | srael 147.237. 72. 167 |i shurimaka. i df.i|H rst packet isn't SYN drop drop 12
185. 32. 178. 237 |Israel 147.237.77. 243 |nmbile.icf i1 |/ V@1 d segent retransmssion. Sreamng Engine: TP Invalid drop 9
Packet dropped. Ret r ansnii ssi on
Tanzani a, Lhited s Invalid segnent retransnssion. Sreaning Engine: TCP Invalid
41.59.0.175 Renid i o 147. 237. 77. 216 |dover . i of . i | Pkt dre(?ppe " mransrgssi%n drop 9
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 8
37.26.148. 216 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
79.181.142. 135 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
5. 255. 253. 124 Russi an Federation 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
46. 19. 85. 245 | srael 147.237.76.31 |[nakchal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 5
109. 64.37. 172 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 5
5.102. 254. 161 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
67.167.234.114 |lhited Sates 147.237.77. 176 |nat pash. i df . i | Frst packet isn't SN drop drop 4
213.57.151.196 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
80. 246. 133. 167 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
109. 253. 128. 38 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46. 19. 86. 216 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 4
213.151.54. 142 |Israel 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
72.225.138.92 |lLhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 4
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
69.171.228. 120 |Whited Sates 147.237.77. 176 [nat pash.idf . il Frst packet isn't SN drop drop 4
213.151.54. 142 |lsrael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 4
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 4
85. 65. 101. 239 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
80. 246. 133. 81 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
89. 108. 150. 50 Lebanon 147.237.77. 176 [nat pash.i df . i1 Frst packet isn't SN drop drop 3
2.52.15.163 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
69.171.228. 118 |Lhited Sates 147.237.77. 176 [nat pash.idf.i| Frst packet isn't SN drop drop 3
46. 19. 85. 103 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
37.26.147. 169 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
82.81.163. 138 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
176. 12. 145. 27 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
117.169. 1. 200 |Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
37.46. 39. 246 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
157.55.39. 136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op dr op 3
37.26.147. 176 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
41. 33. 231. 86 Egypt 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 3
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
80. 246. 136. 150 |l srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 3
46. 19. 85. 218 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
69.171.228.116 |Lhited Sates 147.237.77. 176 [nat pash.i df .i | Frst packet isn't SN drop drop 3
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
147.235.236.1 | srael 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 4
v aka. i df . i | // mai n/ rabanut / webr esour ce. axd
207. 46. 13. 26 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
109. 66. 128. 13 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
157.55.39.7 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
87.69. 214. 57 | srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
157. 55. 39. 67 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
157.55.39.136 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
87.69. 214. 57 | srael 147.237.72. 166 |aka.i df .il Lhaut hori zed URL Access to ww aka.idf.il/main/scripts/css3pie htc |B ock 2
180. 76. 5. 194 Chi na 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1125-2.stm |B ock 1
s Unhaut hori zed URL Access to
66. 249. 65. 23 | srael 147.237.76.31 |[nakchal .idf.il 147. 237.76. 31/ 1111- 7652- he/ nakhal . aspx B ock 1
95. 86. 78. 64 | srael 147. 237. 72. 166 |aka. i df . | Uhknown Pararret er ct | 00%ct | 00Scphii ncphSachar $ctl 51 in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
66. 249. 67. 218 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ 938- he/ r ef uah. aspx B ock 1
208. 113. 238. 164|lhited Sates |[147.237.72.166 |aka.idf.il Mil tipl e Whaut hori zed URL Access from 208. 113. 238. 164 B ock 1
157.55.39.137 |United Sates |147.237.72. 166 [akaidf. il Wnknown Paranet er b6e681f8 in None 1
wane aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.54.153. 243 | srael 147.237.77.233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
] s Unhaut hori zed URL Access to
142.54.161. 131 |lhited Sates [147.237.77.216 |dover.idf.il Wi df . i | / 1283- 17055- en/ dover . aspx/ t r ackback/ B ock 1
77.237.138.51 g‘;‘gﬂc 147.237.77. 233 |atal .i of .l Unaut hor i zed URL Access to / B ock 1
66.249.65.71  |israel 147.237.72. 166 |aka.i df . tnknown Par aneter cati d\u003d59336 in None 1
ww aka. i df . i |/ mai n/ gi yus/ general . aspx
188.138. 17. 205 |Rance 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
157.55.30.81  |Whited Sates |147.237.76.86 |navy.idf.il Distributed thaut hori zed UL Access on Bl ock 1
W navy. i df . i | // capt cha. ashx
108. 208. 50. 182 |lhited Sates |[147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il/894-en/idf gdover. aspx B ock 1
208.113. 238. 164|lhited Sates |[147.237.72.166 |aka.idf.il Unhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
157.55.30.158 |Uhited Sates |147.237.76.86 |navy.idf.il Distributed that hori zed URL Access on Bl ock 1
waw navy. i df . i | // capt cha. ashx
31.193.51. 80 France 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
84.229.130. 186 |Israel 147. 237, 72. 166 |aka. i o . | Distributed Lhauthorized LR Access on Bl ock 1
vy aka. i df . i | // mai n/ rabanut /webresour ce. axd
66. 249. 65. 181 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1245- he/ at al . aspx B ock 1
199.203.215.1 |Israel 147. 237. 72. 166 |aka. i of . i | Unknown Paraneter __VI EABTATEGENERATCR in None 1
wwn aka. i df . i |/ mai n/ sachar/f agsel ecti on. aspx
109. 65. 52. 69 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter KEY in ww aka. idf.il/val taniasp/ defaul t.asp None 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/newsite/english/ol 12 B ock 1
157.55.39.191 |lLhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 191 B ock 1
: R URL is Above Root Drectory
52. 6. 169. 50 Lhited Sates |147.237.77.216 |dover.idf.il waw i of .1/ ./ shar ed user cont rol s/ header upper/ B ock 1
S Unknown Paraneter anp;t in
147.235.236.1 |lsrael 147.237.72. 166 |aka.idf .il D Lt/ scri pt resour ce. axd None 1
66. 249. 67. 147 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/n B ock 1
157.55.39.137 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
157.55.39.191 |lLhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to www idf.il/newsite/french/0226-3.stm |B ock 1
62.219. 165. 164 |Israel 147. 237. 72. 166 |aka. i df . | Unknown Par amet er __VI ENETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
66. 249. 67. 206 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ 1627- he/ r ef uah. aspx B ock 1
207.46.13.26  |United Sates |147. 237.72. 166 |aka.idf. | Whaut hori zed URL Access to Bl ock 1
ww aka. i df . i | / sachar/ f or ns/ downl oadf or m asp
157.55.39. 137 |lLhited Sates [147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/nai n/haredi niwebresource. axd |B ock 1
109. 236. 85. 218 |Netherlands  [147.237.0.17 lmny' kosher-kravi. 1df.1 oo 1t aceabl e Gonnection - Unknown Server Gertificate None 1
66.249.78.173 I srael 147. 237. 7. 216 |dover. i f .i thaut hori zed LRL Access to Bl ock 1

wwv i df . i | / hebr ew announcenent s/ 2003/ nay/ 17. st m
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