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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

|Device Action  |Count |
66. 249. 64. 156 | srael 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn drop 2104
220.181. 108. 82 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 101
74.82.47.3 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.216. 41 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Block Np Al _Net drop 1
74.82.47.3 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

get Address

dte

46.137. 134. 188 |Irel and 147.237.72. 166 |aka.idf.il DVRep_P- N 40-59 Per mit 10
46.137.134. 188 |lrel and 147.237. 72. 156 |anan. i df .i | DVRep_P- N 40-59 Permt 10
85. 25. 43. 94 Ger nany 147.237.76.31 |nakchal .idf.il [DVRep B-N 60 100 B ock 2
37.46. 39. 17 | srael 147.237.72. 166 |aka. i df . il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
198.20.70.114 |lhited Sates 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.76. 177 |ncore.idf il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 |lhited Sates 147.237.72. 167 |i shurimaka.i df.i|[DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 199 |e. nakchal .idf.il |DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.197 |e.hinush.idf.il |[DVRep B-N 60 100 B ock 1
36.231.145. 10 |Tai wan 147.237.72. 166 |aka.idf . il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 1
198. 20. 70. 114 |lhited Sates 147.237.76. 176 |test.ncore.idf.i||DVRep_B- N 60_100 B ock 1
101. 251. 236. 90 |chi na 147.237.76.30 |nimshidr.il |23 HITP PP-C3 Query String Parameter Command | njection B ock 1
Wl nerability
71.6.167.142 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.77. 178 |e.natpash.idf.il |DVRep_B-N 60_100 B ock 1
36.231. 145. 10 |Tai wan 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FQkedi t or B ock 1
198. 20. 70. 114 |lhited Sates 147.237.77.19 |[lawforumidf.il |DVRep B-N 60 100 B ock 1
112.111.189.8 |Chi na 147.237.77.74 |lawidf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 1
71.6.167.142 Lhited Sates 147.237.77. 176 [nat pash. i df . i | DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 227 |e. hanaz. i df . i | DVRep_B-N 60_100 Bl ock 1
89. 248. 160. 192 |Net her| ands 147.237.0.19 |nadimatal.idf.il|DVRep_P- N 40-59 Permt 1
198.20.70. 114 [Lhited Sates 147.237.77. 233 |atal .idf.il DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer many 147.237.0. 35 akavs. i df.il DVRep_B-N 60 100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 243 |nobil e.idf .il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147. 237. 8. 45 e.eitanidf.il DVRep_B-N 60_100 Bl ock 1
89. 248. 160. 192 [Net her| ands 147.237.0. 35 akaws. i df il DVRep_P- N _40-59 Per m t 1
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|Top Attackers In |D|

Attacker Address Atacker ‘Tar get Address ([Ste
Country
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 64. 148 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
221. 235. 189. 245|Chi na 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
221, 235. 189. 245|Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
221. 235. 189. 245|Chi na 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
221. 235. 189. 245|Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.77. 233 |atal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.208.209. 74 |Lhited Sates 147.237.77. 216 |dover.idf.il SERVER WEBAPP Manbo upl oad. php access 1
157.55. 39. 191 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL RULES DOS attack 01/2012 1
66.249.73. 217 |United Sates 147. 237. 72. 166 |laka i df i1 SER\/ER-APACJ—E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt

221.235. 189. 245|Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |Chi na 147.237.72. 167 |i shuri maka.i df .i | ET SCAN NVAP -sS w ndow 1024 1
221, 235. 189. 245|Chi na 147.237.76.202|e.halag.idf.il ET SCAN Potential SSH Scan 1
221, 235. 189. 245|Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
221. 235. 189. 245|Chi na 147.237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
188. 138. 9. 51 Cer many 147.237.77. 226 |ww chanat z. aka. i df .il1 |ET SCAN Potential VNC Scan 5900- 5920 1
157. 55. 39. 248 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
80. 82. 78. 27 Net her | ands 147.237.8.27 |e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
221, 235. 189. 245|Chi na 147.237.77. 234 |hal ag.idf.i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘I\/éssage
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
68. 35. 206. 60 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 24
66.249.78.159 |Uited Sates 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet |Sireaning Engine: TCP Invalid dr op 24
dr opped. Ret r ansni ssi on
37.26. 146. 165 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 22
66.249.78.166 |ited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 20
dr opped. Ret r ansni ssi on
207.106. 190. 66 |Lited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sireanmng Engine: TCP Invalid drop 15
dr opped. Ret r ansni ssi on
66.249.78.173 |uwited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on
113.199. 135. 145|Nepal 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 10
131.194. 104. 100|Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 9
85. 114. 106. 243 g‘ilcisgi':('ja” Tertitory, 1147 237.77. 216 |dover. i of . |Frst packet isn't SN drop drop 8
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 6
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
73.6.211. 64 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 4
68. 180. 229. 51 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
5. 102. 254. 158 | srael 147.237.72. 166 |aka. idf.il |Invalid ACK nunber Bad TCP sequence noni t or 3
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 3
188. 165. 15.99 |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 2
66.249. 64.178 |lnited Sates 147.237.77. 216 |dover. i o .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
157.55.39.191 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 2
73.6.211. 64 Lhited Sates 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence alert 2
66.249.65.65 |lnited Sates 147.237.72. 166 |aka i of i1 | VA 1d segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
37.46. 39. 17 | srael 147.237.72. 166 |aka. idf.il |Invalid ACK nunber Bad TCP sequence alert 2
73.6.211. 64 Lhited Sates 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 2
197.237.112. 175|Kenya 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
65. 19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2
157. 55. 39. 6 Lhited Sates 147.237.72. 166 |aka i of i1 | V3 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
37.46. 39. 17 | srael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 2
73.6.211. 64 Lhited Sates 147.237.77. 216 [dover.idf.i|l nval i d sequence nuniber Bad TCP sequence noni t or 2
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2
31.184. 195. 166 |Russi an Federation 147.237. 77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
77.125.150.71 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 2
66.220. 156. 118 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 2
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 1
77.126.90. 151 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
67.183.70.127 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.i Lhexpect ed post SYN packet - RST or drop drop 1
SYN expect ed
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1
84.228.227.39 |lsrael 147.237.72. 166 |aka.idf.il |l nvalid ACK nunber Bad TCP sequence alert 1
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
113.199. 135. 145|Nepal 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence alert 1
84.228.227.39 |lsrael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 1
173. 68. 9. 153 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1
113. 199. 135. 145|Nepal 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 1
66.220. 156. 116 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
69. 30. 240. 46 Lhited Sates 147.237.0. 33 idf.il drop drop 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence alert 1
177.16.219. 239 |Brazil 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Qount ry ‘Target Address |Ste Acti on ‘Count
207. 106. 190. 66 |Lhited S ates 147.237.77. 216 |dover.idf.il Mul tiple Wauthorized URL Access from 207. 106. 190. 66 Bl ock 64
207.106. 190. 66 |Lhited Sates 147.237.77. 216 |dover.idf.il PHP At enpt B ock 5
32.215.162. 246 |Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
207. 46. 13. 26 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
157.55. 39. 137 |lhited Sates 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 2
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 2
. R URL is Above Root Drectory
112. 90. 231. 100 |Chi na 147.237.77. 216 |dover.idf.il vwwe i o .1 1/ ../ shr edl user cont rof sf header upper / B ock 1
66. 249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ scri pt r esour ce. axd Bl ock 1
s O stributed Unhaut hori zed URL Access on
66. 249. 65. 16 | srael 147.237.72. 166 |aka.idf .il 147.237. 72. 166/ / gi yus/ f or und asp/ showf or um asp Bl ock 1
Unaut hori zed URL Access to
157.55.39.135 |[lhited Sates 147.237.77. 216 |dover.idf.il wa i df . il /tenpl at es/ cont act us/ waw i df . i1/1395-en/ dover . aspx Bl ock 1
forcerecraw: O
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to ww idf.il/atal 1/izkor/view pi ctures.asp |B ock 1
R S3. Lhtraceabl e Gnnection - Protocol violation
66.249. 73. 217 |l srael 147.237.72. 166 |aka.i df .il (SSL_CONN QLI ENT HELLO) None 1
31.184. 195. 166 gzz::tnl on 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response (ode Bl ock 1
S Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover. i df .11 www. i df . i |/ hebr ew news/ kkkkkkk=166321a5kkkkkkk 166321a5 B ock !
157.55. 39. 6 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 140 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/eitan/listpage/ B ock 1
66. 249. 65. 32 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
207.46. 13. 99 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/capt cha. ashx Bl ock 1
157.55.39. 136 |lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
68.180. 228. 232 [Lnited Sates  [147.237. 72. 166 [aka.idf . i1 Unknown Par aret er anp; anp; anp; catld in None 1
vwwy aka. i df . i |/ gi yus/ general / def aul t. asp
. . |Unauthori zed URL Access to
66.249. 73. 229 |l srael 147.237. 77. 226 |[waw chanat z. aka. i df . i | 147. 237. 77. 226/ 994- 8121- he/ hamaz. aspx Bl ock 1
180. 76. 6. 55 Chi na 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
66. 249. 65. 35 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ enl ar ge. asp |B ock 1
74.82.47.3 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
S Unaut hori zed URL Access to
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19781- he/ dover . aspx Bl ock 1
52. 6. 169. 50 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/main.stm Bl ock 1
180. 76. 6. 57 Chi na 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 1
) R Unknown Paraneter min
157. 55. 39. 66 Lhited Sates 147.237.72. 166 |aka. i df .il wiw aka. i df . i | / i v dr ushi nf dr ushi nd gener al . aspx None 1
S Unaut hori zed URL Access to
66.249.78. 159 |l srael 147.237.77. 216 |dover. i df .11 wa i df . i |/ hebrew or gani zat i on/ ar nor ed/ ar nor ed7. st m B ock !
66. 249. 65. 65 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.30.190 |Wnited Sates  |147.237.0.34  [tikshuv.idf.il Wnaut hor i zed UR. Access to Bl ock 1
waw ti kshuv.idf.il/tenpl ates/ general / general . aspx
79.178. 60. 134 |lsrael 147.237.72. 166 |aka.idf .i D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
s Unhaut hori zed URL Access to
66. 249. 78. 102 |l srael 147.237. 77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 17558- he/ dover . aspx Bl ock 1
66. 249. 65. 12 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
203. 198. 29. 198 [Hong Kong 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod Bl ock 1
207.106. 190. 66 |Lhited S ates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/text/javascript Bl ock 1
66. 249. 67. 65 | srael 147.237.77. 170 |n@arachot . i df .i | Uhaut hori zed URL Access to 147.237.77.170/ Bl ock 1
157.55.39. 204 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 204 B ock 1
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