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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
220.181.108. 103 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 376

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 236

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 4

46. 183. 220. 250 Latvi a 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1

104. 191. 144. 8 147.237. 76. 200 eitan. aka.idf.il ock_Udp All _Nets dr op 1

104. 255. 66. 201 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al Net drop 1
71.6.216. 62 Lhited Sates 147.237.76. 196 e.svivaidf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |Ste |NarTe |I:evi ce Action |Oount |
14. 47.125. 204 Korea, Republic of |147.237.77.74 |lawidf.il Cl000108: HITP. Trying to | ocate existing FCKedit or B ock 36
128.242.249.12 |lLhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per mi t 26
71.6.135. 131 Lhited Sates 147.237.0. 35 akavs. i df .i | DVRep_B-N 60 _100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.72.166 |aka.idf.il DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Cer many 147.237.0. 34 tikshuv.idf.il DVRep B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76.199 |e.nakchal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60 100 B ock 1
14.47.125.204 |Korea, Republic of |147.237.77.74 |lawidf.il 9221: HITP:. PUT Met hod Execution over HITP/ \\ebDAV B ock 1
198.20.70.114 |Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60 _100 B ock 1
85. 25. 43. 94 CGer many 147.237.72. 166 |aka.idf.il DVRep B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep B-N 60_100 B ock 1
188. 226. 254. 89 [Net her| ands 147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 1
72.186. 5. 22 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
198.20.70.114 |Lhited Sates 147.237.72.166 |aka.idf.il DVRep_B-N 60 _100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77.216 |dover.idf.il DVRep B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 243 |nobile.idf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il |DVRep_B-N 60_100 B ock 1
78.182.168. 42  |Turkey 147.237.77.216 |dover.idf.il Q025: HITP. access to adnini strator/index. php -> Quarantine B ock 1
71.6.135. 131 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.34 |yohal an.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
71.6.167.142 Lhited Sates 147.237.8.28 e.nobi l e-ks.idf.il |DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8.50 e.tikshuv.idf.il DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.0. 33 idf.il DVRep_B-N 60 100 B ock 1
198.20.70.114 |Lhited Sates 147.237.76.39 |nobile neitav.idf.il|DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Ronani a 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |

195. 34, 150. 18 |Austria 147.237. 77. 216 |dover. i of .i | Tehila - Perl LW wth fake user agent 6

66.249. 64. 161 |United Sates 147. 237. 77. 74 |lawidf.il ET SCAN NVAP -sA (2) 2

66. 249. 64. 151 |Lhited Sates 147. 237. 77. 74 |lawidf.il ET SCAN NVAP -sA (2) 2

66.249. 67. 121 |Lnited Sates 147. 237. 76. 42 |refuah.idf. i ET SCAN NVAP -sA (2) 2

66. 249. 64. 156 |Lhited Sates 147. 237. 77. 74 |lawidf.il ET SCAN NVAP -sA (2) 2

5.189. 191. 172 RJSf;:I”i on 147. 237. 76. 200 |ei tan. aka. i df . | ET SCAN Potential VNC Scan 5900- 5920 1
Russi an . . .

5.189.191.172 |0 % 147. 237. 76. 199 |e. nakchal . i df .i | ET SCAN Potential VNC Scan 5800- 5820 1

5.189. 191. 172 RJSf;:I”i on 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1

178. 19. 107. 114 |Pol and 147. 237. 76. 30 |hi nush.i df . | ET SCAN NVAP -sS wi ndow 1024 1

5.189.101. 172 |¥SS'an 147.237.76.86 |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
Feder at i on

117. 135. 163. 104|Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1

5.189.191. 172 |ssian 147.237.76. 42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
Federati on

89. 248. 174. 46 Net her | ands 147.237.0.19 nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

5.189. 191. 172 RJSf;:I”i on 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

58.20.54. 249 _ |hi na 147.237.8.14 e orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1

5.189. 191. 172 RJSS::{} o 147.237.76. 200 |ei tan. aka. i df . i ET SCAN Potential VNC Scan 5800- 5820 1
Russi an . . .

5.189. 191. 172 oot on 147.237.76. 176 |test. ncore. i of . i | ET SCAN Potential VNC Scan 5800-5820 1
Russi an . . .

193. 107. 16. 206 . 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
Feder at i on

5.189. 191. 172 RJSf;;”i o 147. 237. 76. 147 |chi nuch. aka. i df . | ET SCAN Potential VNC Scan 5800-5820 1

117. 135. 163. 104|Chi na 147.237. 72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1

5.189. 191. 172 R‘SS::I”i o 147.237.76. 44 |e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

117. 135. 163. 104|Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -f -sS 1

5.189.191. 172 |ssian 147.237.76. 42 |refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
Feder at i on

62.193.237.19 |France 147.237.0.16  |ny-kosher-kravi.idf.il E:fecsot i' JOEEha"' oral thusuallly fast Terminal Server Traffic, Potential Scan or 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
66.249.78.166 |United Qates  |147.237.77. 216 |dover.icf.i1 | v 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 40
dr opped. Ret r ansni ssi on
66.249.78.173 |wited Sates  |147.237.77. 216 |dover.idf il Invalid segment retransmssion. Packet (Streamng Engine: TCPInvalid drop 34
dr opped. Ret r ansn ssi on
66.249.78.159 |United Qates  |147.237.77. 216 |dover.icf.i1 | VA 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 30
dr opped. Ret r ansni ssi on
72.143.225.77 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 10
149. 78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 8
72.186. 5. 22 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 7
79.178.128.64 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 7
208. 74.245.19 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 6
5. 255. 253. 124 gz:;;r: on 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
42.61.200.229 |S ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 4
14. 47. 125. 204 ?rea’ RepUDIiC 147 237.77.74 [lawidf.i] Failed to handl e connection data Bl ock HTTP Non Conpl i ant monitor |4
109.30.24.51  |Wited Sates  |147.237.77. 216 |dover. icf.i1  |\MV@1d segment retransmssion. Packet [Sreamng Engine: TCPInvalid drop 4
dr opped. Ret r ansni ssi on
37.115.187.54 |kraine 147.237.77. 176 |natpash.idf.il [SAMrul e dr op drop 3
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
180. 67. 178. 13 Okfre& RepUbliC 147 237.77. 216 |dover.idf.il  |Frst packet isnt SN drop drop 3
157.55.39.204 |Wited Sates  |147.237.77. 216 |dover.icf.i1 .MV 1d segment retransmssion. Packet [Sireanmng Engine: TCP Invalid drop 2
dr opped. Ret r ansn ssi on
95.57. 92, 50 Kazakst an 147 237.72. 166 laka i df i Invalid segnent retransnission. Packet Sreanimg Ejgi ne. TGP Invalid drop 5
dr opped. Ret r ansni ssi on
191. 95. 243. 192 |Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 2
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
176.12.146.11 |Israel 147.237.0.19  |nadi matal i of.i [ 7 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
157.55.39.136 |Wited Sates  |147.237.77. 216 |dover.icf.i1  |.MV@1d segment retransmssion. Packet [Sireanmng Engine: TCP Invalid drop 2
dr opped. Ret r ansn ssi on
66.249. 64.168 |United Qates  |147.237.77. 216 |dover.icf.i1 | v 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
68.180.229.51 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 2
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
77.237.138.202 |Czech Republic [147.237.77.235]|sviva.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
5.135.158.101 |Fance 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
77.247.181. 162 |Netherl ands 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
212.174. 166. 140|Tur key 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 1
109. 163. 235. 246|Ronmani a 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 165. 208. 194 [Cer nany 147.237.0.33 [idf.il drop drop 1
176. 126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
123.125.71. 103 |Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
74.82.47. 27 Lhited Sates 147.237.76.201|e.atal .idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
62.210.69.5 France 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
199. 30. 24. 51 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
84.208.193.24 |Norway 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
216.218. 206. 124|Lhited Sates 147.237.0.200 [mu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
128. 6. 37. 229 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop dr op 1
74.214.37.228 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
91.213. 8. 84 Lkr ai ne 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
222.124.123. 172l ndonesi a 147.237.72. 166 |[aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
184. 105. 139.88 |lhited Sates 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Tar get Address |Ste Acti on ‘Count
176.12.146. 11 |Israel 147.237.0.19 |nadimatal.idf.il Too My of the Sane Response (ode (404) in Session from g o 73
176.12.146. 11
207.46. 13. 26 Lhited Sates 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
14.47.125. 204 |Korea, Republic of 147.237.77.74 |lawidf.il PHP At enpt Bl ock 2
5. 255. 253. 124 |Russi an Federation 147.237. 77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 5. 255. 253. 124 Bl ock 2
207.46.13.3 Lhited Sates 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/captcha. ashx Bl ock 2
52.6.160.50  |United Sates 147, 237. 77. 216 |dover. i f . i | Wnauthori zed U Access to Bl ock 2
wan i df . i |/ newsi te/ engli sh/ nai n. stm
176.12.146. 11 |lsrael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
132. 184. 64. 197 147.237. 77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod Bl ock 1
. . |Unaut hori zed URL Access to
66. 249. 73. 213 |l srael 147. 237. 77. 226 [ww chanat z. aka. i df . i | 147. 237. 77. 226/ 938- he/ hanaz. aspx Bl ock 1
R S Whtraceabl e Gonnection - Protocol violation
185. 61. 138. 244 147.237.72. 166 |aka.idf .il (SSL_OONN QLI ENT HELLO) None 1
157. 55. 39. 137 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
77.237.138. 202 |Czech Republic 147.237.77.235|sviva.idf.il Uhaut hori zed URL Access to / Bl ock 1
216. 218. 206. 66 |Lhited Sates 147.237.77. 243 |nobi | e.i df .i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
S Unaut hori zed URL Access to
66. 249. 64. 245 [l srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1065- he/ dover . aspx B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/fanmly Bl ock 1
66. 249. 78. 147 |l srael 147.237.0.34 |tikshuv.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 147 Bl ock 1
Unaut hori zed URL Access to
14.47.125. 204 |Korea, Republic of 147.237.77.74 |lawidf.il waw | aw i df . i |1/ ckeditor/ckfinder/core/ connect or/ asp/ connect or . a |Bl ock 1
Sp
. C e Unknown Par anet er PageNumin
188. 165. 15. 240 |Fance 147.237.76.30 |hinush.idf.il wiw chi mush. at al . i df . i | /994- he/ hi nush. aspx None 1
157.55.39. 151 |lhited Sates 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code CQust om Tenpor ary Bl ock 1
78.182.168. 42 |Turkey 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 1
s Unaut hori zed URL Access to
66. 249. 65. 32 I srael 147.237.72.166 |aka.idf .il 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
. S Unaut hori zed URL Access to
180. 76. 5. 197 Chi na 147.237.77. 216 |dover.idf.il v i df . i 1/ newsi t ef engl i sh/ 1106-6. stm B ock 1
157.55.39.136 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 78. 147 |l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/eitan/listpage/ Bl ock 1
37.75.213. 254 zlcis;ilgéan Territory, 147.237.77. 176 |nat pash.i df .i | Unhaut hori zed URL Access to www cogat.idf.il/894-ar Bl ock 1
157.55.39. 204 |lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 157.55. 39. 204 B ock 1
95. 57. 92. 50 Kazakst an 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
o Unhaut hori zed URL Access to
66. 249. 65. 38 | srael 147.237.72. 166 |aka.idf .il 147. 237. 72. 166/ edi i yoman/ enl ar ge. asp Bl ock 1
. . S Unaut hori zed URL Access to
5. 255.253. 124 |Russi an Federation 147.237. 77. 216 |dover.idf.il waw i df . i |/ newsi t e/ engl i sh/ 1110- 4. stm B ock 1
. s Unhaut hori zed URL Access to
180. 76. 6. 130 Chi na 147.237.77. 216 |dover.idf.il waw i df i 1/ nevsi t ef engl i s/ 1106- 7. stm Bl ock 1
157.55.39. 136 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 136 Bl ock 1
66.249.78.173 |l srael 147. 237.77. 216 |dover. i df .| Wnauthori zed UL Access to . B ock 1
wan i df . i |/ engli sh/ organi zati on/ navy/ subnari n. st m
) s Unaut hori zed URL Access to
157.55.39.204 nited States 147.237.77. 216 |dover . idf .| waw i df i 1/ hebrew i df in pi ctur es/ 2004/ f ebr uary/ 03. st m B ock !
121. 24. 152. 169 [Chi na 147.237.77. 216 |dover. i df . i1 Unknown HTTP Request Method OOK in LR 8 ock 1
wa i df . i1/1116-en/ dover . aspx
66. 249. 67. 134 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to www refua. atal .idf.il/ni B ock 1
14.47.125. 204 |Korea, Republic of 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 14. 47. 125. 204 Bl ock 1
181. 66. 157. 68 |Peru 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
; S Unaut hori zed URL Access to
157.55.39. 136 |lLhited Sates 147.237.77. 216 |dover.idf.il i df i1/ nevsi tel french/ 1230-3. stm B ock 1
) s Unaut hori zed URL Access to
68.180.229. 51 |United Sates 147.237.77. 216 |dover . i df .11 waw i df . i |/ engl i sh/ announcenent s/ 2002/ sept enber / 4. st m Bl ock !
207.46.13.26 |Uited Sates 147.237.72. 166 |aka.i df . Wauthori zed URL Access to B ock 1
aka.i df.il/sachar/forns/ downl oadf or m asp
s URL is Above Root Directory
62.210.69.5  |France 147. 237. 7. 216 |dover. i cf . ww i of i1/, /shared/cl i entscripts/j query/j query-1.4 2. minjs |5 %K !
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