05-06-2015-03:03:00 to 05-06-2015-04:03:00

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

05-06-2015-03:03:00

|Top Targets |
800+
600+"
4004
Number 200+"
a i
At acks

Top Tar get

[Top Attackers |

M dover.idf.il
M hi nush.idf.il
M aka.idf.il
Miawidf.il

M nakchal .idf.il
M refuah.idf.il
W mat pash. i df . i |

M ny-kosher-kravi.idf.il
eitan. aka.idf.il
B aman.idf.il

100+g

80

60

W 94. 197. 120. 75
76.18.11. 112
1 149. 78. 154. 69

40+
Nunber

G -

At acks ]
204

Top Attackers

150. 209. 43. 247
Il 66. 249. 78. 166
M 66. 249. 78. 159
[ 197. 193. 4. 150
I 66. 249. 78. 173
181. 194. 194. 189
M 24. 199. 63. 254




05-06-2015-03:03:00 to 05-06-2015-04:03:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |[count |
220.181. 108. 88 Chi na 147.237.76. 42 refuah.idf.il TCP handshake vi ol ation, first packet not syn drop 95

66. 249. 64. 148 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 60
82.145. 211. 12 Eur ope 147.237.76. 31 nakchal .idf.il Bl ock Ip Vé¢b In drop 8

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 4

104. 255. 66. 201 147.237.76. 31 nakchal .idf.il Block Np Al _Net drop 1

104. 255. 66. 201 147.237.76. 44 e.refuah.idf.il |Bock Np All Net drop 1

104. 255. 66. 201 147.237.76. 196 e.svivaidf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address \S te | Name |Davi ce Action |Oount |
198. 20. 69. 98 Lhited Sates 147.237.76.176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.156 |aman.idf.il DVRep_B-N 60_100 B ock 1
122.2.21.141 Phi | i ppi nes 147.237.77.176 |natpash.idf.il C1000108: HITP. Trying to | ocate exi sting FCKeditor Bl ock 1
71.6.135. 131 Lhited Sates 147.237.77.178 |e.natpash.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.205 |prishaidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e.atal.idf.il DVRep_B-N 60_100 B ock 1
46. 19. 85. 142 | srael 147.237.0. 34 tikshuv.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
188. 138. 9. 50 Ger many 147.237.76.39 |nobile.neitav.idf.il|DVRep_B-N 60_100 Bl ock 1
71.6.135. 131 Lhited Sates 147.237.77.227 |e.hanaz.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.77.233 |ata .idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer nany 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.72. 156 |anan.idf.il DVRep B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.235 |[sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
109. 253. 157. 64 |l srael 147.237.76.30 |hinush.idf.il ET DG5S Large amount of TCP ZeroVWndow - Possi bl e Nki |l er2 DDos attack 5
66. 249. 64. 148 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 1
188.138. 9. 51 Cer many 147.237.72.156 |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 64 Chi na 147.237.0.16 ny- kasher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 75. 56. 43 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
178.19.107. 114 |Pol and 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
164. 138. 239. 226 |lraq 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
162. 248. 166. 125 |Canada 147.237.77. 170 |maarachot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
110. 93. 224. 68 Paki st an 147.237. 8. 28 e nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
110. 93. 224. 68 Paki st an 147.237.8.24 e lifestyle.idf.il ET SCAN Potential SSH Scan 1
213.210. 205. 2 Saudi Arabia 147.237.76. 200 |eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
61. 240. 144. 64 Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
185. 75. 56. 43 147.237.77. 227 |e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 19.107. 114 |Pol and 147.237.77.233 |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
178.19.107. 114 |Pol and 147.237.77.205 |prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 248. 166. 125 |Canada 147.237.77. 170 |n@arachot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
110. 93. 224. 68 Paki st an 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
110. 93. 224. 68 Paki st an 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
213. 210. 205. 2 Saudi Arabi a 147.237.76.200 |eitan.aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
110. 93. 224. 68 Paki st an 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
213. 210. 205. 2 Saudi Arabi a 147.237.76.200 |eitan. aka. idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry|Target Address ‘S’ te ‘Message
94, 197. 120. 75 Uni ted Kingdom |147.237.77.216|dover.idf.il |Frst packet isn't SYN drop drop 100
76.18.11.112 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 79
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 58
150. 209. 43. 247 |lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 41
66.249.78.166 |United Qates  |147.237.77. 216 |dover.icf.i1 |\VA 1D segnent retransmssion. Packet  (Streaming Engine: TP Invalid drop 30
dr opped. Ret r ansni ssi on
197.193. 4.150 |Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 29
181. 194. 194. 189|(osta R ca 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 27
66.249.78.173 |lnited Qates  |147.237.77. 216 |dover.icf.i| |\ 7VA 1D segnent retransmssion. Packet  (Streaming Engine: TP Invalid drop 24
dr opped. Ret r ansnii ssi on
66.249.78.159 |United Qates  |147.237.77. 216 |dover.iof i1 |\VA 1d segnent retransmssion. Packet  (Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansnii ssi on
37.48.120.214 |Net herl ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 22
66.176.109. 184 |Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 18
24.199.63.254 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 17
66.249.83.182 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 14
104. 240. 107. 52 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 14
149. 144. 151. 102|Australia 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 13
68.180.229.51 |Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
118. 241. 234. 224 |Japan 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 12
5. 255. 253. 124 :ZZ:; o 147.237.77. 216 |dover.idf il |First packet isnt SN drop drop 11
192. 249. 64. 249 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 11
109. 253. 157. 64 |l srael 147.237.76.30 |hinush.idf.il|l nvalid ACK nunber Bad TCP sequence noni t or 11
220.255.1.172 |4 ngapore 147.237.77. 216 |dover. i f i1 |\MV31d segnent retransmssion. Packet |Sreanng Engine: TCP Invalid drop 9
dr opped. Ret r ansni ssi on
24.199.63.254 |lnited Qates  |147.237.77. 216 |dover.iof i1 [\1VA 1d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 9
dr opped. Ret r ansni ssi on
212.199. 182. 150|I srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 7
66. 249. 83. 194 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
157.55.39.136 |Wited Sates  |147. 237. 7. 216 |dover. i of .i| [\1V@ 1 segment retransmssion. Packet  (Sreanming Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
54.72.73.168 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 6
109. 253. 157. 64 |l srael 147.237.76.30 |hinush.idf.il|l nvalid ACK nunber Bad TCP sequence alert 6
201. 120. 118. 231 |Mexi co 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
104. 35. 90. 139 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
23.117.12.126 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
188. 165. 15.99 |Rance 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 6
142.179. 248. 139|Canada 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 5
41.250. 141. 216 [Morocco 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 5
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
37.26.146. 175 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
77.126.90. 151 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
70.39.157.197 |Wwnited Qates  |147.237.77. 216 |dover.icf. i1 |7V 1 d segnent retransmssion. Packet  (Sireaning Engine: TP Invalid drop 4
dr opped. Ret r ansnii ssi on
66. 249. 83. 188 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
86.108. 73. 132 |Jordan 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
70.39.157.199 |United Qates  |147.237.77. 216 |dover.icf. i1 |7V 1D segnent retransmssion. Packet  (Sireaning Engine: TP Invalid drop 4
dr opped. Ret r ansnii ssi on
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
73.31.99.161 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
82.22.206.225 |United Kingdom |147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 3
220.181. 108. 173|Chi na 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 3
68.196.58. 107 |Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 3
24.21.194.243 |Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 3
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
176. 12. 139. 207 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry [Target Address |Site Action ‘Count
217.12. 204. 155 [krai ne 147.237.77.74 |lawidf.il PHP At t enpt B ock 6
66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 3
77.75.77. 17 Czech Republic |147.237.77.216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 77.75.77.17 B ock 3
66. 249. 78. 159 |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
157.55.39. 137 |lLhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
52. 6. 169. 50 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/main. stm B ock 2
207. 46. 13. 26 Lhited Sates 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 178. 255. 215. 87 B ock 1
106.6.191. 125 |Chi na 147. 237.77. 216 |dover. i . | thaut hori zed LR Access to Bl ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
66. 249. 64. 156 I srael 147.237.77.74 [lawidf.il l1egal Paraneter Encoding searchext in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
157. 55. 39. 81 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df. il /capt cha. ashx B ock 1
31.184. 195. 166 RF;Z::I’} o 147. 237. 77. 216 |dover . i df .1 O stributed Suspi ci ous Response Qode B ock 1
180.76.5. 74 Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/newsite/english/ramon. stm B ock 1
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to waw aka. idf.il/mluim B ock 1
s Uhaut hori zed URL Access to
66. 249. 65. 20 | srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ i n/ har edi i gener al . aspx B ock 1
74.82.47.2 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il [Uhaut horized URL Access to 147.237.0. 16/ B ock 1
188. 165. 15. 99 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 99 B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
66. 249. 65. 35 | srael 147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ ki osk/ B ock 1
157 55.39. 192 |Wnited Sates 147. 237. 77. 216 |dover i df . i1 Unaut hori zed URL Access to waw i df.il/1283-13169-en/ dover. aspx B ock 1
forcerecraw: 0
54. 145. 209. 107 |Lhited Sates 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/&aEZ B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka. i df . il Mil tiple Uhaut horized URL Access from 157. 55. 39. 67 B ock 1
66. 249. 67. 218 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1536- he/ r ef uah. aspx B ock 1
157 55.39. 204 |Wnited Sates 147. 237. 77. 216 |dover i df . i1 Unaut hori zed URL Access to waw i df.il/1283-13091-en/ dover. aspx B ock 1
forcerecraw: 0
77.75.77.17 Czech Republic |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
54.166. 33. 25 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/coni/english/nain_i ndex.stm |B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
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