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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

|Device Action  |Count |
66. 249. 64. 161 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 335
66. 249. 64. 151 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 164
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
104. 255. 66. 201 147.237. 76. 197 e hinush.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address \ Attacker Qountry |Tar get Address |S te |Narre | Devi ce Action | Count |
89. 139. 23. 28 | srael 147.237.77.233 |atal .idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute |B ock 6
89. 139. 23. 28 | srael 147.237.77. 234 |hal ag.i df .i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
62.73.7.36 Anonynous Proxy |147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
71.6.135.131 Lhited Sates 147.237.0. 15 kosher - kravi .i df.il DVRep B-N 60 _100 B ock 1
198.20.70. 114 |Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0.200 |nrdu.idf.il DVRep_B-N 60_100 B ock 1
198.20. 70. 114 |Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 |[lhited Sates 147.237.0.200 |rdu.idf.il DVRep_B-N 60 100 Bl ock 1
93. 120. 27. 62 Ronani a 147.237.0. 16 ny- kosher-kravi .idf.il DVRep B-N 60 _100 B ock 1
71.6.135.131 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep B-N 60_100 B ock 1
198. 20. 70. 114 [lhited Sates 147.237.76. 197 |e. hi nush. i df .i | DVRep_B-N 60_100 B ock 1
71.6.167.142 |Lhited Sates 147. 237. 76. 148 [gqcent er . aka. i df . i | DVRep_B-N 60 100 B ock 1
41. 223. 163. 240 |Sudan 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
198. 20. 70. 114 [lLhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il |[DVRep_ B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 176 |nat pash.i df .i| DVRep B-N 60 _100 B ock 1
220.181. 125. 15 |Chi na 147.237.77. 170 |n@ar achot . i df .i | CL103: HTTP: User Agent Sogou+web+spi der B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 176 |nat pash.idf.i | DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 [Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 234 |hal ag.idf .i | DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qount ry ‘Target Address |Ste

Federati on

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
218. 50. 2. 105 Korea, Republic of |147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 1
178.22.67.172 |Sntzerland 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
178.19.107. 114 |Pol and 147.237.77. 176 |nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
175. 136. 197. 37 |\ aysi a 147.237.76. 200 |eitan. aka.i df .il ET SCAN NMAP -sS wi ndow 2048 1
128. 140. 230. 75 |Romani a 147.237.0.16 ny- kosher-kr avi . i of . i :Errﬁechti Orl]aehaw oral Lhusual ly fast Terminal Server Traffic, Potential Scan or 1
66. 191. 136. 146 |Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 77.79. 43 Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
218.77.79. 43 Chi na 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
31.184. 194. 114 |USSI N 147.237.77.61 |e.cogat.idf. il ET SCAN Potential VNC Scan 5900- 5920 1
Federati on
218. 50. 2. 105 Korea, Republic of |147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
31.184.104. 114 [1591 0 147.237.8.28 |embileks.idf.il  |ET SCAN Potential VNC Scan 5900-5920 1
178.22.67.172 |Satzerland 147.237.76.86 [navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
175.136. 197. 37 |Ml aysi a 147.237.76.200|eitan. aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
175. 136. 197. 37 |\ aysi a 147.237.76. 200 |ei tan. aka.i df .i | ET SCAN NVAP -f -sS 1
114.112.90.54 |Chi na 147.237.72. 166 |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.77. 234 |hal ag.idf . il ET SCAN Potential SSH Scan 1
61. 240. 144.64 |China 147.237.77. 243 |nobi le.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
31.184.242. 17 ;‘ZZ:;”I o 147. 237. 77. 216 |dover . i df .| ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218. 50. 2. 105 Korea, Republic of |147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
31.184. 194. 114 |USSI 147.237.76.42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Devi ce

SYNretransmt with different w ndow

Action

‘Count

Republ i ¢ of

31.168. 90. 18 | srael 147.237.76.42 |refuah.idf.il scale Bad TCP sequence noni t or 175
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 55
95.7.5.238 Tur key 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 38
74. 80. 23. 192 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 30
41. 223. 163. 240 [Sudan 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 29
190. 229. 126. 218|Argenti na 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 26
17.142.152.86 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 26
66.249. 78.166 |Wnited Sates 147.237.77. 216 |dover.iof i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 20
Packet dropped. Ret r ansn ssi on
157.55.39.66  |ited Sates 147.237.77. 216 |dover. i of i1 |'V@1d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 16
Packet dropped. Ret r ansni ssi on
89.243.19.122 |United K ngdom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
17.142.152.94 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
17.142.152.85 |lLhited Sates 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 12
2.52.132.2 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 11
41. 223. 163. 240 [Sudan 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 11
C e Inval i d segnent retransnmission. Sreaming Engine: TCP Invalid
41.196.79.106 |Egypt 147.237.77. 216 [dover.idf. il |20 drec?ppe " ot ransnfssi%n drop 9
41.223. 163. 240 |Sudan 147.237.77.216 |dover.idf.il I nval i d sequence nunber Bad TCP sequence noni t or 7
17.142.152.110 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
17.142.152. 47 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 6
17.142.152.68 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 6
41.223. 163. 240 [Sudan 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 5
66. 249. 78. 159 | srael 147.237. 77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
46. 116. 133. 51 | srael 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 5
41.218. 163. 215 |Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 5
157.55.39.204 |United Sates 147.237.77. 216 |dover. i of i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d dr op 4
Packet dropped. Ret r ansn ssi on
66.249. 64. 168 |Uited Sates 147.237.77. 216 |dover. i of i1 |V 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i of i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
66.249.64.173 |Uited Sates 147.237.77. 216 |dover. i of i1 |V 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
157.55.39.66  |Uhited Sates 147. 237.72. 166 |aka.i df .11 Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d dr op 4
Packet dropped. Ret r ansni ssi on
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
89. 139. 23. 28 | srael 147.237.77.233 |atal .idf.il :g (raetransmnt with different w ndow Bad TCP sequence noni t or 4
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
187. 211. 115. 224|Mexi co 147.237.77. 216 |dover. i of i1 |V 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 3
Packet dropped. Ret r ansni ssi on
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
17.142.152.72 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
5. 255. 253. 124 Russi an Federation |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
213.57.133.11 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
176.228.194. 12 |l srael 147.237.77. 170 [n@arachot . i df . i ||l nval i d ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 143 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 2
41. 45, 152. 99 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 2
17.142.152.111 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
17.142.145.3 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
177.236. 179. 185|Mexi co 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
109. 62. 196. 237 |Russian Federation |147.237.77.216 |dover.idf.il Frst packet isn't SN drop dr op 2
157.55.39. 191 |Uhited Sates 147.237.77. 216 |dover. i of i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d dr op 2
Packet dropped. Ret r ansn ssi on
17.142.152.89 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
5.144.131. 170 Iran, Islamc 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 2
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Action

‘Count

66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tiple Whaut horized URL Access from 66.249. 78. 173 B ock 35
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 32
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 27
178. 137. 166. 68 |lkrai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww lawidf.il/tenpl ates/ getfil e/ B ock 12
85. 250. 71. 116 | srael 147.237.72. 166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 85. 250. 71. 116 B ock 11
S D stributed Lhaut hori zed URL Access on
46. 19. 86. 94 | srael 147.237.72. 166 |aka. i df .i | v aka. i df i 1// mai v/ har edi i webr esour ce. axd B ock 7
85.99.112.25  |Turkey 147. 237. 72. 166 |aka. i f . i Distributed Whaut hori zed LR. Access on B ock 7
ww aka. i df . i 1//mai n/ har edi ni webr esour ce. axd
66.249. 64. 173 |l srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 173 B ock 5
94.153.9.66 |Ukraine 147.237.77.74 |lawidf.il Distributed thaut hori zed LR Access on Bl ock 5
v | aw i df.il//tenpl ates/ getfil e/
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 168 B ock 5
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 3
66.249. 64. 178 |l srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 178 B ock 3
85. 250. 71. 116 | srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to www aka.idf.il/sip storage/fil es/4/ B ock 3
157.55.39.191 |lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Whaut hori zed URL Access from 157. 55. 39. 191 B ock 3
157.55.39.7 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
157. 55. 39. 66 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
68. 180.228. 232 |lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
66.249.64.178 i srael 147. 237.77. 216 |dover.i df .| Distributed Uhaut hori zed LR Access on B ock 2
v i df.i | //atal 1/i zkor/vi ew text. asp
46.121. 52. 36 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from46. 121. 52. 36 B ock 2
s D stributed Lhaut hori zed URL Access on
5. 29. 158. 35 | srael 147.237.72. 166 |aka. i df . il v aka. i df .i1// mai n/ har edi i webr esour ce. axd Bl ock 2
52. 6. 169. 50 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/nain.stm B ock 2
66. 249. 78. 94 | srael 147.237.0. 17 Imny— kosher-kravi.. i df.i S Untraceabl e Gonnection - Uhknown Server Certificate None 1
157.55.39.191 |lLhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/1133-12535- he/ dov B ock 1
84.94.119. 22 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
31.168. 90. 18 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ scri ptresour ce. axd B ock 1
s Unaut hori zed URL Access to
188.165.15.99  |France 147.237.77.216 |dover . i of . i1 v i df L i |/ engl i sh/ announcenent s/ 2003/ nar ch/ 30b. st m Bt ock !
S Unhaut hori zed URL Access to
66. 249. 65. 181 | srael 147.237.77.233 |ata .idf.il 147. 237. 77. 233/ 994- 7237- hel at al . aspx B ock 1
157. 55. 39. 143 Lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
54.245.64.111 |lhited Sates |147.237.77.176 |natpash.idf.il Uhaut hori zed URL Access to waw cogat . i df.il/894-he B ock 1
68.180.228. 167 |lhited Sates |[147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
202. 46. 61. 41 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/ grapheat.stm |B ock 1
66. 249. 78. 109 | srael 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ scri pt r esour ce. axd B ock 1
157.55 39.192 |wited Sates |147 237 77. 216 |dover i df i1 Unaut hor i ze_d URL Access to wa i df.il/1283-13452-en/ dover . aspx B ock 1
forcerecraw: 0
C o D stributed Lhaut hori zed URL Access on
66. 249. 64. 178 | srael 147.237. 77. 216 |dover.idf.il W i o i 1//atal 1/i zkor/ print_text.asp Bl ock 1
189. 136. 6. 185 |Mexi co 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
66. 249. 93. 160 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn idf.il/anan/site B ock 1
66. 249. 65. 236 |l srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/iturindasp/iturinpages. asp B ock 1
157.55.39, 158 |lhited Sates |147.237.76.86 |navy.idf.il Distributed thaut hori zed URL Access on Bl ock 1
v navy. i df . i | // capt cha. ashx
61.135.190. 199 [chi na 147.237.0.17 Imny' kosher-kravi . 1df.1 | 2t hori zed URL Access to 147.237.0. 17/ B ock 1
155. 133. 18. 153 |Pol and 147.237.77.216 |dover.idf.il Enai|l collector robots 14 B ock 1
202. 46. 62. 65 Chi na 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to ww idf.il/english/statistics/rockets.stm|B ock 1
157.55.39.66  |Wiited Sates |147.237.72.166 |aka.idf.il Wnauthori zed URL Access to . B ock 1
waw, aka. i df . i |/ m | ui i comon/ i ncl udes/ bi gnewswnd. asp
192. 254. 143. 171|lhited Sates |147.237.72.166 |aka.idf.il PHP At t enpt B ock 1
66.249. 93. 164 |l srael 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to www idf.il/anan B ock 1
66. 249. 67. 78 | srael 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
157.55.39. 158 |lLhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/yohal an/ mai n/ nai n. asp |B ock 1
155. 133. 18. 153 |Pol and 147.237.77. 216 |dover.idf.il e | Hoar di ng B ock 1
61.135.190. 201 |Chi na 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0.19/ B ock 1
68.180.229.51 |Uhited Sates |147.237.77. 216 |dover.idf il tnaut hori zed URL Access to Bl ock 1
www i df . i |/ hebrew or gani zat i on/ pazan/ oded. st m
207. 46. 13. 26 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
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