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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2354
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 289

185. 80. 130. 186 Li t huani a 147.237.76. 198 e.yohalan.idf.il |B ock Wdp All Nets drop 1
71.6.135.131 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Np All Net drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess

Attacker CGountry

Signature

195. 34. 150. 18 147.237.77.216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 190 147.237.72.166 |lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
82.102. 241. 65 147.237.77.176 |Palestinian Territory, Qecupied  [matpash.idf.il ET SCAN NVAP -sA (2) 2
5. 39. 222. 253 147.237.76. 31 Net her | ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 88 147.237.76. 31 Li t huani a nakchal .i df.il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147.237.0.16 Li t huani a ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
163.172.140.23 |147.237.0.19 Uhi ted Ki ngdom madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 38 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201.236. 155 |147.237.0.19 Wkrai ne madi matal .idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228  |147.237.76.34 Lhited Sates yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 88 147.237.77.19 Li t huani a lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 88 147.237.0. 33 Li t huani a idf.il ET SCAN Potential SSH Scan 1
163.172.140.23 |147.237.0.34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
120. 26. 115. 52 147.237.0.200 [China rdu, i dff i | ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 155 |147.237.0.19 Wkrai ne madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count

208.184.77.186 |[Lhited Sates 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop 414

52.23.193.74 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 102

37.216. 15. 88 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82

31.223.179. 147 glcisgi':('ja” Tertitoryl1 47 237.77. 216 |dover. i o . i1 drop Frst packet isn't SN drop 79

107.72.162.58 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68

reaming BEngine: TCP Invali i i ssi

66.249.78.146 |lhited Sates 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval i djinvalid segnent retransnissi on drop 60
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

108.25.1.26  |Uited Qates 147. 237. 77. 216 |dover . i of . i 9 =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24

54.72.73. 168 Irel and 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 18

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
Sreaning Engine: TGP Invalid i i ssi

46.19.85.156  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15

203.145.94.84 |Hong Kong 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

139.162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

157.55.39.134 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

reamn ine: TCP Invali i i ssi

66.249. 64.190 |United Sates 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP al i djinval i d segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.

8.37.227.68 Lhited Sates 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Response out of state nonitor (8

68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Sreaning Engine: TGP Invalid i i ssi

70.95.80.199  |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7

207.46.13.178 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

66.249.73.137 |Uited Sates 147.237.77. 216 |dover. i df . i1 dr op drop 6

157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

46. 165. 230. 5 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

166. 182.3.248 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

66. 249. 73. 137 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

8.37.227.69 Lhited Sates 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 5

66.249. 73. 137  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5

66.249.73.137 [Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreaning Engine: TCP Invalid i i SSi

85.65.165.25 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Imvalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

188.141.51.67 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i Ssi

149.88.92.12 [ srael 147. 237.72. 167 i shuri maka. i df . i g =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.

67.82.29.216 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

73.171.202.86 |Lhited Sates 147. 237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i ssi

66.249. 64.202 |United Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66. 249. 65. 2 Wited Sates 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i SSi

77.125. 4. 35 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Imvalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.179.1.219  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

8.37.227.81 Lhited Sates 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
Sreanming Engine: TP Invalid i i ssi

141.8.142.1 Russian Federation |147.237.76.200 |eitan. aka.idf.il g _g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

S Unexpect ed post SYN packet -

66. 249. 73. 137 | srael 147.237.77. 216 |dover.idf.il dr op RST or SYN expect ed drop 2

149. 202. 239. 135|F ance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2

54.87.136.118 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

46.117.123.94 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

88.251. 92. 204  |Turkey 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
149. 202. 239. 135|France 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation PageNumin B ock 5
wwy i df . i |/1283-en/ dover. aspx
66.249.73.192 |Israel 147.237.77.216|dover.idf . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
23.106.244.56 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock 1
207.46.13.178 |lhited Sates 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on wawnidf.il/error. htm B ock 1
88.251.92.204 [Turkey 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to waw nakhal . i df.i|/wp-1ogin. php B ock 1
2.53.50. 132 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx |B ock 1
164.132.161.76 |italy 147.237.77.216|dover. i df .i |l Uhaut hori zed URL Access to ww i df.i|/navy/ htn/tool fs. asp B ock 1
67. 247. 0. 250 Lhited Sates 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wwwi i df.il/894-en/idf gdover.aspx |Bl ock 1
37.47.66. 193 Pol and 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwyidf.il/894-en B ock 1
88.251.92.204  |Turkey 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9709- he/ r ef uah. aspx Bl ock 1
Russi an ny- kosher -kravi . i df . |unaut hori zed URL Access to
5. 255.283.75 Federati on 147.237.0.16 il v ny- kosher -kravi . idf.il/robots. txt Bl ock !
: . . S3. ULhtraceabl e nnection - Protocol violation
169.229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il (SSL CONN CLI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
84. 200. 45. 31 Ger many 147.237.76. 147 |chi nuch. aka. i df . i | v chi nuch. aka. | df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 1
54.210.18.124 |lnited Sates 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
88.251.92.204 [Turkey 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/wp-1ogin. php B ock
66.249.78.254 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nd B ock
17.142.156. 103 |lhited Sates  |147.237.77. 216 |dover.idf . il Uhauthori zed LR Access to B ock 1
vy i df . i | / appl e- app-si t e-associ at i on
: . . S3. Uhtraceabl e Gnnection - Protocol violation
169.229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il (SSL_OONN LI ENT HELLO) None 1
87.69. 135. 66 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
54.210.18.124 |lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
66. 249. 93. 98 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx |B ock 1
. . . . D stributed Unaut hori zed URL Access on
23.81. 69. 249 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | want chi nuch. aka, i df i1/ 404, htm B ock 1
188. 143. 232. 34 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 34 B ock 1
88.251.92.204 [Turkey 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.73.137 [Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1153- he/ dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77.216|dover.idf . il v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
66.249.93.110 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
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