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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7222
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 398
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
191. 96. 249. 50 Gile 147.237. 76. 147 chinuch.aka.idf.il |B ock Np Al_Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
94.102. 48. 195 147.237.77. 121 Net her | ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 240. 213. 93 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147. 237.76. 176 Ger many test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147.237.0.33 Ger many idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.226. 31. 210 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -f -sS 1
46.228.207. 18 147.237.0. 16 Ger many ny- kosher -kravi . i df i ET SCAN Potential VWNC Scan 5900- 5920 1
221.6.32.82 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -f -sS 1
187.188.72.11 147.237.76. 38 Mexi co e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
112. 169. 84. 95 147.237.76. 177 Korea, Republic of ncore.idf.il ET SCAN Potential SSH Scan 1
112. 169. 84. 95 147.237.76. 39 Korea, Republic of nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147. 237.77.178 Lhited Sates e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.228.207. 18 147. 237. 76. 198 Ger many e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147.237.0. 34 Ger many tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.226. 31. 210 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.228.207. 18 147.237.0. 17 Ger many mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
221.6.32.82 147.237.77.216  |China dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.228.207. 18 147.237.0.15 Ger many kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
159. 203. 170. 100 147. 237. 76. 197 Lhited Sates e. hinush. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
112. 169. 84. 95 147. 237.76. 42 Korea, Republic of refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51
Sreaning Bngine: TGP Invalid i i ssi

66.249.78.146 |United Sates 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 45
Ret r ansmi ssi on Packet dr opped.

5.41. 126. 166 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
Sreaning BEngine: TCP Invalid i i ssi

108. 25. 1. 26 Wited Sates 147. 237. 77. 216 |dover. i of .| 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.

178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20

92. 2. 56. 106 Uni ted Ki ngdom 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 12
Sreaning Bngine: TGP Invalid i i ssi

176.13.15.158  |Israel 147. 237. 76. 200 |ei tan. aka i o . 9 =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dr opped.

reaming BEngine: TCP Invali i i ssi

46.19.85.156 |l srael 147. 237,72, 166 |aka 1ot i1 | €M NG Engi ne: TP alid finvalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.

162. 243. 118. 199|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

92. 2. 56. 106 Uni ted Ki ngdom 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 12

157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11

212. 14. 228. 146 ga:lcis;i':éa” Territory. {147 237.77. 176 |mat pash. i o . i1 |SYN At t ack SYN -> SYNACK -> Timeout  |reject 11
Sreaning BEngine: TCP Invalid i i ssi

79.183. 212. 129 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

149.202.73.13 |Fance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

87.211.107. 246 |Netherl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

84.95. 208. 20 I srael 147.237.77. 216 |dover.idf.il |drop SAMrule drop 6
Sreaning Engine: TGP Invalid i i ssi

87.70.11.107  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi

87.71.14.168  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

212. 14. 228. 146 glcissi':('ja” Territory. 147, 237. 7. 176 |nat pash. i of. i1 |dr op First packet isn't SWN drop 5

212.14. 228. 146 glcf;i'géa” Territory.1147. 237. 77. 176 |nat pash.i o . i1 |Bad TCP sequence Inval i d ACK nunber monitor |5

104. 132.1. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

176. 228. 137. 171|I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

157.55.39. 134 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi

2.53.180.72  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.

94.230.86.250 |[lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

66.249.78. 254 |Uited Sates 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.141  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

84.111.23.1 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |3

72. 80. 142. 83 Lited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i ssi

66.249.93. 180  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

66.249.64.190 |United Sates 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

37.26.148.170 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

66. 249. 93. 247  |Eur ope 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19. 86. 12 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

66.249.65.2  |nited Sates 147. 237. 76. 200 |ei tan. aka. i o . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.

37.115.184. 150 |lkrai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi

83.130. 255.82 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

64.236.82. 11 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
Vb Server Enf orcenent HITP Deni

5.41.126.166  |Saudi Arabia 147. 237. 77. 216 |dover. i cf . i | , Veb Servers 9 ow enial of oot 2
Mol ation Servi ce
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
5.41. 126. 166 Sudi Arabia 147.237.77.216|dover . i df .i | Mil tiple Malformed LRL fromb5. 41, 126. 166 Bl ock 99
5. 41. 126. 166 Saudi Arabia 147.237.77. 216 |dover . i df .i | Ml ti pl e Unknown HTTP Request Method from 5. 41. 126. 166 B ock 99
2.53.48.4 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 94
5.41.126. 166 Saudi Arabi a 147.237.77.216|dover . i df . i | Mil tiple Abnormal |y Long Request from 5. 41.126. 166 Bl ock 10
66.249.78.147 I srael 147.237.76.86 |navy.idf.il g\?;t Ih . _i izle/dgiﬁﬁcocrisnj ats(;)J/sho o orum asp B ock 3
157.55.39. 134 |[wnited Sates  [147.237.77.216|dover.idf .il Unhaut hori zed LRL Access to wawidf.il/error. htm Bl ock

54. 186. 53. 55 Wited Sates [|147.237.77.74 [lawidf.il PHP Attenpt B ock
66.249.78.242 |israel 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’_”?g_efz?‘p f:tcoi?g;/?i | es/ 13369 pg Bl ock 1
17.142.156. 103 |Uhited Sates 147.237.77.216|dover . i df . i | Unaut hori zed LRL Access to waw i df.il/appl e-app-site-association  |B ock 1
213.151. 36. 128 |[lIsrael 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/https: /waidf.il/ B ock 1
85.250. 146. 74  [Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/ 1/ B ock 1
54. 186. 53. 55 Wited Sates  |147.237.77. 176 [nat pash. i df . i | Dstributed PHP Attenpt B ock 1
2.53.180. 72 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.78.248 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’”?geyg‘p ﬁcoizz;/?i | es/ 213272, by Bl ock 1
37.47.66.193 Pol and 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to waw idf.il/894-en B ock 1
141. 212. 122. 145|Wnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
54.186. 53. 55 Lhited Sates  |147.237.77. 176 [mat pash. i df . i | Lhaut hori zed URL Access to vww cogat . i df.il/wp-1ogin. php B ock 1
164.132.161.38 |[italy 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to v idf.il/english/ history/born2. htm B ock 1
66. 249. 93. 98 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
54. 186. 53. 55 Lhited Sates 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 54. 186. 53. 55 B ock 1
141.212. 122. 145|Uhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
66.249.64.181 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df . i | /540- he/ pat zar/ aspx B ock 1
167. 61.98. 168  |Ur uguay 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
66.249.93.110 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico Bl ock 1
157. 55. 2. 139 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
167.61.98.168  |Uruguay 147. 237.77.176 |nat pash. i df . i | \?w;;;)g:: eld dﬁ"ﬂ”}:&i ggeidn'ﬁppccess on B ock 1
85. 250. 146. 74 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Whaut hori zed HTTP Met hod Bl ock

54. 186. 53. 55 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
157.55.39.106 |Uhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
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