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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

| gnature

| Devi ce Action |count |
149. 78. 154. 69 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
50.184. 17. 94 Lhited Sates 147. 237. 76. 42 refuah.idf.il |Block Udp All Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address \S te \ Name | Devi ce Action |Ooum |
184.173.183. 172 Lhited Sates 147.237.77. 74 lawidf.il DVRep_P- N _40-59 Permt 169
188. 138. 9. 50 Ger many 147.237.77.234 |halag.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.201 |e atal.idf.il DVRep_B-N 60 100 Bl ock 1
71.6.135. 131 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Rormani a 147.237.76. 147 chi nuch. aka. i df . il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.76. 34 yohal an. i df .i | DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 196 e.sviva.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep_B-N 60_100 B ock 1
46.121.13. 14 | srael 147.237.77.216 |dover.idf.il CL000004: HTTP: options nethod (M crosoft) B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76.148 |ggcenter.aka.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 45 e.etanidf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.178 e.natpash.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.176 nat pash. i df . i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 167 ishurimaka idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.76.198 |e.yohalan.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.177 |ncore.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 197 e. hinush.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.179 e.nazi.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 243 nobi [ e.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.8. 50 e.tikshuv.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77.170 |naarachot.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 197 e. hinush.idf.il DVRep_ B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77.19 lawforumidf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 227 e. hanaz.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 45 e.eitan.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep B-N 60 100 B ock 1
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195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 160. 224. 128 |Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58. 97. 2. 66 Thai | and 147.237.72. 167 |i shuri maka.idf .il ET SCAN NVAP -sS wi ndow 3072 1
222.69. 94, 13 Chi na 147.237. 76. 148 |gacenter. aka. i df . i | ET SCAN NVAP -sS w ndow 2048 1
218. 77. 79. 43 Chi na 147. 237. 76. 177 |ncore. i of i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
187.157. 40. 230 |Mexi co 147.237.0.200 |rdu.idf.il ET SCAN Potential SSH Scan 1
94.102. 60. 140  |Net her| ands 147.237.0.33 [idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 97. 2. 66 Thai | and 147.237. 72. 167 |i shuri maka.i df .i | ET SCAN NVAP -sS w ndow 4096 1
222.69.94. 13 Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NVAP -sS w ndow 4096 1
222.69.94. 13 Chi na 147.237. 76. 148 [gqcenter. aka. i df . i | ET SCAN NVAP -f -sS 1
128. 199. 216. 144|S ngapor e 147.237.76.42 |refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




05-05-2015-06:03:07 to 05-05-2015-07:03:07

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘ Message

37.142.223. 110 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
173.76.90.170 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 11
104. 33. 220. 161 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 10
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
66.249.78.159 |United Qates  |147. 237. 77. 216 |dover. i i ||V 1 d segnent retransmssion. Packet  |Sreanng Engine: TCP Invalid drop 8
dr opped. Ret r ansni ssi on
223.226. 74. 32 India 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
66.249.78.173 |United Sates  |147.237. 77. 216 |dover. i | VA 1 d segment retransmission. Packet  |Sreanng Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
142. 105. 58. 89 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
98. 27. 225. 40 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
37.26. 146. 206 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 3
212.29.237.71 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
46. 19. 86. 163 | srael 147.237.72. 156 |anan.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 1
189. 252. 203. 189|Mexi co 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
5. 255. 253. 124 gzz:str'im 147.237.77. 216 |dover. i df .i|First packet isn't SN drop drop 1
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
109. 66. 172. 185 |l srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 1
157.55.39. 136 |Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1
109. 66. 172. 185 |l srael 147.237.77. 216 [dover.idf.i|l nval i d sequence nunber Bad TCP sequence noni t or 1
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 1
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176.12.139.89 [Israel 147.237.0.19  |nadimatal .icf.i( 00 WY Of the Same Response Qode (404) in Session from B ock 118
176. 12.139. 89
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 5
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Lhaut hori zed URL Access from 66. 249. 78. 173 B ock 3
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 2
157. 55. 39. 81 Lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 157.55. 39. 81 B ock 2
157.55.39.7 Lhited Sates 147.237.72. 166 |aka.idf .i | D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
91.200.12.139 |kraine 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 2
68. 180.229.51 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel/english/al naj ah/al naj ah. stm |B ock 1
185. 61. 138. 244 147.237.77. 216 |dover.idf.il SSL Whtraceabl e Gonnection - Protocol violation (SSL CONN CLI ENT HHLO |[None 1
66. 249. 78. 111 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 261- 6438- he/ pat zar . aspx B ock 1
157. 55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/ israel defence force site B ock 1
66. 249. 64. 187 |l srael 147.237.72. 166 |aka.idf .i | Uhknown Paraneter docl.. in ww aka.idf.il/nain/giyus/general . aspx None 1
109. 253. 134. 209]|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode B ock 1
66. 249. 67. 84 | srael 147.237.77.74 |lawidf.il |11 egal Paraneter Encodi ng searchText in ww|awidf.il/275-he/patzar.aspx [None 1
180. 76. 4. 145 Chi na 147.237.0.34 |tikshuv.idf.il |Unauthorized URL Access to 147.237.0. 34/ B ock 1
157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/valtanmain/ procedure. asp B ock 1
5. 255. 253. 124 g;z:;”i o 147.237.77. 216 |dover.idf.il  |Miltiple Unauthorized URL Access from 5. 255. 253, 124 Bl ock 1
69. 163. 128. 114 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/ wp-admn/ B ock 1
192.241.255.78 |lhited Sates 147.237. 72. 156 |anan. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
66. 249. 78. 118 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 924- 4488- he/ pat zar . aspx B ock 1
157 55.39 192 |United Sates 147. 237. 77. 216 |dover i df i1 Unaut hor i ze.d URL Access to wwu idf.il/1283-13216-en/ dover. aspx B ock 1
forcerecraw: O
66. 249. 64. 235 |l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to www aka.idf.il/ml ui ndhoraot/news/ news. asp |B ock 1
128.199. 216. 144|9 ngapor e 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/bl og/ wp-admn/ B ock 1
66. 249. 75. 65 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 938- he/ at al . aspx B ock 1
. s Unaut hori zed URL Access to
180.76.5.62 China 147.237.77. 216 |dover. idf . 11| v 4 i1/ engl i sh/ announcement s/ 2001/ oct ober / 17. stm Bl ock !
36.232.152. 62 |Tai wan 147.237.72. 166 |aka.idf.il D stributed Unknown HTTP Request Met hod B ock 1
87.230.26.123  |Ger many 147.237.77. 233 |atal .idf.il PHP At t enpt B ock 1
196. 196. 20. 212 |Seychel | es 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response CGode B ock 1
66.249. 78. 125 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 726- 6564- en/ pat zar . aspx B ock 1
162. 238.199. 28 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 65. 56 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ B ock 1
S Unaut hori zed URL Access to
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf .il 147. 237. 77. 216/ 1133- 19771- he/ i df gdover . aspx B ock 1
180. 245. 73. 222 |l ndonesi a 147.237.72. 166 |aka.idf .i | Unknown HTTP Request Method OQOXK in URL aka.idf.il/rights/asp/info.asp |B ock 1
s Unaut hori zed URL Access to
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il v i o . i 1/ hebrew of gani zat | ory gol ani / gol ani . stm B ock 1
88.208. 252. 221 |United Ki ngdom |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wordpress/wp-adm n/ B ock 1
s Unaut hori zed URL Access to
196. 196. 20. 212 |Seychel | es 147.237.77. 216 |dover.idf.il ww i df i1/ engl i sh/idf i n cnn. com 2002/ april/1. stm B ock 1
66. 249. 67. 54 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 14- 3092- he/ pat zar . aspx B ock 1
173.236.176. 119|Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adm n/ B ock 1
157.55.39.7 Lhited Sates 147.237.72. 166 |aka.idf. il Mil tiple Unauthorized URL Access from 157.55. 39. 7 B ock 1
s Unaut hori zed URL Access to
66.249.78.197 I srael 147.237.77. 176 |mat pash. i f .| wwv cogat . i df . i |/ coordi nati ongaza/ news_gaza/ pages/ t oni bl ai r. aspx Bl ock !
66.249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 18858- he/ dover . aspx |B ock 1
184.105. 139. 68 |Lhited Sates 147.237.77. 243 |nobi l e.i df .i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il Lhknown Paraneter docld in ww aka.idf.il/shalishut/sitelfag. aspx None 1
66. 249. 64. 178 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1238- he/ r ef uah. aspx B ock 1
209. 200. 244. 39 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/w-admn/ B ock 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/honefront/hebrew ns-wel cone. st m|B ock 1
66. 249. 67. 59 | srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/1117- 7663- he/ nakhal . aspx |B ock 1
157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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