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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181. 108. 90 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 223
220.181. 108. 179 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 69

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 4

157. 14. 230. 110 Japan 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 2

104. 192. 0. 20 147.237. 76. 38 eeneitav.idf.il |Bock Wdp All Nets drop 1
71.6.216. 58 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1

149. 78. 154. 69 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1

104. 192. 0. 20 147.237.76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te |NarTe | Devi ce Action |Oount |
184.173.183.172 |Whited Sates 147.237.77. 74 lawidf.il DVRep_P- N 40- 59 Permt 207
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40-59 Per m t 130
199. 203. 170. 141 |l srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 4
188. 138. 9. 50 Cer many 147.237.76.201 |e.atal .idf.il DVRep B-N 60 100 B ock 2
66. 240. 236. 119 Lhited Sates 147.237.8. 27 e nadi matal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.205 |prisha.idf.il DVRep_B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 19 lawforumidf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77.61  |e.cogat.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.0. 16 ny- kosher-kravi .i df .i | DVRep B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72.167 |ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.0. 35 akaws. i df.i | DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.170 |nmarachot.idf.il DVRep B-N 60 100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.8. 28 e. nobi | e-ks.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.243 |nobile.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 17 mny- kosher -kravi .i df . il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.201 |e.atal.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 147 |chinuch. aka.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.8. 45 eeitanidf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.72.167 |ishurimaka.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.243 |nobile.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.176 |matpash.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76.176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1




05-05-2015-04:03:06 to 05-05-2015-05:03:06

|Top Attackers In |D|

Attacker Address | Atacker Country | Target Address |gte | Name | count
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 46 Lhited Sates 147.237.76. 86 navy.idf.il ET SCAN NVAP -sA (2) 2
31.184.242. 17 Russi an Federation 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
201. 239. 118. 143 Qiile 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 95. 158. 198 Lkrai ne 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
119. 90. 139. 72 Chi na 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sS w ndow 4096 1
119. 90. 139. 72 Chi na 147.237.77.170 naar achot . i df .| ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237. 8. 45 e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
45.63.5.191 147.237.76. 148 gqcent er. aka. i df .i | ET SCAN NMVAP -sS wi ndow 1024 1
201. 239. 118. 143 Qiile 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
188. 95. 158. 198 Lkrai ne 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
119. 90. 139. 72 Chi na 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 67 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
128. 6. 37. 238 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 20
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 15
66.249.78.159 |United Sates  |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmssion. Packet |Streaning Engine: TCP Invalid dr op 10
dr opped. Ret r ansni ssi on
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 8
dr opped. Ret r ansni ssi on
134.71.200.74 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 7
170. 140. 105. 16 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
66.249.64.72  |Uited Qates  |147.237.77. 216 |dover.ich.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on
50.177. 0. 227 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
98.136.188. 185 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
99.171.138.199 |Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
73.9.99.73 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
188. 120. 148. 134|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157. 166. 167. 129|Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
188. 120. 148. 134|l srael 147.237.77.216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
109. 67. 33. 183 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
184. 105. 247. 244|Lhited Sates 147.237.76.34 |yohal an.idf.il drop dr op 1
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
108. 61.122. 156 |Lhited Sates 147.237.0.33 [idf.il dr op drop 1
66. 249. 78. 166 | srael 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 1
85. 130. 244. 197 |l srael 147.237. 72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence alert 1
108. 61. 122. 156 |lhited Sates 147.237.77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
66.249.78.166 | srael 147.237.77. 216 |dover. i f i1 |\ V@ 1d segment retransmssion. Packet |Sreamng Engine: TCP Invalid dr op 1
dr opped. Ret r ansni ssi on
46.161.41. 109 |SSian 147.237.77. 216 |dover.idf.il  [First packet isnt SN drop drop 1
Federation
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
173.93. 224. 224 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
125. 202. 25. 184 |Japan 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
54.177.31.205 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
157.55.39. 136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address ‘S te Action ‘Count
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed URL Access from 66. 249. 78. 166 B ock 46
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed UL Access from 66. 249. 78. 173 B ock 43
66. 249. 78. 159 | srael 147.237.77.216|dover.idf.il |Miltiple Wauthorized UR Access from 66.249. 78. 159 B ock 38
66. 249. 64. 74 | srael 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 66. 249. 64. 74 B ock 5
192.187.124.251|lhited Sates 147.237.72.166 |aka.idf.il Mil ti pl e Unaut hori zed URL Access from 192. 187. 124. 251 B ock 3
157.55.39.204 |Wited Sates  |147. 237.77. 216 |dover.idf. i1 |D StV1Puted thauthorized URL Access on B ock 2
ww i df.il//atal 1/i zkor/vi ew text. asp
213.151.58. 251 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df. il /nai n/rabanut/webresource. axd |B ock 2
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized URL Access from 66.249. 64. 72 B ock 2
207.46.13.101 |Lhited Sates 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 2
66. 249. 78. 159 |l srael 147.237.77.216 |dover.idf.il |D stributed Suspicious Response Code B ock 2
s Unaut hori zed URL Access to
66. 249. 64. 70 | srael 147.237.72. 166 |aka.idf.il 147. 237.72. 166/ yohal an/ f or urs/ asp/ showf or um asp Bl ock 1
103. 250. 208. 64 |Indi a 147.237.77. 216 |dover.idf.il |Unhauthorized URL Access to www i df.il/1008-en/+navienu. gc+ B ock 1
66. 249. 64. 76 | srael 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 66. 249. 64. 76 B ock 1
188. 165. 15. 176 |FHance 147.237.77. 176 |nat pash. i df . i l|Uhaut hori zed URL Access to ww cogat . i df.il/894-he B ock 1
5. 255. 253. 124 :ZZ:;} o 147.237.77. 216 |dover.idf.il |Unauthorized UR. Access to wan i df.il/nevsite/engl i sh/1120-2. stm B ock 1
157.55.39.136 |lhited Sates 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/news/ kam ar/ m shpaha. j pg+ B ock 1
192.187.124. 251 |lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/adm n/asset nanager/ asset nanager . asp |B ock 1
157.55.39.204 |lLhited Sates 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 157.55. 39. 204 B ock 1
142.54.161. 131 |lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 142.54.161. 131 B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwuidf.il/atal 1/izkor/print_text.asp B ock 1
222.92.74.98 Chi na 147.237.77. 216 |dover.idf.il |Di stributed Uhknown HTTP Request Met hod B ock 1
190. 74. 193. 186 |Venezuel a 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwuidf.il/en B ock 1
37.140. 141. 39 RJSf;;”i o 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to wwidf.il/nevsitel engl i sh/1217-6.stm B ock 1
157.55.39.136 |Wnited Sates  |147. 237.77. 216 |dover. .1 |[@Uthorized LR Access to . Bl ock 1
wwy i df . i |/ newsite/ engli sh/ humani tari anar chi ve. stm
66. 249. 78. 166 |l srael 147.237.77.216 |dover.idf.il |D stributed Suspicious Response Code B ock 1
66. 249. 64. 72 | srael 147.237.77.216 |dover.idf.il |Uhauthorized URL Access to wawidf.il/atal 1/izkor/vi ew norei nfo. asp B ock 1
204. 236. 101. 223|Bahanas 147.237.77. 216 |dover.idf.il |Dstributed Suspicious Response ode B ock 1
180.76.5.170  |china 147. 237.77. 216 |dover i df. 1 [D St/1Puted thauthorized UL Access on Bl ock 1
ww i df.il//atal 1/i zkor/vi ew text. asp
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Sl O stributed Whaut horized URL Access on
66. 249. 64. 88 I srael 147. 237.72. 166 |aka. i df .i | 147, 237.72. 166/ | rai n/ i yus! gener al . aspx B ock 1
192. 187. 124. 251|Lhited Sates 147.237.72. 166 |aka.idf .il Adm n B ocki ng B ock 1
66. 249. 64. 65 | srael 147.237.76.42 |refuah.idf.il |Lhauthorized URL Access to wwrefua atal .idf.il/nd B ock 1
157.55.39. 158 |lLhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/capt cha. ashx B ock 1
188. 165. 15. 99 Fance 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed URL Access from 188. 165. 15. 99 B ock 1
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized URL Access from 157. 55. 39. 66 B ock 1
S Unaut hori zed URL Access to
66. 249.75. 49 I srael 147.237.77. 233 |atal . i df .1 147. 237. 77. 233/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
192.187.124. 251 |lhited Sates 147.237.72. 166 |aka.idf.il Mil ti pl e Admn Bl ocki ng from 192. 187. 124. 251 B ock 1
66. 249. 64. 68 | srael 147.237.72. 166 |aka.i df .il Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
157.55.39.191 |Wited Sates  |147.237.77. 216 |dover.igf.if |D St7buted Lhauthorized UL Access on B ock 1
vy i df.i | //atal 1/i zkor/ vi ew text . asp
66.249.64.76 |l srael 147, 237.77. 216 |dover.i df. i1 D St71buted tnauthorized URL Access on B ock 1
ww i df.il//atal 1/izkor/vi ew text. asp
207.46.13.101 |Whited Sates 147.237.72. 166 |aka.idf .il Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 101 B ock 1
s Unaut hori zed URL Access to
188.165.15.99  |France 147.237.77. 216 |dover . df .11 www i df . i 1/ engl i sh/ announcenent s/ 2002/ apri | / 19. st m Bl ock !
157.55.39.136 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
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