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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181. 108. 97 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 4317
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Up Al _Nets drop 3

192. 3. 207. 66 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1

107. 154. 64. 10 Lhited Sates 147.237.0. 19 nadi matal .idf.il L4 Source or Dest Port Zero drop 1

107. 154. 64. 10 Lhited Sates 147.237.76. 34 yohal an.i df .il L4 Source or Dest Port Zero drop 1

107. 154. 64. 10 Lhited Sates 147.237. 76. 86 navy.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
71.6.135. 131 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) DVRep_B-N 60_100 B ock 2
85. 25. 103. 50 Ger many 147.237.77.121 e.navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.72. 166 aka.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77. 227 e hanaz.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 212 e.dover.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 8. 50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 77. 170 n@ar achot . i df i | DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 226 W chamat z. aka. i df . i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 0. 200 . i df . i | DVRep_B-N_60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 76. 38 eengitav.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 235 svivaidf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77. 243 nobil e.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237. 76. 38 eeneitav.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76. 38 e.eneitav.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 197 e. hinush.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 77. 233 atal.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.0. 17 m ny- kosher -kravi .i df . il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.176 nat pash. i df . i | DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 33 idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 16 ny- kosher-kravi .i df .il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 243 nobi | e.idf.il DVRep_B-N_60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.0. 19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.179 e nazi.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 235 svivaidf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 76. 148 ggcenter. aka. i df.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 34 tikshuv.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.8.24 elifestyleidf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 199 e. nakchal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 205 prisha.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 8. 45 eetanidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147. 237.76. 86 navy. i df .i | DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77. 178 e. nat pash. i df .| DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
218.77.79. 43 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 6. 132. 45 Chi na 147.237.77. 170 |naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
203. 194. 234. 109|Hong Kong 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 175. 255. 61 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
183. 136. 216. 4 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
45.63.5. 191 147.237.76. 176 |test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 136. 216. 4 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 g’rea’ RepUDIIC 1147 237.76.30 |nimush.idh.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.77.179|e.nazi .idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 g‘f’rea’ RepUDIIC 1147 237.0.17  |mny-kosher-kravi.idf.il |ET SOAN Potential SSH Scan 1
218. 77.79. 43 Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
94.102.60. 140  |Nether| ands 147. 237. 77. 216 |dover. i cf . i | :Erl;fecg]t il ]o?ha‘” ord hustallly fast Termnal Server Traffic, Potential Scan or 1
218.77.79. 43 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 6. 132. 45 Chi na 147.237.77. 170 |n@arachot . i df .i | ET SCAN NVAP -sS wi ndow 3072 1
61. 240. 144. 66 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
203.194. 234. 109|Hong Kong 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61.175. 255. 61 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
61.175. 255. 61 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
183. 136. 216. 4 Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
45, 63.5.191 147.237.76. 176 |test. ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
130. 211. 253. 59 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
121. 88.5. 177 ?re& RepubliC 1117 237.0.19  |madimatal .id.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 140 Net her | ands 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77. 226 |ww chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country
198. 83. 89. 34 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 16
134.173.24.166 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 13
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 12
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
66.249.78.166 |Wited Sates  |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
66.87.132.242 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6
199.30.25.152 |lhited Sates  |147.237.77. 216 |dover.idf .il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

84.108. 154. 104 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
99. 238.58. 227 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
54.167.183. 116 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
37.247.36.101 |Net her| ands 147.237.8.27 |e.nadimatal.idf.i|Geo-1ocation i nbound enf or cenent Geo- | ocat i on enf or cenent drop 3
5. 255. 253. 124 gs:;;”i on 147. 237. 77. 216 |dover . i df . First packet isn't SN drop drop 2
128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
188. 143. 232. 40 :32::1”' on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
189. 174. 187. 137|Mexi co 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
37.26. 148. 148 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
68.180.229.51 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
188.138. 17. 205 |Rance 147.237.76.201|e.ata .idf.il Geo- 1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
78.192. 108. 247 |FHance 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
211.28.210.32 |Australia 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
80. 246. 133. 238 |l srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Jte ) ‘Count
Country Action
207.46.13.101 |Whited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 8
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 7
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 2
66. 249. 78. 173 | srael 147.237.77. 216 [dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 2
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il Ml tiple Whaut horized URL Access from 157. 55. 39. 137 B ock 2
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 157. 55. 39. 204 B ock 2
109. 67. 201. 116 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 133 | srael 147.237.0.34 |tikshuv.idf.il |Uhauthorized UR. Access to tikshuv.idf.il/eitan/listpage/ B ock 1
176. 12. 147. 44 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66. 249. 64. 183 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1312- he/ r ef uah. aspx B ock 1
157.55.39.136 |lnited Sates  |147.237.72. 166 |aka i df .il Wnauit hor i zed LRL Access to B ock 1
waw aka. i df . i | / consol e/ core/ doc_ngr/ gener al . aspx
46.19.123.125 |France 147.237.77. 216 |dover. i of .| | authorized LRL Access to B ock 1
wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
. . Uhaut hori zed URL Access to
66.249.78. 197 | sr ael 147.237.77. 176 |nat pash. i of . i1 waw cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
207. 46. 13. 101 Lhited Sates 147.237.72. 166 |aka.idf.il Uhknown Paranet er 98160f90 in aka.idf.il/giyus/ None 1
66. 249. 67. 33 | srael 147.237.77. 170 |naarachot . i df . i [|Unaut hori zed URL Access to 147.237.77. 170/ 72018- he/ maar achot . aspx B ock 1
s Unaut hori zed URL Access to
66. 249. 64. 66 | srael 147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ gi yus/ f or uri asp/ showf or um asp B ock 1
157.55.39.191 |Wited Sates  |147.237.77.216|dover.ich.il  |D Stributed Lhauthorized LR Access on Bl ock 1
v i df.i | //atal 1/i zkor/vi ew text. asp
149. 78.159. 68 |lhited Sates 147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147.237. 76. 42/ / webr esour ce. axd |B ock 1
180. 76. 5. 169 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wan i df.il/english/news/karineas. stm B ock 1
66. 249. 64. 187 I srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/mi Bl ock 1
: R Unaut hori zed URL Access to
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.il v i df i 17engl i s/idf in pi ctures/ 2001/j ul y/ 3. stm B ock 1
s D stributed Unauthorized URL Access on
46. 116.45. 112  |lIsrael 147.237.72. 166 |aka.idf.il v aka i df i1 // mai v/ har edi m vebr esour ce. axd B ock 1
68. 180. 229. 51 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 68. 180. 229. 51 B ock 1
66. 249. 67. 51 | srael 147.237.76.31 |[nakchal.idf.il |Unhauthorized URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx B ock 1
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/french/0207-3.stm B ock 1
192. 157. 245. 129|lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn idf.il/pricing Bl ock 1
66. 249. 64. 188 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1
46.229.164. 114 |Uited Sates  |147.237.77.74 |lawidr.il Wnaut hori zed URL Access to . . Bl ock 1
vwwv nag. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eritem
: R Unaut hori zed URL Access to
68.180.229.51 |Whited Sates 147. 237. 77. 216 |dover.idf.il v | df . i | / hebrew or gani zat i on/ nakhal / addr ess. stm B ock 1
66. 249. 75. 65 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 938- he/ at al . aspx B ock 1
S D stributed Uhaut hori zed URL Access on
66. 249. 64. 84 | srael 147.237.72. 166 |aka.idf il 147.237. 72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
} . . D stributed Unaut hori zed URL Access on
157.55.39.204 |lhited Sates 147. 237. 77. 216 |dover.idf.il i o 1//at al Ui zkor / vi ew text . asp B ock 1
157, 55. 39. 66 Uited Sates 147. 237. 77. 216 |dover i df .1 Unaut hor i zgd URL Access to www idf.il/1283-13421-en/ dover. aspx B ock 1
forcerecraw: 0
66. 249. 64. 225 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
54. 80. 47. 70 Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
73.133.249.249 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/894-en/i df gdover. aspx B ock 1
66. 249. 78. 118 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 656- he/ pat zar . aspx B ock 1
S Unaut hori zed URL Access to
66. 249. 64. 86 | srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ mai v/ gi yus/ gi yus/ gener al . aspx B ock 1
157. 55. 39. 107 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
5. 255. 253. 124 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/048.stm B ock 1
66. 249. 78. 197 | srael 147.237.77. 176 [natpash.idf.il |Miltiple Unauthorized URL Access from 66. 249. 78. 197 B ock 1
207. 46. 13. 101 Lhited Sates 147.237.72.166 |aka.idf.il Ml tiple Whaut hori zed URL Access from 207. 46. 13. 101 Bl ock 1
66. 249. 64. 225 I srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka. i df.il/sip.storagel/files/ 4/ Bl ock 1
54, 159. 165. 175 |Whited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 158 Lhited Sates 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 157. 55. 39. 158 B ock 1
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