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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3658
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1650
46.117. 186. 81 | srael 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 210
84. 109. 106. 128 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
191. 96. 249. 50 Chile 147.237.76. 31 nakchal .idf.il [Block Np ALl Net drop 1
176. 13. 23. 72 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
191. 96. 249. 50 Cile 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 200 eitan. aka.idf.il |[JLM Under Attack_Con_Tcp dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
190. 7. 136. 147 Col onbi a 147. 237. 0. 200 ndu. i df i | JLMPurple Gon Linit Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

66. 102. 8. 243 147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 38
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 197  [147.237.72.166 |Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
98.119. 105. 221 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NMVAP -sS w ndow 3072 1
79.177.193.75  |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.240.213.93  [147.237.77.227|Wited Sates |e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 183 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 76. 148 [Chi na gacenter. aka i df.i [ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 (147.237.77.205|Wnited Sates [prisha idf.il ET SCAN NVAP -sS w ndow 4096 1
79.178. 130. 124 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
5. 39. 222. 253 147. 237. 72. 14 |Net her| ands dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi.idf.i [ET SCAN Potential VNC Scan 5900- 5920 1
108, 58. 114. 198 1147 237 76.30 |Uited Sates  |himshidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
2.53.190. 122 | srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 30
46. 19. 85. 195 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 24
46.19. 85. 57 I srael 147.237. 76,31 |nakehal i of 1| S2M NG Engine: TP Invalid invalid segnent retransmission | o 24
Ret r ansm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
184.185. 138. 126|lhited Sates 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SWN drop 18
131.123.60.0 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
188. 161. 117. 73 g‘ilcisgii:;a” Territory. 1147, 237.77. 216 |dover. it i1 |dr op Frst packet isn't SN drop 14
198.58.103. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il[Bad TCP sequence I'nval i d ACK nunber alert 12
66.249.78.146 |United Sates 147.237. 72, 166 |aka a1 |1 SAMNg Engine: TP Invalid |invalid segnent retransnission | o 12
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 12
162. 243. 104. 237|lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 12
197.89.8.78 South Africa 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
52.16.5.197 Ireland 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 10
128.242.249.13 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46.19.85.110  |Israel 147, 237.72. 166 |aka i i1 | €2MNG Engine: TP Invalid invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
46.19.85.57  |israel 147.237. 72, 166 |aka a1 |1 SAMNg Engine: TP Invalid |invalid segnent retransnission | o 9
Ret r ansm ssi on Packet dr opped.
96. 35. 202. 58 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert
79.177.234.39  |israel 147.237.72.166 |aka.idf.il  |Bad TOP sequence mﬁsg reansm weh different | onitor |8
46. 19. 85. 170 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 8
24.229.110.32 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
79.177.234. 39 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert 6
77.124.43.200 |israel 147.237.72. 166 |aka i i1 | €2MNG Engine: TP Invalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
37.142.21.244  |israel 147.237.72. 166 |aka it i1 | €M NG Bngine: TP Invalid imvalid segnent retransmssion. | o 6
Ret r ansm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber noni t or
84.111.2.172 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect
62.90.193.70  |israel 147.237.72. 166 |aka icr. i1 | €3MNG Engine: TP Invalid imvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
194. 90. 222. 215 |Israel 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunber noni t or 6
84.111.2.172  [israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁsg reansm weh different | onitor |6
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop
89.138.123.36 | srael 147.237.72.156 [anan.icf.i1 |Bad TCP sequence mdgirsa:;"zt wth different monitor |5
46. 19. 85. 109 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber alert 5
94.230.86.220 |lsrael 147.237.72.166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 109 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 5
85. 250. 254. 113 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 5
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
195. 154. 173. 103|Rance 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
5.22.135. 105 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
70. 48. 100. 92 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
149.101. 37. 2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

ountry Target Address |Site Sgnature Action ‘Count
2.53.168.228 |israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 126
46. 19. 85. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 121
46.19.85.6 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 114
109. 253. 210. 59 [l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 51
2.55.43. 85 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 22
46.117.20.214 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
66.249.81.212 |[lsrael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 7
87.70. 62. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
66.249. 81. 215 |[lsrael 147.237.77.216|dover . i df . i O stributed Waut horized URL Access on waw i df.il/error. htm B ock 5
131. 253. 25. 145 |Lhited Sates |147.237.77.216|dover.idf . il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 4
131. 253. 25. 229 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 4
89.138.33. 141 |[Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 4
109. 253. 213. 84 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
146.142.1.10 |nited Sates [147.237.72.156|anan. i df.il D stributed Unauthorized URL Access on ww anan. i df.il/mo B ock 3
89.138.33.141 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/sip_storage/files/ 4/ B ock 3
46.120. 17. 107 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/ 9/ B ock 3
79.182.61. 247 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
5. 144. 58. 89 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 217. 92 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 156. 76 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
46.121.13.55 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.212 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.53.7.228 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
66.249. 81. 218 |[lsrael 147.237.77.216|dover . i df . i O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
157.55.39.52 |lnited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df . il/yohal an/ hone/ hone. asp Bl ock 1
66.249.81.212 |[lIsrael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 66. 249, 81. 212 B ock 1
66.102.8.233 [Wnited Sates [147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
40.77.167.94 Uited Sates |147.237.77.74 (lawidf. il \/\th/]\:\zult:v(\)trildzf?(ijl ﬁnpplcgteesj sth(;r ed/ user cont rol s/ | obbyi nf ocent eri t ent B ock !
2.53.7.228 [israel 147.237.77.233atal . i df .i | e ot horized (R _Aggs)fs on Bl ock 1
212.179. 21. 194 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
75.145.80.29 |wnited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to waw aman.idf.il/no B ock
66.249. 78.240 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ";l_’tzg‘;'_;zze_dlég‘ngg/sfotrz i asp shouf or um asp Bl ock 1
46.120. 17. 107 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized LRL Access from 46.120.17. 107 Bl ock 1
79. 181. 166. 223 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/ undef i ned B ock 1
5.29.179.244  |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
157.55.39. 106 |[Whited Sates |147.237.77.216|dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
66.249. 81. 212 |Israel 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 1
109. 253. 213. 84 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/tenpl ates/fag/ nobile B ock 1
66.240. 219. 146 [Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
88.211.33.22 LKTi;;éjom 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 88, 211.33. 22 B ock 1
79.176.63.84  |Israel 147.237.72. 166 |aka. i df . i | mn;k\f:i z?rlalrﬁ;rn/ Qiam;%m?asl& None 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 2/3392.jpg |B ock 1
149.50.13.57  [lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/ https:/twitter.com B ock 1
89. 138. 161. 249 |l srael 147. 237.77. 216 |dover . i df . i | fss_sti tégflﬁa_b/'\spﬁngiﬁli gZ;DETiﬁicgkﬂgg on None 1
185.120.126.7 |Israel 147.237. 72. 166 |aka. i df . i | el i?’tageeg’?inﬁa’;:g;féoi)’;cﬁi’ [ r/ kepauzl [ estO12 Bl ock 1
66. 249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 146 B ock 1
88.211. 33. 22 LKTi;;éjom 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/1133-20877-he/ dover. . Bl ock 1
79.179.114.87 |[lIsrael 147.237.77. 243 |nmobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock 1
66. 249. 78. 254 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/ki osk/ B ock 1
149. 78. 9. 49 Lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
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