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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2217

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 4

209. 126. 136. 2 Lhited Sates 147. 237.76. 86 navy. idf.il Block Wdp All Nets drop 1

209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Udp Al Nets drop 1

198. 20. 70. 114 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|signature

109. 253. 144, 157 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
80. 246. 136. 155 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 235 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
41.140.253.9 147.237.76. 39 Mor occo nobi | e. nei tav. i df i ET SCAN NVAP -sS w ndow 2048 1
5.29.182. 167 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
181. 194. 52. 255 147.237.72. 166 Qsta Rca aka.idf.il portscan: TCP D stributed Portscan 1
123. 249. 3. 48 147.237.72. 167 hi na i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.69. 127. 99 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.177. 134. 32 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 132 147.237.72. 166 I srael aka.idf il portscan: TP D stributed Portscan 1
41.140.253.9 147.237.76. 39 Mor occo nobi | e. nei tav. i df . il ET SCAN NVAP -f -sS 1
2.53.182. 143 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
149. 88. 217. 253 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1890
5.228.19. 165 Russi an Federation |147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 1378
178.140.85.82 |Russian Federation [147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 1369
109. 194. 122. 7 |Russian Federation |147.237.77.176 |natpash.idf.il dr op Frst packet isn't SN drop 1292
5.228.19. 165 Russi an Federation |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 647
178. 140. 85.82 |Russian Federation |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 619
109. 194. 122. 7 |Russian Federation |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 488
Sreamng Engine: TCP Invalid i i ssi
66.249.65.65  |nited Sates 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 92
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
62.0.119. 71 I'srael 147, 237.76. 200 [ei tan aka i o i1 |2 €M NG Engine: TCP Invalidinvalid segment retransmission. |, 45
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.55.156.154 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g Invalid segnent retransmssion. |y, 39
Ret r ansmi ssi on Packet dr opped.
37.26.146.134 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
62.0.34. 177 I srael 147.237.72. 166 [aka. i f .i | drop First packet isn't SN drop 28
Sreanming Engine: TCP Invalid i i ssi
176.13.16.213  |israel 147.237.76.31 |nakchal .idf. il 9 =g Invalid segnent retransmssion. |y, 24
Ret r ansmi ssi on Packet dr opped.
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
37.142.125.227 |Israel 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreaning BEngine: TCP Invalid i i ssi
62.219. 117. 118 [l srael 147.237.76. 200 [ei tan. aka i df .| 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
162.243.71.33 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
162.243.126.57 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaming Engine: TCP Invalid i i ssi
80. 246. 136. 171 |I srael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.234  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
84.108. 104. 180 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence monitor |9
80. 246. 130. 63 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 8
5.228. 19. 165 Russi an Federation |147.237.77.176 |matpash.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
37.142.125.227 |israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
5. 34. 164. 224 glcf;i'géa” Territory147. 237. 77. 176 |mat pash. icf. il |drop First packet isn't SN drop 7
66.249. 93. 115 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.121. 80. 30 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
195. 60. 232.57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
80. 246. 130. 63 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval id AGK nunber aert 7
Sreaning Engine: TQP Invalid i i ssi
149.88.12.192 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
185. 46.84.213 |Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 151 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
84.108. 104. 180 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreamng Engine: TP Invalid i i ssi
109. 64.113.40 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.183.118.12 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
79.110.17. 24 Lkrai ne 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
. s Unexpect ed post SYN packet -
80. 246. 130. 63 |l srael 147.237.0.34  |tikshuv.idf.il drop RST or SYN expect ed drop 6
Sreaning BEngine: TQP Invalid i i ssi
87.71.106.249 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi
2.55.134. 87 I'sr ael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g ., 6
Ret ransm ssi on Packet dr opped.
79.177.244.97 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
66.249. 93. 182  |Europe 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
5.62.153. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
132. 66. 227. 248 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.62.229 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 214
109. 253.193. 89 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 66
109. 253. 207. 224]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 56
37.26.146.251 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 43
176.13.14. 243 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 35
46.19. 85. 130 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
109. 253. 134. 100|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
84.111.91.185 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ Bl ock 4
79.180.109.28 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.1.116 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
95. 35, 185. 4 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
195.77.247.14 |Sain 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
131.253.25.238 |[Uhited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error.htm Bl ock 3
46. 19. 85. 212 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
46.19. 85. 234 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
176.13.11.178 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.185. 111 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
131. 253.25.175 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 2
80.246.137.74 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.22.129. 140 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/valtam B ock 2
134.191.232.68 |Israel 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 1
84.111.91.185 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/6/ Bl ock 1
31.154.33.190 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/sachar gl ogi ng B ock 1
213.57.193.200 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/1/2331.jpg |B ock 1
37.26.147.185 | srael 147. 237.77. 216 |dover . i df . i | mir;fb.‘ftﬁ? e'r‘rhpf‘;t:g;rﬁil ﬁmgﬁcsss on Bl ock 1
81.218.241.25 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 1
2.53.171.162 | srael 147. 237.72. 166 |aka. i df . i | Iur: km akF:‘ri }"ﬁt ﬁrn;tr:/%?f;ﬁy fo;);capsr;)r\fi n$Tochendt acekol der $txt Passvord 1\, 1
66. 249. 93. 32 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Waut hori zed URL Access from 192. 116. 232. 69 Bl ock 1
134.191.232.70 |l srael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock
46.19.85.249  [Israel 147.237.76.42 |refuah. idf.il [0S0 buted haut forized of o e Bock |1
37.26.146.181 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i nages/ shared/bul let1.gif  [B ock 1
213.185. 86. 107 |Ger many 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 213. 185, 86. 107 B ock 1
79.180. 136. 140 |[Israel 147.237.76.31 |nakchal .idf.il [Paraneter Type Mol ation search in ww nakhal .idf.il/1119-he/ nakhal . aspx |Bl ock 1
66.249.73.179 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati ni pi rt eychayal / B ock 1
37.26.148.138 [Israel 147.237.77.233|at al . i df . i | e ot horized R _pggs)fs on Bl ock 1
81.218.241.25 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua atal .idf.il/sip_storage/files/1 Bl ock 1
66.249.93.115 | srael 147. 237.77. 216 |dover . i df . i | \Aﬁu : meff"/'e ?’Ot/ i [r:;gi‘;t/c;rhér ed nenustr ech. png Bl ock 1
141.212. 122. 145|lhited Sates |147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
46.116.223.21 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/nain/ Bl ock 1
103.231.241.37 |Philippines |147.237.77.233|atal .idf.il PHP At t enpt B ock
79.181.162. 216 |Israel 147.237.72. 166 |aka. i df . i | m”:k“;i??wtng Ncgggﬁﬁt;angicgzf;gfcphsamar$Ct' 5in None 1
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ sip_storage/fil es/8/2808.jpg |8 ock 1
84.108. 144.210 |[Israel 147.237.77.216|dover.idf . il D stributed Unauthorized LRL Access on wwidf.il/https:/vwanidf.il/ B ock 1
2.53.191.55 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
199. 203. 62. 164 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/1321-he/ ref uah. aspc B ock 1
66.249.93.180 |[Israel 147.237.72. 166 |aka. i df . i | LR is Above Root Directory v aka.idf.il/../images/search.jpg B ock 1
164.132.161.70 |italy 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/irag/ english/ Bl ock 1
Paraneter Type Mol ation
46.161. 62. 44 Kazakst an 147.237.77.216|dover . i df .i | ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i1 /1133- he/ dover . aspx
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