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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3861
193. 106. 54. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2915
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS-renegoti ati on-Q i dest - r eset 105
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 6

84. 108. 15. 201 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
42.2.204. 164 Hong Kong 147.237.76. 147 chinuch. aka.idf.il|Bl ock_Udp All _Nets drop 2
212.179. 64. 162 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 44 erefush.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Site |Sgna1 ure

198. 143. 180. 166 |Lhited Sates 147.237.72. 156 |anan. i df . i 1/16798: HITP. QW Bash HITP Header Remote Code Execution Mul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry \Signature

195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
104.192. 0. 19 147. 237. 76. 200 Lhited Sates eitan.akaidf.il [ET SCAN NVAP -sS w ndow 1024 1
87. 69. 105. 61 147. 237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.182.91. 41 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
46.116. 129. 189 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 215. 130 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 228 147.237. 72. 166 I srael akaidf.il portscan: TP D stributed Portscan 1
132. 70. 66. 14 147. 237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 81. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131 147.237.76. 177 Canada ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
87. 68. 27. 62 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 65 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.177.5.11 147.237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 98 147.237.76. 31 Lhited Sates nakchal .idf.il ET DROP Dshiel d B ock Listed Source 1
46. 19. 86. 206 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
193. 47. 248. 4 147.237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
192. 116. 97. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 16. 16 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
113. 240. 250. 154 147.237.77. 212 Chi na e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
195.200.205.2  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt wth different oo vor  [o6
w ndow scal e

195. 200. 205. 2 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 63
Sreaning Engine: TCP Invalid i i ssi

176.13.13.148 [ srael 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 60
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.70.52.243  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 30
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

213.151.48.4  |israel 147.237.76.200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g ., 28
Ret ransni ssi on Packet dropped.

208.115.113.89 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24

37.26.146. 191 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 23

178. 63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
Sreaming Engine: TGP Invalid i i ssi

66.249.65.65 |lited Sates 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 18
Ret ransni ssi on Packet dropped.

46. 43. 114. 43 g‘ilcisgi':('ja” Tertitoryls 47, 237. 77. 216 dover . i o . i1 drop First packet ismt SWN drop 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

162. 243. 125. 185|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

109. 253. 150. 23 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 12
Ret r ansni ssi on Packet dr opped.

176.13.13. 148 |Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 12

198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

66.249. 93. 119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi

37.26.149.198 | srael 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.

46. 19. 85. 149 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |9

46. 19. 85. 149 I srael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 9

157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9

66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

176.13.13.148 |Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber alert 7

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaming Engine: TGP Invalid i i ssi

82.166. 137. 212 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

80. 246. 136. 84 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

2.53.23. 251 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

66.249.93. 115  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi

176.13.11.202 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

2.55. 160. 30 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

2.53.55. 106 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

5.28.162.236  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 194. 141 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 218. 100|l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

o SWNretransmit wth different .

79.179.238.94 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |6
Sreaning Engine: TCP Invalid i i ssi

77.126.175.230 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

192. 116. 231. 161|i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

41.191.97. 46 Ghana 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber monitor |5

185. 89. 217. 231 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

109. 64. 49. 231 |Israel 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
Sreaming Engine: TGP Invalid i

41.191.97.46  |Ghana 147. 237. 77. 216 |dover. i of . i | 9 =g I nval i d checksum Packet drop 4
Checksum dr opped.
Sreaning Engine: TCP Invalid i i ssi

185.89. 217. 233 [Net her| ands 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g . 4
Ret r ansni ssi on Packet dr opped.

5.102.254.221 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
95. 35. 186. 38 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Code B ock 214
2.53.143. 194 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 12
46.19. 85. 28 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 8
46. 19. 85. 144 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 4
213.185. 86. 107 [Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 213. 185. 86. 107 B ock 4
31.154.242. 149 |[israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.26.194 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
131.253.25. 158 |lhited Sates |[147.237.77.216|dover.idf.il Ostributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 3
212.235.68.185 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.53.54. 243 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.14. 243 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
2.55.134. 94 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
80. 246. 133. 236 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249.73.170 |1 srael 147.237.72. 166 |aka. i df . i | ?45;. rz'::t 5‘2’ Llj;aGU/t:gir In?i?mﬁ/ if)fgsns. ;):p Bl ock 1
212.179.21.194 |Israel 147.237.76.42 |refuah.idf.il ?;f ;g;’f];g.‘t;hgu;lhgs'ﬁ:rdeéﬁ‘e ;’e‘icissss on Bl ock 1
147.236.28.31 |lIsrael 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
94.230.93.231 [Israel 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
213.185. 86. 107 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
66. 249. 79. 89 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed LRL Access to waw i df. i/ newsitel novi es/ strike_heb2. asf Bl ock 1
194. 90. 89. 245  |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/tenpl at es/ newsf| ash/ nobi | e B ock 1
2.55.27.99 I srael 147.237.76.31 |nakchal .idf.il ﬂ?ftzgglr;éégylg‘pfgfsfjgéﬁi | e/ 8 1668, doc Bl ock 1
130. 185. 155. 82 |Sweden 147.237.77.216|dover. i df . il PHP At t enpt B ock
82.102.136.65 |[Israel 147.237.77.216|dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock
66.249.73.179  |israel 147.237.72. 166 |aka. i df . i | ﬂ?f’;g?f;géﬁsﬁ ngfsrsa;; i es/ 4f 68424, pck Bl ock 1
149.78.54.193 |Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
37.26.146.131 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
213.254.241.6  |France 147.237.72. 166 |aka. i df . i | m”;’k": i?ﬁm‘; n‘;tsggg:rcltggfo:gtﬁiz;"h in None 1
66.249.79.107 [Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx B ock

51. 255. 65. 90 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/iturimasp/list.asp B ock

194.90. 99. 193 |Israel 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 194. 90. 99. 193 B ock
2.55.30. 77 I st ael 147.237.76.42 |refuah.idf.il |05 ;g;’f;g.‘jﬂbh;“;lhgs'ﬁ:rdeﬁe ocess on Bl ock 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
85. 65. 27. 232 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 85. 65. 27. 232 B ock 1
213.8.240. 77 I 'srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww i df.il/hebrew B ock 1
66.249.73.199 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1249- he/ at al . aspx B ock 1
37.189.201.90 |Portugal 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
2.53.55. 106 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 253.139. 11 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
79.179.238.94 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwu aka.idf.il/nimai n/snalinisnalimaspx |B ock 1
194, 243.97.228 |italy 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 1
131.253. 25. 141 |Uhited Sates [147.237.72.156 |anan. i df.il Unaut hori zed URL Access to waw anan. i df.il/scripts. asnx/getjs B ock 1
87. 69. 31. 46 I srael 147.237.72. 166 |aka. i df . i | mnjkf,?r?ﬁﬁ ;;;gfﬁggffggﬁgfphsam”$Ct' SLin None 1
213.57.237.217 |[israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fi | es/ 0/ 3250. | pg |B ock 1
192.34.60.103 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.189.201.90 |Portugal 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df .il/wp-1ogin. php B ock 1
109. 253. 218. 100|1 sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
80. 246. 130. 76 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
66.249.73.161 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
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