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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5607

84. 94. 83. 36 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3418
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 1737

82. 145. 218. 194 Eur ope 147.237. 76. 42 refuah.idf.il B ock |p VWb In dr op 14

81. 218. 65. 210 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 9

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5

66. 249. 65. 65 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

192. 167. 90. 244 Italy 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
38.229.1.13 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Qountry |Signature

46.120. 204. 172 147. 237. 76. 200 I srael eitan.akaidf.il [Xenu Link Seuth User Agent 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
104.192. 0. 19 147.237.8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 21. 194 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.108. 138. 167 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
212.76.112. 165 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 104 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185.32.179.1 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 3. 144. 19 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 51 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
159. 18. 125. 235 147.237.77. 235 Canada sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.53.137. 168 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
159. 18. 125. 235 147.237.77. 235 Canada sviva.idf.il ET SCAN NVAP -f -sS 1
132. 64. 58. 87 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
104.192. 0. 19 147. 237. 76. 197 Lhited Sates e. hinush. i df il ET SCAN Potential VNC Scan 5900- 5920 1
217.132.46.8 147.237.77.216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
87.71.44.35 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
212. 150. 10. 138 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 168 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
46.120. 204. 172 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth User Agent 1
185. 3. 144. 53 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
46. 120. 204. 172 147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TGP DO stributed Portscan 1
46. 19. 85. 129 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
159. 18. 125. 235 147.237.77. 235 Canada sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
140. 101. 84. 1 147.237. 72. 166 Lhited Sates aka.idf.il portscan: TGP DO stributed Portscan 1
104.192. 0. 19 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1




05-04-2016-11:04:03 to 05-04-2016-12:04:03

|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Ret ransm ssi on

Packet dropped.

reamn ine: TCP Invali i i ssi
66.249.65.65  |Uited Sates 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 102
Ret r ansni ssi on Packet dropped.
180. 241. 131. 11 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 76
80. 178. 158. 133 [l srael 147.237. 72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 48
Sreaning Engine: TGP Invalid i i ssi
176.13.16.33 |l srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
213.133.133.76 |United K ngdom 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
Sreaming Engine: TGP Invalid i i ssi
2.53.63.35 I'sr ael 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.196 |l srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
23.80.147.151 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
37.26.148.201 |[Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 11
212.179.60.30 |lsrael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
183. 167. 228. 134|Chi na 147.237.72. 166 |aka. i df .i | drop First packet ismt SN drop 10
reamn ine: TCP Invali i i ssi
109. 64. 117.45  |israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 10
Ret r ansni ssi on Packet dropped.
85. 130. 176. 156 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |10
109. 64. 43.180 |Israel 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Tineout |reject 9
Sreaning Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka. i df i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
92.247.181.31 |Bulgaria 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid ' i ssi
79.179.187.57 |israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
2.53.134. 47 I'sr ael 147, 237.76. 200 |ei tan aka i i1 | SN NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dropped.
207.241.229. 214|hited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
79.180.12.107 |Israel 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
84. 95. 208. 20 I srael 147.237.77. 170 |naarachot . i df .i | [dr op SAMrul e drop 6
Sreamng Engine: TCP Invalid i i ssi
80.178.1.220  |[Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
89. 46. 180. 178 (F;ajcis;i';'ja” Territony,y 47, 237.77. 216 dover. i df i1 drop First packet isn't SN drop 6
209.133.111. 211 |thited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
213.133.133.76 |United K ngdom 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.152.184  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 65. 9. 83 I'sral 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid finvalid seqnent retransmssion. ) 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.18.200 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i SSi
212.199.69.1  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 61 | srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 5
46.19. 85. 129 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
82.80.196. 44  |israel 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
66. 249. 79. 89 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
217.64.86.6 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
89. 147. 0. 199 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
109. 253. 128. 238|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
185. 3. 144. 53 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TQP Invalid i i ssi
46.19.86.173  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109.65.77.132  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
85.130. 176. 156 || srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
84.94.193.214 |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.4.222  |israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
109. 253.200.9 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 93
109. 253. 134. 104/l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 68
176. 13. 8. 252 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
109. 253. 212. 161 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 12
. . Paraneter Type Mol ati on ctl 00$CGont ent A acetbl der 1$txt 1D i n
2.53.45.61 | sr ael 147.237.76.42 [refuah.idf.il wan refua. atal .idf.il/1518-he/ref uah. aspx Bl ock 9
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthori zed URL Access from 81.218.241. 25 Bl ock 7
176. 13. 16. 33 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 7
2.53.63.35 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 6
193. 43. 246. 250 |Israel 147.237.77.216|dover . i df .i | Dstributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 6
65. 55. 213. 25 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 6
131. 253.25. 217 |thited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 6
132.66.235.47 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . j|D St"ibuted thadthori zed LR. Access on Bt ock 4
waw chi nuch. aka. i df .i1/404. ht m
80. 246. 138. 149 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 180 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 171 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
131. 253. 25. 244 |uhited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 3
. . . Unaut hori zed URL Access to
84.94.193.214 |l srael 147.237.77. 243|mobi | €. i df . i1 | 03 oo i1 cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bl ock 3
131.253.25.185 |[Uhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 3
. . . Paraneter Type Mol ati on Qurrent Password in
46.19. 85. 149 I srael 147.237.77.243|nobi [ e.i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 3
87.71.67.116 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 87. 71.67. 116 B ock
131.253.25. 208 |ULhited Sates 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock
109. 67.128. 73 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
. . Unaut hori zed Met hod CPTIONS for
31.168.90. 180 | sr ael 147.237.72. 166 aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 2
176.13.11. 178 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 102 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 211. 147|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 145 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
193. 43. 245. 250 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 2
79.180.12. 107 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
62. 90. 35. 105 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
212.179.60.30 |Israel 147.237.77. 170 |nmarachot . i df . i | |Distributed Unaut hori zed HITP Met hod B ock 2
184. 105.139. 70 |lhited Sates 147.237.0. 19 madi matal .idf.il|{Unauthorized URL Access to 147.237.0. 19/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.236 |[lIsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p_storagel 11 es/ 9/ si e100x0/ 3249, pg Bl ock 1
141. 255. 158. 88 |Net her| ands 147.237.77.216|dover. i df .i | Adnin Bl ocki ng B ock 1
46. 43.106. 2 (F;a]ceus;ilg(ljan Territory. {147, 237. 7. 176 |mat pash.idf.il Uhaut hori zed URL Access to waw cogat . idf.il/894-ar B ock 1
213.254.241.4  |France 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00Sbt nSear ch in None 1
wan aka. i df . i |/ nai n/ sachar/ def aul t. aspx
. . Unaut hori zed URL Access to
93.173.177.169 |[Israel 147.237.72. 156 [anan. i df . i | - o1/t tps: /v il B ock 1
79.180.209.20 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.179.60.30 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Mil tiple Unauthori zed URL Access from 212. 179. 60. 30 B ock 1
185. 120. 126. 52 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 185.120. 126. 52 B ock 1
141. 255. 158. 88 |Net her | ands 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storage/ 111 es/ 1/ si ze100x0/ 3211 pg B ock 1
109. 253. 214. 84 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
46.117.62.227 |israel 147.237. 72. 156 |anan. i df . i | Distributed Lhadt horized LR Access on B ock 1
wwv anan. i df . il /https:/ww anan.idf.il/
193. 47. 165. 251 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er ctl 00Sct | 00Scphii n$ephSachar $ct1 09 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
94.188. 161. 145 |l srael 147.237.77.216|dover.i df .i | D stributed Waut hori zed HTTP Met hod B ock 1
79.183.178. 118 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 1
: . . Unaut hori zed Met hod PCST for
66.176.49.120 |Lnited Sates 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ sachar / f aq, asp B ock 1
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 1
212.235.62.200 |lIsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 1
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