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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 7882
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1369
2.53.50. 43 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 298
134. 191. 232. 70 I srael 147.237.76. 42 refuah.idf.il [JLMPurple Con Linmit Htp drop 48
46.116. 12. 65 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
185.94.111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il|B ock Udp Al Nets drop 1
185.94.111.1 Russi an Federation 147.237. 76. 202 e halag.idf.il |Bock Wdp Al Nets drop 1
185. 103. 252. 178 Russi an Federation 147, 237.76. 196 e.svivaidf.il |[Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

104.192. 0. 19 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.178. 208. 180 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
66. 249. 79. 232 147.237.77. 170 Lhited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 1
62.219. 182. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 191. 147 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
212.179.1.218 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 231. 141 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
149. 88. 102. 255 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
107. 167. 112. 76 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS w ndow 1024 1
77.124.1. 36 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 240. 213. 93 147.237. 8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 90. 161. 147 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.120. 118. 127 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
202.57.5.123 147.237.77. 216 I ndonesi a dover.idf.il portscan: TCP D stributed Portscan 1
31. 168. 25. 246 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
194. 54. 168. 65 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
134.191. 232. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reamng Engi ne: TCP

Inval i d segnent retransnission.

66. 249. 65. 65 Lhited Sates 147.237.72. 166 |aka. i df . il Invalid Retransnission Packet dr opped. drop 93
38.111.147.88 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
105. 198. 242. 18 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
66. 249. 79. 107 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
109. 253. 137. 66 | srael 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. |, 15
Inval i d Retransm ssi on Packet dropped.
79.183.178. 118 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Invalid segnent retransmssion. |, 15
Inval id Retransm ssion Packet dropped.
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 85. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 32. 200. 75 g‘ilcisgii:;a” Territor s 47 237. 77. 176 |nat pash. i df . i drop Frst packet isn't SWN drop 12
37.26.149.150 [Israel 147. 237. 77. 243 |nobi l e. i f . | Stream ng Engi ne: TOD Invalid segnent retransmssion. | . 12
Inval id Retransm ssion Packet dr opped.
198. 58.103. 114 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
93.109. 107. 131 |Cyprus 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46. 19. 85. 130 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber monitor |10
128.242.249.11 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 179 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
85.64.230.212 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vs\?':dﬁrsa:;'it wehdifferent | nitor |7
109. 253.135. 28 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence md:;tlrsacr;nlt wthdifferent onitor |7
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 86. 241 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
141.0. 14. 85 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 179 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
84.108. 185. 100 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
109. 253. 222. 111 | srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
149. 88. 152. 205 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |reject 6
66.249.79.107 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 179 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
31.210. 187. 242 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
141.8.132.112 |Russian Federation |147.237.72.166|aka idf.il Streamng Engi ne: TCP Inval i d segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
80. 246.137. 46 |Israel 147.237.72. 167 |i shurimaka i of 1 | camng Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177.31.177  |israel 147. 237. 72. 156 |anan. i df . i1 Bad TCP sequence ﬂﬁtrarz;&;gc;gth moni tor |5
84.108. 185. 100 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
213.8.121. 6 I srael 147.237.77. 226 "} chanatz.aka.idf a4 TOP sequence Inval i d ACK nunber moni tor |5
134.191. 232. 70 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |reject 5
134.191.232.70 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 5
66.249. 79. 107 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 5
79.177.31.177 |Israel 147. 237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [alert 5
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
5.22.129. 113 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |5
134.191.232. 70 |lIsrael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
66.249.79.107 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |5
79.177.31.177 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
213.57.177. 121 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 81
109. 253. 208. 215|1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 58
46.19. 85. 109 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 27
46. 19. 85. 218 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 24
80. 246. 136. 6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 21
109. 253. 145. 102|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 16
149.50.76.130 |lIsrael 147.237.76.31 |nakchal .idf.il [Distributed Unauthorized HITP Met hod Bl ock 10
80.246.137.94 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 9
2.55.134. 94 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
109. 253. 130. 164|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
109. 253. 137. 66 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 4
149. 50. 76. 130 |l srael 147.237.76.31 [nakchal .idf.il |Wauthorized UR. Access to wan nakhal .idf.il/sip_storage/files/8/ Bl ock 3
84.228.16.171 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 3
80. 246. 136. 232 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 64. 57. 85 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.23.237 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.51. 39 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
2.53.186. 181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
84.228.16.171 |[lIsrael 147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 84.228.16. 171 B ock 2
109. 253.200.9 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
212.76.114.24 |Israel 147.237.77. 216 |dover . i df . i | miréﬁ‘ﬁj’?e;“ua;::g;?il o focess on B ock 2
109. 253. 201. 210|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13. 1. 46 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 2
46. 19. 85. 34 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 2
79.178.189.30 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.183.178.118 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 1
208.115.113.82 |[thited Sates |147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to tikshuv.idf.il/site/ unsel ecat bl e. aspx Bl ock 1
46.121.71. 247 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned B ock 1
109. 253. 128. 110]I srael 147.237.0.34 [tikshuv.idf.il [Unhauthorized URL Access to wan tikshuv.idf.il/tenpl ates/ news/ nobi | e |Bl ock 1
37.26.149.168 |[lIsrael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to v idf.il/tenplates/article/ nobile B ock 1
66.249.79.89 | srael 147.237.77. 216 |dover . i df . i | mu;;v“itsf_rii lzlegngﬁrﬁchcie;ir;‘/’em ebbeL. st mp> Bl ock 1
195. 154. 199. 235|France 147.237.76.31 |[nakchal .idf.il [PHP Attenpt Bl ock 1
93.87.220. 184 147.237.72. 166 |[aka. i df . i | PHP At t enpt B ock 1
66. 249. 69. 7 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt Bl ock 1
38.111.147.88 |Wnited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df . il/894-he B ock 1
66.249.79.107  Israel 147. 237.77. 216 |dover . i df . i | o e et e/ dover . aspx Bl ock 1
195. 154. 199. 235|France 147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to ww nakhal .idf.il/wp-1ogin. php Bl ock 1
46. 19. 85. 218 I srael 147.237.0.19 |nadimatal .idf.i|SSL Wntraceabl e Gonnection - pen Mde None 1
93.87.220. 184 147.237.72. 166 [aka. i df . i | Unhaut hori zed LRL Access to ww aka. i df.il/wp-1ogin. php B ock 1
5. 29. 210. 153 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149.50.88.46  |Israel 147.237.77.233|atal .i df .i oy 230 19, 259 1194 et at ol - et B ock 1
66.249.73.161 | srael 147.237.72.166 |aka. i df . i | ﬂ?“;g;’”éeg&% ngf;sa;; {11 es/ 6 71576. pof Bl ock 1
46. 4.22.136 Ger nany 147.237.72. 166 |aka. i df . i | m“;kh:rii d?.aidl }\f;hn‘;‘:m;géner o aspx Bl ock 1
109. 253. 135. 28 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 1134-he/ at al . aspx Bl ock 1
84.228.16.171 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storage/files/ 7/ Bl ock 1
79.176. 64.248 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
195. 154. 199. 235|France 147.237.76.42 |refuah.idf.il PHP Attenpt Bl ock 1
46.19.85.218  |israel 147.237.0.19 |nadimatal .idf.i %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol vidlation None 1
109. 64. 53. 195 | srael 147.237.77.216|dover.idf . il Dstributed Uhauthorized URL Access on waw idf.il/https:/wwidf.il/ |B ock
37.26.148.203 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
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