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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action  |Count |
84.111. 65. 41 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 3
94.102. 52. 10 Net her | ands 147.237.76. 31 nakchal .idf.il Block Np Al _Net dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
185.94.111.1 Russi an Federation 147. 237. 76. 38 eeneitav.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
188. 161. 98. 104 |147. 237. 77. 176 g:ajcisgii:;a” Territory, Joarpash.icf.il  |ET SCAN NVAP - SA (2) 2
128. 199. 98. 216 |147. 237.76. 31 |9 ngapore nakchal . i df i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104.192.0.19 [147.237.77.178|Wited Sates emtpash.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
66.240. 213. 93 [147.237.77. 170 |United Sates naarachot.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
198.20.69. 74  |147.237.76. 147 |Uhited Sates chinuch. aka. i of . i I|ET DRCP Dshi el d B ock Listed Source 1
110 81 16 177 1147237 0. 19 |cni na vadimatal idf il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66. 240. 213. 93 [147.237.77.235|lhited Sates sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.240.213.93 [147.237.77.121|lnited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 |147. 237.72. 167 |Whited Sates ishurimaka.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

‘Count

Ret r ansm ssi on

Packet dropped.

Sreanming Engine: TCP Invalid i i sSi
66.249.65.65  |Uited Sates  |147.237.72. 166 |aka. i df i 9 =g Invalid segnent retransmssion. |, 156
Ret r ansni ssi on Packet dropped.
99. 130. 97. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
95. 24. 46. 72 RJSS::t”ion 147.237.77. 216 |dover. i df . i drop First packet isn't SWN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
191. 109. 155. 70 |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
95. 25. 176. 232 R‘SIS::I”im 147.237.77. 216 |dover. i df . i drop Frst packet isn't SWN drop 14
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
162.243.126.57 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi
75.74.54.103  |Wited Sates  |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
64.149.142.67 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
66. 87.86. 75 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
185.32.179. 109 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
78.164.126.12 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
85. 130. 219. 187 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng BEngine: TCP Invalid i i ssi
2.53.30. 87 I'srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
66.249.73.251 |Wnited Sates |147.237.72.166 |aka.idf.il Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
109. 253. 200. 70 |Israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.55.159.236 | srael 147.237.72. 166 |aka. i f .11 Streaning Engine: TCP Invalid —limvalid segnent retransmission. | o 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
82.166.53.130 | srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
31.154.34.246 |lIsrael 147.237.72. 167 |i shurimaka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
66.249.79.85  |Uited Sates  |147.237. 76. 147 |chi nuch. aka. i df .1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80.179.13.77  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.173. 60 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.77.248 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.185.180 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26.147.251 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINGAK retransmt with different 1o o |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249. 93.180  |Eur ope 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 160. 177. 37 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.189. 52 I'srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.90.162. 241 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
216.243.52. 175 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
37.26.148.221 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
66.249.93.182 |Europe 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.69.79  |Wited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
109. 253. 131. 29 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.124.43.200 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i sSi
192.114. 23,211 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
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Streaming Bngine: TCP Invalid |invalid segnent retransmission.

2.55.12. 202 I srael 147.237.72. 166 |aka. i df . i S
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site dgnature Acti on ‘Count
2.55.62. 214 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 339
109. 253. 205. 40 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 54
109. 253. 195. 65 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 26
46. 19. 86. 23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
109. 253. 204. 96 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85.65.186. 71  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.16.202 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
131. 253. 25. 168 |Lhited Sates 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 3
178. 137. 83. 178 |lkrai ne 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 3
2.53.178.112 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
131. 253. 25. 175 |Lhited Sates 147.237.77.216|dover.i df .i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 3
188. 143. 232. 34 RFQZZ;:I']O” 147.237.76.200|ei tan. aka. i df . i | [Mil tiple Whauthorized URL Access from 188. 143. 232. 34 B ock 2
109. 253. 214. 84 [l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
80. 246. 130. 210 |l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
66.249.79.89 |[Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ nai n. asp Bl ock 1
149.88.195.82 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwwn aka. i df . i1/ mai n/ sachar/ B ock 1
. . . Unaut hori zed URL Access to
84.111.65.41 |Israel 147.237.0.34 |tikshuv.idf.il W i kshuv, i f i1/t enpl at es/ gener al / nobi | e Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel {1 | es/ 9/ 3259, | pg Bl ock 1
208.115.113. 82 |Lhited Sates 147.237.0.34 [tikshuv.idf.il [Uauthorized LRL Access to tikshuv.idf.il/main/giyus/general.aspx |B ock 1
66.249. 79. 107 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
5.29.73.39 | srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL fromb5. 29. 73. 39 Bl ock 1
176.13.8.108 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to waw i df.il/tenpl ates/article/ nobile B ock 1
. . Uhaut hori zed URL Access to
66.249. 73.161 | srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ e tan/ prat i i pi rt eychayal / B ock 1
74.82.47. 4 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
85.114. 6. 54 gzzgtr: on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i|/894-he/ chi nuch. aspx B ock 1
66.249.73.189 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed LR Access to 147.237.77.233/robot s. t xt B ock 1
77.75.79.119  |Czech Republic  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df .il/ page/ 35/ B ock 1
66.249. 64.172 |israel 147.237.76.86 |navy.idf.il thauthori zed URL Access to Bl ock 1
WA navy. i df . i |/ navy/ navy/ wat er craf t s. aspx
66.249.79.89 |lIsrael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 89 B ock 1
66.249.65.12  |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
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