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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

05-04-2016-05:04:06 to 05-04-2016-06:04:06

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 2656
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 372
95. 28. 72. 224 Russi an Federation 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i forward 130
89. 178. 65. 165 Russi an Federation 147.237.72. 166 aka idf.il Anonal y- TLS-renegoti ati on-d i forward 130
183. 60. 48. 25 Chi na 147. 237. 76. 148 gacenter.aka. idf.il [JLM Under Attack_Con_Tcp drop 2
94.102. 49. 116 Net her | ands 147.237.76. 39 nobi le.neitav.idf.il |Block Np All Net drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.216. 45 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_Udp All _Nets drop 1
71.6.216. 50 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il Bl ock Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker OJuntry|Target Address|Site |Sgnature

198. 143. 180. 166 |Lhited Sates 147.237.0.34 |tikshuv.idf.|16798: HITP. G\U Bash HITP Header Renote Code Execution Wul nerability |Bl ock 1




05-04-2016-05:04:06 to 05-04-2016-06:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 60. 48. 25 147. 237. 76. 201 |Chi na eatal.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.30 |China hinush.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
178, 207. 9. 62 147 237 76,30 |FUSSian hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
173.193. 130. 54 |147.237.77.212|lhited Sates e dover.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
125.212.232. 76 |147.237. 76. 197 |M et nam ehinush.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
113. 240. 250. 154|147. 237. 0. 200 |Chi na mu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 86 |Chi na navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
173.193.130. 54 |147.237.77.212|thited Sates e.dover.idf.il |ET SCAN NVAP -sS w ndow 4096 1
125. 212. 232. 76 |147.237. 76. 197 |M et nam e hinush.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
115.29.138. 97  |147.237.76.30 |Chi na hinussh.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
110.168.9 224|147 237 0.33  |hai 1 and il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
84. 95. 208. 20 | srael 147.237.77. 233 |ata .idf.il dr op SAMrul e drop 208
84.95. 208. 20 I srael 147.237.77.74 (lawidf.il drop SAMrul e drop 149
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 135
84. 95. 208. 20 | srael 147. 237.76. 200 |ei tan. aka. i df .il |dr op SAMrul e drop 134
66.249.65.65  |lnited Sates |147.237.72. 166 |aka id. i Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 87
Ret ransm ssi on Packet dr opped.
195. 154. 199. 235|F ance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 31
192.5.215.225 |lLhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
136.243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
125. 166. 222. 194 |l ndonesi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 18
185.22.32. 16 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
66.249. 79. 107  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
108. 171. 128. 161 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 15
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
50. 87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
198. 58.102. 156 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
198.58.103.91 [Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
198.58.96.215 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12
68.180. 231. 43 |lhited Sates |(147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
213.57.248.132 |[lIsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
213.57.248. 132 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
198.58.102.95 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
45. 35. 64. 142 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
66. 249. 79. 107 Lhited Sates |147.237.77.216|dover.idf.il dr op drop 4
66.249.79.107 |lWhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
70.214.102. 172 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
66. 249. 79. 107 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 4
66.249.79. 107 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
84.109.70.35  |israel 147, 237.72. 167 |i shurimaka i i || €M NG Engine: TGP Invalid - invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
72.69. 101. 200 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
157.55.39. 106 |Whited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 3
192.249. 66. 247 |Whited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
64.233.172. 163 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
66. 249, 93. 180  |Europe 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
94.159. 177. 251 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
66. 249. 93.249  |Eur ope 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
66. 249. 79. 89 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
207.46.13.178 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
78.164.126.12 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
68.194.192. 199 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
207. 245. 236. 152|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
173.252.123. 131|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 2
124.158. 17.100 |Austraia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
64.233.172.171 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 2




05-04-2016-05:04:06 to 05-04-2016-06:04:06

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

176.13.18.5 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock

66. 249. 79. 89 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 79. 89 B ock

50. 160. 21. 84 g];::: 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
Lhi ted . ] Mal formed URL t. ... {nz3gwe° yoor=] ] 62#[ [€j e ™« f 0] [ 61# | n

50. 160. 21. 84 Sates 147.237.76.42 |refuah.idf.il T [#25)]1 € [#17]]. € B ock 1

198. 58. 102. 95 g];::: 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df.il/1294- he/ v i df . i Bl ock 1

68. 180. 230. 45 g“;:s 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 68. 180. 230. 45 Bl ock 1

66.249.73.161 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yonan/ yorman. asp |B ock 1
Ui ted Illegal Byte de Character in Mthod

50. 160. 21. 84 Sates 147.237.76.42 |refuah.idf.il [ [#0]]1[[#0]][[#0]]B! #012+ YAbXdi MR pne | ~£[ [ #27]]+{t QY[ [#5] ] §* 65! |H ock 1

p+\ i Act O] [ #14] ] . ¢ [#22]]" 6l t @RfAABEQ.., O
178.137.83. 178 |kraine 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wwy i df.il/1556-en/ B ock 1
66.249.79.89  |israel 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1

wav i df . i | /tenpl at es/tenpl at econtrol s/ generi ¢/

Ui ted NULL Character in Mthod

50. 160. 21. 84 Sates 147.237.76.42 |refuah.idf.il [ [#0]1[[#0]][[#0]]B! #012+ YAbXdi MR pne | ~£[ [ #27]]+{t QY[ [#5] ] §* 65! |H ock 1
p+\ i Act O] [ #14] ] . ¢ [#22]]" 6l t @RfAABEQ.., O

Lhi ted ] ] Unaut hori zed URL Access to

207.46.13.177  [g o 147.237.76.86 [navy.idf.il v nawy. i cf i 1/ mi 1V gi yus/ gi yus/ gener al . aspx Bl ock 1

Lhi ted

68.180.231.43 [o o 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . il/hebrew organi zati on/ honef ront [Bl ock 1

. i Unaut hori zed URL Access to
66.249.78.242 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ 8/ 2278. | pg B ock 1

Whited Illegal Byte Gode Character in Paraneter Nanme W[ [ T'#18[[]]#15....t ni ]]

50.160.21.84  [o o 147.237.76.42 |refuah.idf.il B Cnraywee Jown] | 624 [ € € e f 1od [ 6141 i [ 5241 1 [#17]] . €0 Bl ock 1
184. 155. 13. 172 LSthlatt:sd 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw idf.il/sip_storagel/files/2/4912.png |B ock 1

. . Unaut hori zed URL Access to
66.249.79.107  |Israel 147.237.77. 216 [dover. i df . i | 147, 237.77. 216/ 1133- 21149- he/ dover . aspx Bl ock 1
Ui ted Unknown HTTP Request Met hod

50. 160. 21. 84 147.237.76.42 |refuah.idf.il S[[#0] 1 [ [#0]][[#0]] B! #012¢ YAbXdi MR pne | —=£[ [ #27] ]« {t C*Y[ [ #5] ] §* 66! |H ock 1

Sates D\ A 6] [ #14] ] . ¢—] [ #22] ] 61 * @RFAADED.., O

Lhi ted www. chamat z. aka. i )
141.212.122. 145 Sates 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77. 226/ B ock 1

. . Unhaut hori zed URL Access to
66.249. 78.248 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel {1 | es/ 5/ 3295. | pg Bl ock 1

Lhited Illegal Byte ode Character in Qeery Sring [ T#18[[]]#1% W....t no ]]

50. 160. 21. 84 Sates 147.237.76.42 |refuah.idf.il zWE° JORE] | 624 [ € & ™ f oo [ 614] ] Y[ [ 524 ]| €] [ #17]] . €0 B ock 1

195. 154. 199. 235 |France 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt Bl ock

66.249.83.245 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/error.htm B ock

66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/doctor Bl ock 1

159. 203. 89. 254 g‘;tt:: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waww mag. i df.il/14-he Bl ock 1

66. 249. 79. 44 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1014- en/ dover . aspx Bl ock 1
Lhited . - Illegal Byte Gode Character in URL t. .. Jnz3gwe° o€ e ™sf

50. 160. 21. 84 Sates 147.237.76.42 |refuah.idf.il B [#17]] €] #25([ 0] ] #16[ [<0R] ] #4261 [ B ock 1

195. 154. 199. 235|France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wuu navy. i df.il/wp-1ogin. php B ock 1
Lhi ted . . Par aneter Type M ol ati on PageNumin

68.180.229. 241 o o 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i 1/ 1927- he/ cogat . asp Bl ock 1

66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter 4d9c6f40 in v aka. i df.il/main/giyus/faq. aspx None 1
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