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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2723
69. 197. 185. 18 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2

66. 249. 65. 18 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
107. 150. 32. 58 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf1 drop 1
107. 150. 32. 61 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i1 |bl ock-sp-trafl drop 1
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock_Wp Al _Nets drop 1
71.6.216. 39 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il B ock_Udp Al _Nets drop 1
107. 150. 46. 37 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il B ock Udp Al Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1
198. 55. 103. 222 Lhited Sates 147. 237. 0. 200 ndu. i of i | JLMPurple Gon Linit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
200. 195. 135. 82 |147. 237.77. 243 |Rrazi nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
112. 169. 100. 157|147. 237. 76. 202 Okfrea Republic | nalagidf.il  |ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147, 237. 76. 147 okfrea’ Republic | i ruch, aka.i df i |ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.76. 42 |krai ne refuah.idf.il ET SCAN NVAP -sS wi ndow 4096

Russi an o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potenti g
91.197.232.40 [147.237.77.61 . e.cogat.idf.il ) 1

Federation Scan or Infection
13.82.25.17 147.237.76. 42 |[hited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
200. 195. 135. 82 |147. 237.77. 243 |Razil nobi | e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
112. 169. 100. 157|147, 237. 76. 177 okfrea’ Republic e idf il ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147. 237. 76. 31 Okfrea Republic | ychalidf.il  |ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.76.42 |kraine refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 67 |147.237.77.179|hi na e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.82.25. 17 147.237.76.42 |lnited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
84.95.208.20 | srael 147. 237, 76. 200 |ei tan aka i of .| | €AM NG ENgine: TGP Invalid - invalid segnent retransnission drop 222
Ret ransn ssi on Packet dr opped.
66.249.65.65  |tnited Sares  |147.237.72. 166 |akaicr.i1 | S2M NG Engine: TP Invalid - finvalid segnent retransnission drop 81
Ret r ansn ssi on Packet dr opped.
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
84. 95. 208. 20 | srael 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 22
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 18
181. 135. 215. 234|Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il drop SAMrul e drop 15
84. 95. 208. 20 | srael 147.237.76. 200 |ei tan. aka. i of . i{dr op SAMrul e drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 13
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.96.215 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
207.46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
81.218.151. 198 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
36.110. 147. 67 |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
67.82.229.1 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
121.54.54.53 Phi |i ppi nes 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
104.154. 75. 106 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
66.249.73.243 |United Sares  [147.237. 72, 166 |akaicr i1 || @M NG Bngine: TP Invalid Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
37.9.122. 201 gz::;”i o 147.237.72. 166 |aka. i df . i ‘:a; (:Zr:srr]r? sEsTgcl)r?e: TP Invalid Lg‘éijeitd ;egggga retransmissi on drop 3
84. 95. 208. 20 | srael 147. 237. 76. 200 [ei tan. aka. i df . f SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.53.168.170  |israel 147.237.72. 166 |aka i i1 |/ €AMNg Engine: TGP Invalid  invalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dr opped.
178. 154. 189, 201 :3::;’} o 147. 237.72. 166 |aka i df . i | ;; ?Z':]"Srllr? quigé:e: T Invalid 'P:éil;td ;eggsgg_ retransmssi on. drop 3
66.249.64.176 |United Sates  [147. 237. 76. 200 |eitan aka i || 2 NG Engine: TP Invalid  invalid segnent retransmission. drop 3
Ret r ansm ssi on Packet dr opped.
37.26.148.237 |israel 147,237, 72. 166 |aka icf. i1 | S NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
189. 61. 88. 40 Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
121.54.54.134  |Pnilippines 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
84. 95. 208. 20 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
8.37.70.41 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
89. 138. 192. 35 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
66. 249. 79. 89 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
164.132.161.91 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
54.234.93. 58 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
186. 80.37. 111  |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
84.95. 208. 20 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST alert 2
199.30.24.245 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
84.95.208.20 |[Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 98
84.95.208.20 |lIsrael 147.237.76.200|ei tan. aka. i df .i| [Miltiple Wauthorized URL Access from 84. 95, 208. 20 B ock 84
84.95.208.20 |Israel 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 4
121.54.54. 131 |Philippi nes 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/tenpl ates/ general / nobil e Bl ock 2
51.255.65.36  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/smalinihtm/11. asp B ock 1
104.139.37.83 |Lhited Sates 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
68.180.230.45 |Uited Sates  [147.237.76.42 [refuah.idf.il  [sho o o0 L ACSess 10 aspx Bl ock 1
84.95.208.20 |Israel 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 1
62.210.254.52 |France 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; h in waw aka. i df.il/nai n/giyus/ capt cha. ashx |None 1
69.197.185.18 |[lLhited Sates 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Waut hori zed URL Access on ww def encesl. cond B ock 1
66.249.73.161 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yonan. asp |B ock 1
79.178.159. 101 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from79.178. 159. 101 (Cpen Mbde) |None 1
66. 249. 78. 236 |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’;g;ri?éefz?p :Asctc;sazlet/?i | es 91 2796, pg Bl ock 1
79.178.159. 101 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
2.55.128.243 |Israel 147.237.76.31 |nakchal .idf.il ﬂ?f’;gg%?gﬁg‘pﬁgfgﬁgéﬁi | 65/ 8 1668, doc B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
66.249.79.89 |Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 66.249. 79. 89 B ock 1
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