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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 851
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 384
82.81. 6. 86 | srael 147.237.77.170 naar achot . i df.il Invalid L4 Header Length drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
69. 197. 185. 18 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 2
107. 150. 32. 58 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf1 forward 2
94.102. 49. 116 Net her | ands 147. 237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
68. 235. 57. 75 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock_Udp All _Nets dr op 1
94.102. 52. 10 Net her | ands 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 200 eitan. aka.idf.il Bl ock Wp Al Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address country Signature
141. 255. 158. 88 [147.237. 77. 216 |Nether| ands  |dover.idf.il Tehila - Perl LW with fake user agent 151
141, 255. 158. 88 |147. 237. 77. 216 |Netherl ands ~ [dover. i df.i SERVER- WEBAPP | ogi n. ht m access 12
141, 255. 158. 88 |147. 237. 77. 216 |Netherl ands ~ [dover. i df .i SERVER- WEBAPP adm n. php access 10
141. 255. 158. 88 [147. 237. 77. 216 |Netherl ands ~ |dover.idf.il SERVER- WEBAPP adni nl ogi n access 6
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
183.60.48.25 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76. 148 |Chi na gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
174.37. 194. 144 (147. 237.77. 205 |Lnited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
141.212. 122. 46 |147.237. 77. 176 |Lhited Sates |natpash.idf.il ET SCAN Potential SSH Scan 1
18 6. 125 237 |147 237 0.19  |cni na vadimatal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 73. 224 |147.237.72.166|lhited Sates [aka idf.il SER\/ER-APAO—E.Apache mod_ssl non-SSL connection to SSL port 1
deni al of service attenpt

183.60.48.25 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
173.193. 130. 54 |147. 237. 76. 148 |Lhited Sates |[ggcenter.aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 47. 12, 162 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
198.20.69. 98 |147.237.77.74 |lhited Sates [lawidf.il ET DROP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
38.111. 147. 84 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 217
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 161
66.249.65.65 |Lnited Sates 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval i d invalid segnent retransnission drop 159
Ret r ansni ssi on Packet dr opped.
65.112. 11. 46 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 152
207.241. 231. 163|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 120
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 102
46.19. 86. 27 I'srael 147. 237. 72. 166 |aka. i f . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 84
Ret r ansm ssi on Packet dr opped.
96.224.252.59 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
208.115.111. 73 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
75.104.198. 144 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
84.95.208.20  |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id linvalid segnent retransnission. |, 36
Ret r ansm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
77.126.215.34  |israel 147. 237. 72. 166 |aka. i f . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 36
Ret r ansm ssi on Packet dr opped.
188. 161. 33. 7 ga:lcisgii:;a” Territory. 1 47, 237.77. 216 |dover. i df i1 drop First packet isn't SN dr op 34
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
79.178.232. 234 |Israel 147, 237, 76. 200 |ei tan. aka i o i1 | €M NG Engi ne: TP Invalid invalid segnent retransnissi on, drop 22
Ret r ansni ssi on Packet dr opped.
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
128.242.249.10 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
69.175.127.10 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
162. 243. 116. 152|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
162.243. 118. 199|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
196. 151. 127. 195|Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
37.26.146.169 |l srael 147.237. 77, 243 |mbi e ich. i1 || S Ng Engine: TCP Invalid linvalid segnent retransmssion. |y o, 9
Ret r ansm ssi on Packet dr opped.
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
192. 0. 101. 58 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
130. 157. 121. 118|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
207. 46. 13. 178 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
109. 65. 0. 204 | srael 147.237.72. 167 |ishurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
78.164.126.12  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
74.126.230.152 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.129.27.39 |Fance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
92.247.181.31 |Bllgaria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
176.13.21.254  |Israel 147. 237. 72. 166 |aka. i o . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. o, 6
Ret r ansm ssi on Packet dr opped.
98. 255. 167. 198 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
37.26.146.217 |israel 147.237.77. 243 |moti e ior i1 | SAMNG Engine: TP Invalid linvalid segrent retransmission. |, 6
Ret r ansm ssi on Packet dr opped.
84.95.208.20  |Israel 147.237.0.34 |tikshw.icr.i1 | €M ng Engine: TCP Invalid finvalid segnent retransmssion. |, op 6
Ret r ansni ssi on Packet dr opped.
157. 55. 39. 53 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
141. 255. 158. 88 |Net her| ands 147.237.77.216 |dover. i df . i | Mil tipl e Waut hori zed URL Access from 141. 255. 158. 88 B ock 97
141. 255. 158. 88 |Net her| ands 147.237.77. 216 |dover . i df . i | D stributed Adnmin B ocking B ock 93
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 72
141. 255. 158. 88 |Net her| ands 147.237.77.216 |dover. i df . i | Dstributed PHP Attenpt B ock 71
wwy. chanat z. aka. i df ) .
84. 95. 208. 20 | srael 147.237.77. 226 | Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 6
149. 202. 239. 135 |France 147.237.77. 216 |dover . i df . i | Paraneter Type \iolation PageNimin B ock 6
wwy i df . i1/1283-en/ dover . aspx
131.253.25. 159 |whited Sates |147.237.77.216|dover.idf.il D stributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 6
173.192. 138. 226|Uhited Sates [147.237.72.166|aka.idf .il Ml ti pl e Unhaut hori zed URL Access from 173. 192, 138. 226 B ock 5
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | D stributed PHP Attenpt B ock 4
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 4
131.253.25.178 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waww i df.il/error. htm B ock 3
www. chamat z. aka. i df
84. 95. 208. 20 I srael 147.237.77. 226 | PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 3
131.253.25.138 |uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on v idf.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml ti pl e Unauthorized URL Access from 84.95.208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i | Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 2
. . Unhaut hori zed Met hod HEAD f or
46.116. 42. 42 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i 1V gi yus/ general  aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Distributed PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Ostributed PHP Attenpt B ock 1
77.125.74.164  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx |B ock 1
199. 30. 25. 17 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249.73.179 |[Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ i n/ smal i nd showbi g. aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.79.107 |[lIsrael 147.237.77. 216 |dover. i df . i | 147, 237. 77. 216/ 1362- 15365- he/ dover . aspx B ock 1
54.210.18.124 |Wited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il D stributed PHP Attenpt B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
66.249.73.224  |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
. . Unhaut hori zed URL Access to
66.249.79.109 |Israel 147.237.77. 216 |dover . i df . il 147, 237. 77. 216/ 1379- 11674- he/ dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77. 216 |dover.idf .il v i df i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
54.210.18.124 |lnited Sates |[147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
107.150.32.58 |lhited Sates |147.237.76.200|eitan. aka.idf.il Unhaut hori zed URL Access to www def encesl. cond B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 1 es/ 0/ 2690. ] pg B ock 1
' : . Unaut hori zed LRL Access to
17.142.156. 171 |Uhited Sates [147.237.72.166|aka.idf.il voww aka. i of i |/ appl - app. si t e- associ at i on B ock 1
www. chanat z. aka. i df i
84.95.208.20 | srael 147.237.77.226 | Unaut hori zed LR Access to o B ock 1
il wan chamat z. aka. i df . i1/tenpl at es/ honepage/ di v.item
68.180.230.45 |lhited Sates |[147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249.65.18  |israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in None 1
ww aka. i df . i |/ mai n/ gi yus/ general . aspx
. . Unhaut hori zed URL Access to
66.249.78.242 |lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f11 es/ 9/ 2389, ] pg B ock 1
31.168.67.217 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
69.197.185.18 |Wnited Sates |147.237.76.39 |nobile.neitav.idf.il [|Unauthorized URL Access to wwy def encesl. cond B ock 1
173.192. 138. 226|Uhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
. . Uhaut hori zed URL Access to
66.249.73.161 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ ei t an/ prat i nd pi rt eyer ua/ B ock 1
. . Unhaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df . i | v i df i 1/t enpl at s/ honepage/ pi wi k. php B ock 1
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
141. 255. 158. 88 |Net herl ands 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to ww i df. il /admn/ B ock
66. 249. 79. 89 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df .il/894-ar/ dover. aspx/ B ock
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