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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6471
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4

94. 102. 49. 116 Net her | ands 147.237. 76. 38 eeneitav.idf.il [Bock Np Al Net drop 1
123.151. 42. 61 Chi na 147. 237. 76. 202 e halag.idf.il Block Udp Al Nets Con Limt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker (}Juntry|Target Address |Site |Sgnature
198. 143. 180. 166 [Lhited Sates 147.237.77. 234 |hal ag. i df . i|16798: HITP. G\U Bash HTTP Header Renote Code Execution Mul nerability |Bl ock 1
41.238.7.36 Egypt 147.237.77. 216 |dover . i df . i]0863: HITP. fpadntgi . exe Access B ock 1
41.238.7.36 Egypt 147.237.77. 216 |dover . i df . i]1185: HITP. 11S adnegi O3 Access Bl ock 1




05-04-2016-01:07:24 to 05-04-2016-02:07:24

|Top Attackers In |D|

Target Address ‘Attacker Qountry|Ste

Signature

41.238.7.36 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 327
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.79.89  [147.237.77.216|hited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
84.109. 178. 243 [147.237.0.34  [Israel tikshuv.idf.il |ET SCAN NVAP -sA (2) 2
66.249. 65. 65  [147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
41.238.7.36 147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 2
95.173.184.12 |147.237.72. 166 |Turkey aka.idf.il ET SCAN Potential SSH Scan 1
41.238.7.36 147.237. 77. 216 |Egypt dover.idf.il SERVER WEBAPP ser ver - st at us access 1
41.238.7.36 147. 237. 77. 216 |Egypt dover.idf.il SERVER WEBAPP acti ve. |l og access 1
41.238.7.36 147. 237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP . bash_hi st ory access 1
41.238.7.36 147. 237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP . DS St ore access 1
202.29.94.108 |147.237.76. 198 |Thai | and e.yonalan.idf.il|[ET SCAN NVAP -sS wi ndow 3072 1
118.193.27.7  |147.237.77.170|Hong Kong naar achot . i of .1 1|ET WEB_SERVER Poi son Nul | Byte 1
91 197 232,40 147 237 72 217 [FUsSian cid il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Federati on Scan or Infection
41.238.7.36 147. 237. 77. 216 |Egypt dover.idf.il SERVER- VEBAPP server-info access 1
41.238.7.36 147.237. 77. 216 |Egypt dover.idf.il SERVER- VEBAPP . FBA ndex access 1
202.170. 80.40 |147.237.77.235|Mngolia sviva.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S te

‘Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

66. 249. 65. 65 Lhited Sates 147.237.72.166 |aka.idf .il . . dro 129
Ret ransm ssi on Packet dr opped. P
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 93
41.238.7.36 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 47
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
107. 167. 103. 140|lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
54.72.73. 168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
84. 108. 238. 52 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
100. 1. 156. 207 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
162. 243.97. 21 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
84.109.18.138 | srael 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
46. 151. 209. 156 |Saudi Arabia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
79.178. 232. 234 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 10
Ret r ansn ssi on Packet dr opped.
109. 65. 28. 146 | srael 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
Sreamng Engine: TCP Invalid i i Ssi
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.145 | srael 147.237.77. 243 |nobi l e i df .1 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
R SYNFACK retransmit with different .
109. 65. 28. 146 | srael 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 8
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
84.108.238.52 |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
31.168.67.217 |israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi
37.26.149.170 | srael 147. 237.77. 243 |mobi l e, i f . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.169 |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.
Russi an S -
141.8.132.78 ration 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
165. 230. 224. 107|Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
37.26.146.170 | srael 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i Ssi
5.22. 131. 60 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
129.81.78.141 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
144.76.71. 83 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
157.55.39.106 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
94. 230. 86. 38 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
185. 27.105. 101 |l srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
78.164.126.12 |Turkey 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
8.37.227.69 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
46.19.86.195  |[Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber al ert 4
91.200.12. 136 |lkraine 147.237.76.31 |nakchal .idf.il |drop SAMrule drop 4
156.211. 138.17 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
207.241. 231. 163|Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
199. 30.24.175 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.238.7.36 Egypt 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from41.238.7.36 Bl ock 272
41.238.7.36 Egypt 147.237.77.216|dover . i df . il PHP Att enpt B ock 12
41.238.7.36 Egypt 147.237.77.216|dover.idf.il Mil tiple Adnin Bl ocking from41.238.7.36 B ock 5
5.29.126.145  [Israel 147. 237.77. 226 ;’“(;\:N.'i(;ha”at z. aka. m“é::;tzfgk;ﬁ'dﬁ‘ﬁzfpi;’torage/fi s/ 8/ Hock |3
84.109. 18.138 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 2
66. 249. 79. 89 I srael 147.237.77.216|dover.i df . il Distributed Lhauthori zed URL Access on v idf.il/error. htm B ock 2
37.26.149.170 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
46.116. 115. 174 |Israel 147.237.77.216|dover.idf .l Par anet er Type Mol ation SearchText in wwidf.il /1065 he/ dover. aspx [B ock 2
31.168.67.217 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | Illegal HITP \ersion B ock 1
109. 66. 10. 219  |Israel 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed LRL Access to waw cogat.idf.il/tenpl ates/|inks/mobile [B ock 1
80.86.94.7 Ger many 147.237.0.15 |kosher-kravi.idf.il [Miltipl e Wauthorized LRL Access from 80.86.94.7 Bl ock 1
151. 80. 31. 183  |Fance 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to |ist.ips.gov.il/robots.txt B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Mitiple Illegal HITP \ersion from118.193.27.7 B ock 1
118.193.27.7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Abnornal |y Long Request met hod B ock 1
NLLL Character in Method
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | (#2213 (AU A [[#01[#0 [[#U 1 [[#301 T [[#3]1[[#3]] Y'EE'[[#{Bl ock 1
6] ] [[#22] 1 £[[#27]]14; Ti"[[#0] ] yE ol | €5TPbi
66.249.78.248 | srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’.r;éele‘gp ;Coerzsg;/cf’i | es 412974, pg Bock |1
37.26.146.170 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | Mil formed HTTP Header Line 1 B ock 1
109. 175. 109. 33 if;;goi?ﬂa 147.237.77.74 |lawidf.il PHP At t enpt Bock |1
80. 86. 94. 7 Ger many 147.237.0.15  |kosher-kravi .idf. i [\hauihorized tR. Access /ianI at es/ homepagel homepage. aspx Hock |1
185. 27. 105. 101 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
118.193.27.7 Hong Kong 147.237.77. 170 [naar achot . i df . i | Mil tiple Ml formed HTTP Header Line from 118.193.27.7 Bl ock 1
I‘I I‘eg‘al‘ I}/te CDde\Character in Header Nane
VOIS0 L0111 1011 DALA A FOMLL 141 A L 741101141
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | S0 1/ [[#0]] L [#01] A [#171] AL [#711 AL #1201 A [#211 L 14011 [ [#5]] [[#001 ([ Bl ock 1
#A] ] [[#0] ] [[#21] 1 [[#0] 1 [[#18] ] [[#0]]#011[ [#0]]Y[[#1]1[[#O]1[[#0]] ni[#O
A [[#O] [[#4) ] [[#3]T[[#O1] [[#2]1[[#2]][[#0]]
85.65.51.168 | srael 147.237.72. 166 |aka. i df . i | m“;:;rii ;??Isk;a?ﬁfsgr;;’t;w aspx Bock |1
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | NLL Character in URL [[#25]1{[#0]1[[#0]]1Q(H[#20]], Bl ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Ml formed URL [[#25]] {[#01]1[[#0]1Q(H [#20]]. B ock 1
109. 175. 109. 33 if;;goi?ﬂa 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xnrpc. php Bock |1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
118.193.27.7 Hong Kong 147.237.77. 170 |na@ar achot . i df . i | Mil tiple Ml formed URL from 118.193.27.7 B ock
41.238.7.36 Egypt 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i/ uni scan5513uni scan/ B ock
Illegal Byte de Character in Mthod
118.193.27.7 Hong Kong 147.237.77. 170 |maar achot . i df . i | (#2201 [[#31[[#U L #] " [[#01[[#0 ] [[#U 1 [[#301 ] [[#3]1[[#3]] Y'EE [[#Bl ock 1
6] ] [[#22] 1 £[[#27]]4; Ti "[[#0] ] yE ol | €5TPWbi
5.29. 126. 145 I srael 147.237.77. 226 ;/\Aé\:/v.icl:harrat 2. aka. Ml tiple Unhaut hori zed LRL Access from 5. 29. 126. 145 B ock 1
85.65.51.168 | srael 147.237.72. 166 |aka. i df . i | mngk“;'_ i???';;;r nlcéggr?:fltga?gfic‘;g'\:isgfcphsaChar$Ct'41 in None |1
68.180.230.45 |[Lhited Sates  [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. txt B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77. 170/ B ock 1
41.238.7.36 Egypt 147.237.77.216|dover . i df . il Adnin Bl ocki ng B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | Mil tiple Abnormal |y Long Request from 118.193.27.7 B ock 1
109. 253. 208. 250]l srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 [naar achot . i df . i | Mil tiple Unknown HTTP Request Method from 118.193.27.7 B ock 1
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Illegal Byte Gode Character in URL [[#25]]14[#0]1[[#01]1D(H[#20]1, B ock 1
85. 65. 51. 168 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in v aka. i df . il /mai n/ sachar/ paysl i ps. aspx None 1
68.180.231.43 |Wnited Sates  [147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
Unknown HTTP Request Met hod )
118.193.27.7 Hong Kong 147.237.77. 170 [maar achot . i df . i | ES][T[Z[ZL]Z[ZET?[][E;%]]] i[[ﬁl][][%ﬁlil]z[gﬁ]e]s%ﬂ][fn@ [[[[f’z]g][][(#s” YE g ook 1
[[#O1][[#0]] D(H [#20]].
118.193.27.7  |Hong Kong 147. 237.77. 170 |maar achot . i df . i | ﬁ'g.ifég '2'7'.e7gal Byte (Qode Character in eader hane from Bock |1
118.193.27. 7 Hong Kong 147.237.77. 170 |maar achot . i df . i | Abnorral |y Long Header Line request header nane B ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/tenplates/honepage/div.item |[B ock
NLLL Character in Header Nane at
118.193.27.7 Hong Kong 147.237.77. 170 [naar achot . i df . i | L[lgioﬁf[[isﬂf[w#éﬁmf[%ﬁoi[]f %ﬁoé[][%ﬁ]g{?[iﬁ]]ﬁ{[[ﬁ]]][ffoﬁf\[i‘;‘g][ B ock 1
[[#0]] [[#19]] A#O12A [#3]] [[#0] ]
65. 55. 212. 68 Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
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