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|Top Attackers | n DDoS- Def ence |

05-03-2016-19:04:01 to 05-03-2016-20:04:01

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 5570
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1908
197.160.71.6 Egypt 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - reset 16
190. 31. 137. 148 Argentina 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 10
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
185.94.111. 1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock Wp Al Nets dr op 1

94. 102. 49. 116 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1




05-03-2016-19:04:01 to 05-03-2016-20:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature |Devi ce Action ‘Count |

197. 160. 71. 6 Egypt 147.237.77.216 |dover. i df.i|12026: HITP. LA C DDoS Tool (Q\LY enabl e when under oS attack) Bl ock 2




05-03-2016-19:04:01 to 05-03-2016-20:04:01

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

87.71.40.159 |147.237.76.86 |lsrael navy. i df il ET SCAN NVAP -sA (2) 14
5.101.156.42 |147.237.72. 166 :Z:::tnion aka.idf.il Tehila - Perl LW with fake user agent 5
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
45.62.254. 172 |147.237. 77. 243 |Canada nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185.40.4.41  |147.237.0.17 RF;:::I'}O” mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
45, 62.254. 172 |147.237. 77. 226 |Canada wwn chanat z. aka. i df il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 64. 105. 114 |147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
45.62.254. 172 [147.237.8.45 [Canada e.eitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102.52.47  |147.237.77. 243 |Net her| ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.102. 254, 241 |147.237.72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
91.216.3.101  |147.237.77.216 ?é“f;:t”ion dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5.29. 84. 150 147.237.77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
84.228.141.51 |147.237.77.216|lsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 103. 212 |147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
208. 100. 26. 228 [147.237.8.24 |lhited Sates |elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.19.86.246  [147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
192.195. 83.66 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TGP D stributed Portscan 1
45.62.254. 172 |147.237. 77. 235 |Canada sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 |147.237.8.50 |United Ki ngdom |e. tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.62.254. 172 [147. 237. 76. 200 [Canada eitan aka idf.il ET SCAN Potential VNC Scan 5900- 5920 1
106. 38. 241. 106 [147. 237. 72. 166 |Chi na aka idf.il SERVER APAQ{ Apac_he od_ssl - non- S8 connection to SSL 1
port denial of service attenpt
37.26.147. 183 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.240.80. 14  |147.237.77. 216 |Lebanon dover.idf.il portscan: TGP D stributed Portscan 1
87.71.116.246 |147.237.72. 166l srael aka.idf.il portscan: TCQP D stributed Portscan 1
2.53.150.5 147.237.77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 114. 192 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
80. 246. 137. 202 |147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.90.221. 111 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
190. 31. 137. 148 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 464
66.249.65.65  |lhited Sates  |147.237.72. 166 |aka i df . il Streamng Engine: TCP Invalid - finvalid segnent retransnission. |, o 147
Ret r ansmi ssi on Packet dr opped.
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 60
79.179. 28. 119 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
84.110. 36. 223  |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
50.247.230.14 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
46. 19. 86. 110 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
37.26.149.135 [israel 147.237.77.176 |natpash.icf.il  [Bad TCP sequence SINAK retransmt with different |, o 16
w ndow scal e
46.133.93.187 |Wkrai ne 147.237.72. 156 |anan. i df . i | dr op First packet isn't SWN drop 15
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
157.55.39.106 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
91. 240. 80. 14 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
77.126.235. 165 | srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 12
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
109. 67.162. 125 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 12
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12
85.115.52.201 |United Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
82. 145. 216. 115 |Eur ope 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
37. 26. 148. 173 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.148.130 | srael 147.237.76.31 |nekeharior i1 | &M NG Engine: TP Invalid invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
109. 253. 193. 21 |Israel 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 9
Ret r ansmi ssi on Packet dr opped.
62.0.222.1 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop
62.0.222.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
141.8.132.78 gj:::lnl on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109. 253. 209. 131/l srael 147. 237, 72. 167 |i shurimaka i of i || €2 NG Engine: TGP | nvalid Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
5.102. 254. 241 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19.86.240  |israel 147.237.0.34 |tikshv.ir.i1 |2/ €AMNG Engine: TCP Invalid invalid segrent retransmssion. |, o 6
Ret r ansmi ssi on Packet dr opped.
176.13.7.75 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber moni t or 6
130. 193. 50. 14 gs::;”i on 147.237.77. 243 |nobi l e.i df .| ;; ?ZTSTT? sEs?gcl)r?e: TeP Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 6
46.19.86.254  |Israel 147.237. 77, 243 obi e i1 | S Ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 66 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
132.66.50. 140 | srael 147.237. 77, 243 wbi e i1 | S Ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
35.248. 29. 43 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
109. 64. 129. 169 |l srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 66 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 66 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
217.227.25.109 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Action ‘Count
31.154. 151. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 24
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
185. 3. 147. 180 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
131.253.25. 145 |Uhited Sates 147.237.77. 216 |dover. i df . i | Ostributed Whauthorized URL Access on waw idf.il/error.htm  |B ock 6
109. 67. 109. 207 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 6
109. 67. 109. 207 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storagelfiles/2/ B ock 4
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Unaut horized LRL Access on wawidf.il/error.htm  [B ock 3
2.53.129. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.132.138.8 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Ml tipl e Whaut hori zed Method for Known URL from
46.117.35.160 |Israel 147.237.72. 166 |aka. i df . i | 46.117. 35. 160 B ock 3
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm  [B ock 3
176.13.7.75 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46. 19. 85. 150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253.193. 21 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
. . Parameter Type Mol ation search in
213.8.204.60  [Israel 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1119- he/ nakhal . aspx Bl ock 2
Russi an . . Unhaut hori zed URL Access to
5.101.156. 42 Federati on 147.237.72. 166 [aka. i df . i | wawv aka. i df. i |/ mai n/ rabanut/ general . aspx?cat i d=62471&np Bl ock 2
50.247.230.14 [lnited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on wawidf.il/error.htm  [B ock
91. 240. 80. 14 Lebanon 147.237.77. 216 |dover.i df . i | Uhaut hori zed LRL Access to v i df.il/894-ar B ock
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm  [B ock
. . . D stributed Unhauthori zed URL Access on
2.53.36.49 I srael 147.237.77. 243 [nobi | e. i df . | nobi | e. i df.il/categorytenpl ates/|i stchil ddocunent s/ 1465 Bl ock 2
217.132.38.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
Russi an . . Unknown Paraneter categorylDin
5.101. 156. 42 Fedor at i on 147.237.72. 166 |aka. i df . i | v aka i df i |/ i n/ home/ def aul t . aspx None 1
. wwnv, chanmat z. aka. i d .
77.237.138.202 |Czech Republic |147.237.77.226 £l Unaut hori zed URL Access to / B ock 1
198. 163. 212. 12 |Canada 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
141.212.122. 145|Uhited Sates 147.237.72.167|i shuri maka.i df .i | Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
- - Unhaut hori zed URL Access to
37.26.147.152 |[Israel 147.237.76.42 |refuah.idf.il ww refua. atal i df .i1/tenpl ates/ general /nobi | e B ock 1
. . . SS. Untraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
66.249.79.109 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Mol dova, . . Paraneter Type M ol ati on PageNumin
188.237.250.4 o biic of 147.237.77. 216 [dover. i df . il v i df i 1/ 1395- en/ dover . aspx B ock 1
. . Unaut hori zed URL Access to waw aka.idf.il/nai n/iwn OF 7NNN
109. 253. 159. 155! srael 147.237.72.166 |aka. i df . i | / 2016gi yus "X B ock 1
5.101. 156. 42 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Unhknown Paraneter categoryl D in ww aka.idf.il/main/rabanut/ |None 1
79.176. 26. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
212.116.182.86 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
37.26.149.131 [Israel 147.237.77. 176 |mat pash. i df . i | Distributed Suspici ous Response Code B ock
; . . Uhaut hori zed URL Access to
2.53.142. 244 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1538 B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/894- 10050- en B ock 1
68.180. 229. 241 |Uited Sates  [147.237.77. 176 |mat pash. i df . i | Paraneter Type Vol ation Pagehumin B ock 1
wan cogat . i df . i | /2110- he/ cogat . aspx
. . Unaut hori zed Met hod HEAD f or
46.117.35.160 |Israel 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
Mol dova, . . Parameter Type Molation SortOr in
188.237.250.4 o i of 147.237.77. 216 |dover. i df .il v i cf i 171395- en/ dover . aspx Bl ock 1
17.142.156. 109 |Wnited Sates  |147.237.77. 216 [dover. i df . i Wnauthori zed UL Access to Bl ock 1
v i df . i |/ appl e- app- si t e-associ at i on
87.70.45.161  |israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter _M EVETATEENCRYPTED | n None 1
wwe aka. i df . i |/ mai n/ sachar/ mai | box. aspx
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; ut m canpai gn in wwy aka. i df.il/ None 1
. . Ml tipl e Whaut horized Method for Known URL from
185. 3. 147. 145  |Israel 147.237.72. 166 |aka. i df . i | 185. 3. 147, 145 B ock 1
109. 67. 109. 207 |l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Uhauthorized URL Access from 109. 67. 109. 207 B ock 1
] . . Unhaut hori zed URL Access to
68.180.230.45 [Uited Sates 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8876- he/ r ef uah. aspx B ock 1
188. 237. 250. 4 g:)jj\:i of 147.237.77. 216 |dover . i df . i | Paranmeter Type Molation lang in wwidf.il/1395 en/ dover.aspx |B ock 1
31.154.151. 151 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for waw aka. i df.il/main/sachar/ |B ock 1
213.254.241.6  |France 147. 237.72. 166 |aka. i df . i | tnknoun Paranet er ct| 00Sct | 00Sbt nSear ch in None 1
viwu aka. i df . i | / mai n/ sachar/ def aul t. aspx
. . - Unhaut hori zed URL Access to
66.249.78.223 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1727 B ock 1
. . Unaut hori zed URL Access to
46.19.85.187  |[Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
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