05-03-2016-18:04:08 to 05-03-2016-19:04:08

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

600+"

5004"

400+

3004"

Nunber 200+
(@]

Attacks 1004

Top Tar get

[Top Attackers |

360

M dover.idf.il
M nadi matal .idf.il
M tikshuv.idf.il
Meitan aka.idf.il
W aka idf.il
M nobi le.idf.il
I navy.idf.il
M hal ag.idf.il

i shurimaka.idf.i
M aman.idf.il

180-
Nunber
G ...................
At t acks 907

W 149. 78. 155. 96
37.26.148. 233

I 79.181.37.42
167. 114. 156. 16

Il 31. 154. 151. 203

M 66. 249. 65. 65

[ 87.71.88.26

W 139. 162. 216. 112
84.94. 67. 120

M 107. 167. 96. 178

o ) A o ) o8 D . . .
S N KN T S S
Q> . ® D , x A D A
A o Y > v A - & > ©
g R A Y& Y g (T
N O Y \99 N

Top Attackers




05-03-2016-18:04:08 to 05-03-2016-19:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2916
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2868
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 5

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

79.178. 98. 23 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2

94.102. 52. 10 Net her | ands 147.237. 76. 147 chinuch.aka.idf.il |Block Np All Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
71.6.146. 185 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
79.178. 160. 229 |[147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
192. 114. 105. 254|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.240.213.93 |147.237.76.148|lhited Sates gqcenter. aka. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 35. 245  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 185 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 67. 190. 44  [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
5. 29. 209. 41 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
106, 38. 241. 106 |147. 237. 76. 86 |chi na ey, i i1 SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
2.53.158. 244 147.237. 72. 166 |I srael aka idf.il portscan: TP D stributed Portscan 1
87.70.54. 132 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109.12.112  |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 72. 14 |Chi na dover.idf.il(od) [ET SCAN NVAP -sS wi ndow 4096 1
81.218. 175. 203 [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 72. 14 |China dover.idf.il(old) |[ET SCAN NVAP -f -sS 1
79.180.138.21 |147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 1
192.118. 30. 102 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
66.249. 65. 167  [147.237.72.166 |Whited Sates  [akaidf.il SER.\/ER-APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
149. 88. 236. 105 |147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
46.138.139. 178 |147.237.77. 216 23::;'}0'1 dover. i df il portscan: TGP Distributed Portscan 1
115.47.12.162 [147.237.76.38 |China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
37.46.38. 110 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 142. 232 [147. 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
2.53. 160. 16 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
94.102. 52. 47 147.237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.33.60 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
87.70. 33. 253 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.108.232.81 |[147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 72. 14 |Chi na dover.idf.il(od) |ET SCAN NMAP -sS w ndow 2048 1
80.246. 136.53  [147.237. 72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
37.26. 148. 233 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 325
Sreamng Engine: TCP Invalid i i ssi
79.181.37.42  |israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 195
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
66.249.65.65  |Wited Sates  |147. 237.72. 166 |aka i df. il Streamng Engine: TCP Invalid invalid segnent retransnission drop 60
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.71.88. 26 I srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 30
Ret ransm ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
107.167.96. 178 [Lnited Sates  |147.237. 77. 216 |dover. i df.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
o SYNretransmt wth different :
84.94.67. 120 I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal noni t or 23
reamn ine: TCP Invali i i ssi
79.179.242.52 | srael 147, 237. 76. 200 |ei tan. akaicf.i1 | " €M g Engine P Invalid invalid segnent retransnissi on drop 21
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
212.199.84.42 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
108. 21.101. 178 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
24.229.110.32 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
75.150.116.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
Sreanming Engine: TGP Invalid i i sSi
2.53.44.85 I'sr ael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 15
Ret ransni ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
50.87.144. 145 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid ' i ssi
84.228. 249. 168 I srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 65.220. 96 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 12
Ret ransn ssi on Packet dropped.
109. 253. 225. 149! srael 147.237.77. 216 |dover.i df il drop First packet isn't SWN drop 11
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
103. 252. 200. 190|S ngapor e 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
66. 249. 81. 218 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85. 31 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dr opped.
46. 120. 77. 166 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
109. 253. 225. 149|I srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 9
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
Sreamng Engine: TCP Invalid i i SSi
84.109. 44.17  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 8
Ret ransm ssi on Packet dropped.
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
66. 249. 81. 212  |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
212.179. 218. 221|lI srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
213.8.118. 14 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 7
Sreamng Engine: TQP Invalid ' i ssi
66.249.78.252 |Uited Sates  [147.237.0.19 |nadi matal.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
82.81.36.158  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.86.240  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
109. 253. 135. 84 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
50. 153. 130. 159 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66. 249. 81. 215 RJSS::t”ion 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 6
31.210.179.91 |lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i sSi
109. 253. 209. 243|l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
217.163.61.14 |United Kingdom|147.237. 77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
80. 179. 143. 158 |Israel 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid AGK nunber noni t or 6
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 78.155.96 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 368
31.154. 151. 203 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 88
109. 253. 193. 64 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
64.60.9.178 Lhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed Method for Known URL from 64.60.9. 178 B ock 11
131. 253.25. 252 |wnited Sates |[147.237.77.216|dover.i df.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 4
2.53.48.18 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 31 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
80. 246. 136. 216 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53. 44. 85 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
95. 35. 140. 76 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.146.138 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
Dstributed Paraneter Type Mol ati on on
176.13.12. 62 | srael 147.237.76.42 |refuah.idf.il v refua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct 1 00$Cont ent P aceHol der 1$t xt Last Nane
66.249.81.218 |[Israel 147.237.77. 216 |dover.i df . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
87.70.59.131 [ srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : ?r(;fz‘f? , (L:J:tLeSc‘):rCyetzsnptl O e/ 1 st chi | cdocument s/ 1465 Bl ock 2
81.218.145. 152 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unauthorized URL Access from 81.218. 145, 152 B ock
173.251.20.242 |lnited Sates |[147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error.htm Bl ock
46.19. 86. 177 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock
66. 249. 65. 167 I srael 147.237.72. 166 |aka. i df . i | %&gﬁﬁ&%‘fﬁ:ig - Protocal vidation None 1
81.218. 145. 152 [lIsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v | awidf.il/tenpl ates/fag/ nobile B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf .il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock
46.19. 86. 199 I srael 147.237.77. 216 |dover.i df .l Paraneter Type M ol ation SearchText in wawidf.il/1065-he/ dover. aspx B ock
106.38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il %&gﬁ?ﬂ&%‘fﬁ:g - Frotocol violation None 1
79. 176. 26. 44 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249. 65.217 [ srael 147.237.72. 166 |aka. i df . i | llj;&;f‘tzgc;r'?;dlég‘mpfgleziaf? 1 showbi g. aspx B ock 1
Unknown Par anet er
109. 253. 222. 140|I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $passwor dUpdat et xt Passwor d i n [None 1
wan aka. i df . i |/ mai n/ gi yus/ f ag. aspx
37.142.68.103 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
84. 94. 67. 120 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shared/ bul | et 1. gif  |B ock 1
208.105.66.42 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
5.29.209. 41 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/ general / nobil e B ock 1
106. 186. 113. 132Japan 147.237.77.233|atal . i df .i | \'\/'flotl i;tjli inuq(t;_cfgg\ﬁ_gaie}iﬁgf)r om 106. 186. 113. 132 (Pr ot ocol None 1
79.181.9. 196 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/om B ock 1
66.249. 66,121 I srael 147.237.76.42 |refuah.idf.il ﬁ?.”tzg;"r;éefyi?‘p gcoizz;/?i s/ 81 3048, pg Bl ock 1
69.112.148.160 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
64.60.9.178 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed Met hod HEAD for waw aka. i df .il/mai n/sachar/tfasi maspx |B ock 1
213.57.183.214 | srael 147.237.72. 166 |aka. i df . i | mn:k“; I???‘;ﬁg nf;;g?:f/t;ag?icE:.'\:isgfmhsad‘ar$°t' S5in None 1
5. 206. 88. 106 gcsj:;:ﬂ on 147.237.77.19 |l awforumi df. i | [Suspici ous Response Code B ock 1
106. 186. 113. 132Japan 147.237.77.233|atal .idf il %ﬁ&ﬁﬂ?ﬁﬁﬂf& Protocol vialation None 1
66.249.69.32  |Israel 147.237.76.42 |refuah.idf.il llﬂ?”;g?r ;é?ngg‘pfgfgfzg;oﬂ s/ 8/ si 261000/ 3048, pg B ock 1
46. 19. 85. 107 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
89.138.70.102 |israel 147.237. 72. 166 |aka. i df . i | mn;’k‘”; iﬁr.?'mg J;;gﬁ:;‘jgﬁffg@’:;;fcphsaChar$Ct' 551in None 1
71.251.19. 27 Lhited Sates |147.237.77.216|dover.idf .il D stributed Lhaut horized URL Access on wawidf.il/error.htm B ock 1
66. 249. 65. 12 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 253. 135. 84 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
66.249.78.236 I srael 147.237.76.42 |refuah.idf.il ﬁ?.”tzg;"r;éefyi?‘p gcoizz;/?i | es/ 413044 pg Bl ock 1
77.126.62. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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