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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3398
109. 67. 63. 220 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
185. 120. 126. 40 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
222.186. 42. 248 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack Con Tcp drop 2

46. 120. 77. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
212. 143. 254. 66 | srael 147.237.76. 200 eitan. aka. idf.il ock Wdp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Np Al _Net drop 1
180. 48. 6. 207 Japan 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
120. 132. 50. 135 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

rget Address

Site

Sgnature

Country
147.234.241.1 |israel 147.237.77. 216 |dover.idf . il 13840: TLS. (penSSL Heartbeat Packet B ock
108. 143. 180. 166|United Sates  |147.237.0.19 |madi matal . i df .j [$8798 HITP: G\ Bash HTTP Header Renote Code Execution B ock
Wl nerability
42.117.4. 74 Mi et nam 147.237.72. 166 |aka. i df . i | 22280: HITP. Joonha Qhject Injection Wil nerability B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
40. 76. 60. 52 147.237.76. 148 |Whited Sates  |[gqcenter.aka.idf.i|[ET SCAN NMVAP -sS w ndow 2048 1
187.188.72.11 |147.237.77. 243 |Mexi co nobi | e.idf il ET SCAN NVAP -sS wi ndow 1024 1
37.26.147.170 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 140. 23 |147.237.76. 42 |United Ki ngdom|refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
5.39. 222. 253 147. 237. 76. 200 |Net her | ands eitanakaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
145.132.1. 222 [147.237.8.46 |Nether| ands e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.188.165. 14  [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
87.68. 12. 37 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
79.183.189. 165 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.116.29.222 (147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
220. 124. 151. 130(147. 237. 76. 197 Okfrea' RepUDIIC o himushick.il  |ET SOAN Potential SSH Scan 1
40. 76. 60. 52 147.237.76. 148 |Lhited Sates  [ggcenter.aka idf.i[ET SCAN NVAP -sS wi ndow 3072 1
192. 114. 177. 190|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
40. 76. 60. 52 147.237.76. 148 |lhited Sates |gqcenter.aka idf.i|ET SCAN NVAP -f -sS 1
163. 172. 140. 23 |147. 237. 76. 147 |Uni ted Ki ngdom|chi nuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
17.78.106.189 |147.237.72.166|lhited Sates [akaidf.il portscan: TCP D stributed Portscan 1
147.234.241.1 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
2.55.190. 59 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
132.72.71. 64 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93. 174. 93. 50 147 23777 235 et her| ands svivaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 64. 16. 182 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
68.180.231. 43  |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 115 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Acti on ‘Count
66.249.65.65 |United Sates 147237, 72. 166 |aka i1 | €AMNG Engi ne: TGP Inval id invalid segnent retransmission. |, ) 146
Ret r ansm ssi on Packet dr opped.
15. 203. 169. 105 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 104
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
79. 143. 180. 232 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 51
192.31.106.36 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 49
198. 251. 60. 85 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
176.13. 6. 29 I sr ael 147.237.72. 166 |aka i i1 | 3 NG Engine: T Invalid Jinvalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
87.70.104. 44  |israel 147.237.72. 166 |akaidr. i1 || SAMNg Engine: TP Invalid invalid segnent retramsmssion. |, o, 24
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
80.246.130.38 | srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdge\:,rsaé;rit wth different moni tor |19
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
5.228.19. 165 Russi an Federation 147.237.77. 176 |nat pash. i of . i {dr op First packet isn't SYN drop 17
95.221.248.70 |Russi an Federation 147.237.77. 176 |nat pash. i of . i l{dr op First packet isn't SN drop 17
52. 68. 136. 185 |Japan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
176. 195. 154. 178|Russi an Federation 147.237.77. 176 |nat pash. i of . i |{dr op Frst packet isn't SYN drop 14
66.249. 79. 107 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
162. 243.97. 21 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
149.78.59.82  |Wited Sates 147.237.72. 166 |aka a1 | 3 NG Engine: TP Invalid Jinvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
95.221.248.70 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
176. 195. 154. 178|Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
109. 253.136. 11 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence md;?vrsaé;nlt wth different moni tor |10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
24.167.223.209 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
213.57.237.252 |lsrael 147.237. 72. 156 |aman.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.120.77.166 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
2.53.13.233 | srael 147.237.72. 166 |aka. i df .l SYN At tack SYN -> SYN-ACK -> RST rej ect 8
5.228.19. 165 Russi an Federati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
77.158. 88. 41 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
66.249.79.107 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
66. 249. 79. 107 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 7
109. 253. 207. 64 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
66.249.79. 107 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
2.55.187.241  |israel 147.237.77. 243 |rvi e i o1 | €3N NG Engine: T Invalid  Jinvalid segrent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
85. 65. 244. 110 | srael 147.237.72. 166 |aka. i df .l Bad TCP sequence Inval id ACK nunber aert 6
39. 250. 60. 4 I ndonesi a 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
79.180. 111. 198 |israel 147.237.72. 166 |aka i i1 |2 3N NG Engine: T Invalid Jinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
85.65.244.110 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
37.76.192. 153 gcis;ii:(ijan Territory, 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 44 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 159
109. 253. 142. 193]l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 106
80. 246. 136. 216 [lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
2.53.174.80 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 16
185. 32.179. 224 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
80. 246. 139. 181 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46. 19. 86. 87 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock 5
208.97.177.178 |Wited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut horized LRL Access from 208.97.177. 178 B ock 5
. . . Uhaut hori zed URL Access to
176.13.7.53 I srael 147.237.77. 243 [nobi | €. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1381 Bl ock 4
176.13.12. 143  |Israel 147.237.0.34 [tikshuv.idf.il [Unhauthorized URL Access to waw tikshuv.idf.il/tenpl ates/ news/ nobil e B ock 4
109. 253. 197. 240|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 202. 108l srael 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/tenplates/fag/ nobile Bl ock 3
46.118. 116. 239 |Wkrai ne 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/1556-en/ B ock 3
46. 19. 85. 126 | srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code Bl ock 3
85. 65. 230. 93 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut horized URL Access from 85. 65. 230. 93 Bl ock 3
37.26.149.208 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 173 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
212.117.136.6 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1%t xt Last Nane i n
80.246.130. 81 |Israel 147.237.76.42 |refuah.idf.il W ref ua. at al i df i 1/ 1518- hel ref uah. aspx Bl ock 2
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f il/sip storagelfil es/ 9/ si ze100x0/ 3369, | pg B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f.il/sip storagelfil es/5/si ze100x0/ 3395 | pg B ock 1
66.249.78.242 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/1/2391.jpg |B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116.232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f.il/sip storagelfil es/ O/ si ze100x0/ 2330. | pg B ock 1
208.97.177.178 |nited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
176.13.7.53 I srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unauthori zed LRL Access from 176.13.7.53 B ock 1
93.157.96.210 |Pol and 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admin/ B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i df.il/sip storagelfil es/8/si ze100x0/ 2368, | pg B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f.il/sip storagelfil es/ 3/ si ze100x0/ 2413, | pg B ock 1
77.158. 88. 42 France 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
] ] Paraneter Type M ol ati on searchText in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il v ref ua. atal i df i 1/ 1325 hel ref uah, aspx Bl ock 1
. . Unhknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 55 in
46. 19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v sachar / pays! i ps. aspx None 1
2.55.136. 133 | srael 147.237.77.74 |lawidf.il Mil tipl e Whaut horized URL Access from 2. 55. 136. 133 B ock 1
- . Unaut hori zed URL Access to
192. 116.232. 69 |l srael 147.237.76.42 |refuah.idf.il wwe refua atal i il/sip storagelfiles/0/ 1740, png B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i of i1/sip storagelfil es/ 6/ si ze100x0/ 2616. | pg B ock 1
. . Paraneter Read Qnly Molation in
80.246.139.28 |[Israel 147.237.72. 166 |[aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passvor d. aspx None 1
. . Unaut hori zed URL Access to
66.249.79.107  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1384- 11005- he/ dover . aspx B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f.il/sip storagelfil es/ O/ si Ze100X0/ 2970. | pg B ock 1
46. 19. 85. 97 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 1
109. 65. 119. 180 |l srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on www aka. i df . il/mai n/ Bl ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il W refua atal i df.il/sip storagelfil es/8/si ze100x0/ 2388, | pg B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal i df.i1/sip storagelfiles/ 4 2264, ] pg Bl ock 1
79.183. 153. 156 [l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal i df.i1/sip storagelfiles/ O/ 2670, ] pg B ock 1
2.55.187. 241 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df . i | Mil tipl e Unhaut hori zed LRL Access from 192. 116. 232. 69 Bl ock 1
130. 156. 48. 2 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
. . Paraneter Type M ol ati on wb48617274 in
192. 116.232. 69 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i f.il/sip storagelfil es/ 6/ si ze100X0/ 2826. | pg B ock 1
68.180. 230. 184 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
192.116.232. 69 i srael 147.237.76.42 |refuah.idf.i|  |"3@meter Type Molation wbag6lr2ra in B ock 1

ww refua atal.idf.il/sip storagel/fil es/ 0/ si zel00x0/ 3250. j pg
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