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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10037
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3377
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp Al Nets drop 3

115. 29. 167. 133 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Tcp drop 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2

192. 96. 201. 142 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1

192. 96. 201. 142 Lhited Sates 147. 237. 76. 202 e halag.idf.il ock_Wp Al Nets drop 1
82.221.105. 6 | cel and 147.237.76. 200 eitan.aka.idf.il |Bock Np Al _ Net drop 1
5.189. 167. 216 Ger many 147.237. 76. 202 e halag.idf.il Bl ock Wdp Al Nets drop 1
94.102. 52. 10 Net her | ands 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1

192. 96. 201. 142 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Udp Al Nets drop 1
45.32.79. 225 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

77.127.85. 137 147. 237.76. 86 I 'srael navy. i df .il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
82. 80. 125. 206 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
217.132. 47. 54 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 147.237. 8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 10 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.77. 226 Lhited Sates win chanat z. aka. i df . i | ET DRCP DBshi el d B ock Listed Source 1
193. 43. 246. 250 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
149. 88. 34. 207 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 135. 50 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.228.92.71 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 18. 40 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.129. 15. 245 147.237.77. 205 France prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120. 145. 178 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
200. 41. 233. 234 147.237.77. 216 A gentina dover.idf.il portscan: TCP DO stributed Portscan 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TCP Distributed Portscan 1
149. 78. 168. 55 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 147. 237.77. 234 Lhited Sates hal ag.idf . i1 ET SCAN NVAP -sS w ndow 1024 1
89. 139. 236. 141 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
52.12.221. 38 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 633
37.26.148.167 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
Sreaming Engine: TGP Invalid i i ssi
66.249.65.65 |ited Sates |147.237.72. 166 [aka. idf. il 9 =g Invalid segnent retransnssion. drop 39
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.11.65  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 30
Ret ransnm ssi on Packet dropped.
80. 246. 130. 146 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |25
wi ndow scal e
Kor ea, . . -
203. 133. 168. 86 Republ i ¢ of 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
46. 19. 86. 29 I srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 19
82.166.57. 32 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 15
Sreanming Engine: TGP Invalid i i ssi
213.57.253. 213 |Israel 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 14
Ret ransni ssi on Packet dropped.
109. 253. 137. 217|l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber aert 13
109. 253. 137. 217|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
62. 210. 148. 246 |France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
i Sreanming Engine: TCP Invalid i i ssi
176. 248. 187, 134U t&d 147. 237. 77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. drop 10
Ki ngdom Ret r ansni ssi on Packet dropped.
198.58.102. 156 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
62.219. 167. 150 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
93.172.149. 157 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with i fferent moni tor |8
w ndow scal e
o SYNVACK retransmt with different .
62.219. 167. 150 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal noni t or 8
reamn ine: TCP Invali i i ssi
79.183.186.72 |l srael 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
213.57.218.10 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109.67.129.18 |israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
80. 178. 95. 33 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TP Invalid i i ssi
46.19.85.157  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion drop 6
Ret ransm ssi on Packet dropped.
78.164.126.12  |Turkey 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
199. 30. 25.114 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
80. 246.137.58 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
37.46. 39. 59 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
66.249.93. 182  |Eur ope 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion drop 6
Ret ransm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
149.78. 230. 201 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
213.57.218.10 |Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TGP Invalid i i ssi
46.19.85.251  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46. 19. 85. 96 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
213.57.218.10 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 6
84.108.125.84 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 5
66. 249. 79. 89 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 5
213.57.218.10 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
213.57.218.10 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 5
R SYNVACK retransmt with different .
213.57.218.10 |Israel 147.237.72. 166 |aka.i f .i Bad TCP sequence wi ndow scal e noni t or 5
212.199. 224. 24 |lsrael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 4
. . SYNPAXK retransmt with different .
132.70. 66. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
64.135.44.66 |ited Sates |147.237.76.200 [eitan. aka.idf.il 9 =g Invalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dropped.
197. 164. 102. 165|Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
80.178. 157. 105 |israel 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 156 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
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46. 19. 85. 92 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 140
79.183.53.109 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 121
46.19. 85. 179 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
46. 19. 85. 158 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
199.30.24.171 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 24
80. 246. 136. 142 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 20
109. 64. 108. 233 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Wauthorized Method for Known URL from 109. 64. 108. 233 B ock 17
176.13. 16. 82 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
88.238.114. 197 [Turkey 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 8
88.238. 114. 197 |Turkey 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to waw i df.il/administrator/index. php B ock 8
88.238. 114. 197 |[Turkey 147.237.77. 216 |dover . i df . i | Ml tiple Admin B ocking from 88.238. 114. 197 B ock 7
131.253.25. 129 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 6
37.115.129. 170 |Wrai ne 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 6
2.55.159. 93 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
37.115.129.170 |lkraine 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 37.115.129. 170 B ock 5
64.107.201. 150 |[lhited Sates [147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 4
37.26.148.154 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m”é:;t'_ziz?_m‘sf;_csef;;gzl (11 s/ O/ si 262200/ 3410, b, sr ¢ Bl ock 3
109. 253. 128. 236l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246.139. 111 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 1. 188 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.2.33 | srael 147.237.76.31 |nakchal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.15. 6 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
199.30.25.114 |lnited Sates |147.237.77.216|dover.idf.il Dstributed Whauthorized LR. Access on wawidf.il/error. htm B ock 3
80.179. 9. 115 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 2
176.13.19. 153  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
131.253.25. 158 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whauthorized LR. Access on wawidf.il/error. htm B ock 2
131.253.25. 214 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 2
187. 234. 103. 129|Mexi co 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/894-en/idf gdover. aspx B ock 2
85.64.216.111 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from85.64. 216. 111 B ock 2
66. 249. 79. 89 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 2
82.81.82.6 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 2
131.156.136. 98 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wnauthorized LR. Access on waw idf.il/error. htm B ock 2
5.102. 254.236 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.i|/1043-he/ di spl aycert uf ucat es B ock 2
80.179.9.7 I srael 147.237.77. 216 |dover.idf . il Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 2
46.19. 85. 63 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
192.117. 175. 194|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ r eset . css B ock 1
88.238.114. 197 [Turkey 147.237.77.216|dover.idf . il Admin Bl ocki ng B ock 1
80.246.137.58 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 1
79.182.124. 117 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
93.172.149. 157 [Israel 147.237.77.233|atal . i df . i | e Shaut horized R _pgscgis on Bl ock 1
207. 46.13.22 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/newsitelenglish/ B ock
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
84.111.120.172 | srael 147.237.77. 216 |dover. i df . i | V%;Jiréﬁli’tlj’?e;hua;;:g;?‘zl ﬁmgﬁfss on B ock 1
157. 55. 39. 89 Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw ti kshuv.idf.il/captcha. ashx Bl ock 1
66.249.78.236 I srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’_r;g_efﬂﬁ‘p ;Coizsg;/$i | es/ 812379, pg Bl ock 1
197. 164. 102. 165 |Egypt 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waww idf.il/arr/ B ock 1
Unknown Paraneter docld in
2.53. 5. 206 I srael 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. g |[None 1
if
79.183.25.72  [israel 147.237.77.233atal .i df .il e Shaut horized (R _pgscgis on Bl ock 1
101. 226. 33. 217 [China 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
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