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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2984
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2640
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 41
79.183. 129. 25 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6
212. 143. 254. 66 I srael 147. 237.76. 86 navy. idf.il Block Udp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
71.6.216. 54 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Block Np Al _ Net drop 1
71.6.216. 48 Lhited Sates 147.237.76. 31 nakchal .idf.il ock Wp Al Nets drop 1

94. 102. 52. 10 Net her | ands 147, 237. 76. 202 e halag.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2




05-03-2016-15:04:08 to 05-03-2016-16:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
80.179.114.19 |Israel 147.237.76. 42 |refuah.idf.il drop First packet isn't SW drop 249
98.169.155.65 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 196
Sreaning Engine: TGP Invalid i i ssi
176.13.4.106  |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 72
Ret ransmi ssi on Packet dropped.
37.26. 146. 143 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
62.210.181.90 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
197. 134. 255. 141 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
Sreanming Engine: TCP Invalid i i ssi
66.249. 78.223 |Whited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 39
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.95.205.62  |Israel 147.237. 7. 243 |noti L e i o i1 | €M NG Engine: TGP alid|invalid segnent retransnission. |, op 39
Ret r ansmi ssi on Packet dropped.
47.23.170.118 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
reamng BEngine: TCP Invali i i ssi
66.249.78.146 |lhited Sates 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnission drop 30
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.11.65  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
95. 130. 89. 4 glcis;ilgéan Territory.fy 47 237.77. 176 |nat pash.icf. il |drop First packet ism't SWN drop 24
Sreamng Engine: TCP Invalid i i ssi
66.249.78.90  |nited Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 168 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
88.150.202. 85 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
188. 32. 69. 66 Russi an Federation |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
37.26.149.194 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
98.169. 155. 65 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 17
85. 65. 10. 20 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different Jooniior |16
W ndow scal e
107.170.68.76 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
212.179. 140. 133|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
212.235.98.139 |Israel 147.237.77. 233|atal i df il Bad TCP sequence SiNretransmt wth different | oo |12
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.6.198 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.70.52.243  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 156. 2341 sr ael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
31.154.17.194 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 11
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
Sreaning Engine: TGP Invalid i i ssi
46. 19. 86. 50 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.
5.102.254.175 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
81.149.193.5 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 8
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
66.249. 78. 95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |7
212.76.127.219 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
62.219.137. 44  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
198.58.102.95 |lLhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
84.228.226.69 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 158. 252|i srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
o SYNWACK retransmt with .
2.53.8.177 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence different vi ndow scal e nonitor |6
Sreaning Engine: TCP Invalid i i ssi
66.249.93.249  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.236  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
185. 89. 217. 225 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
62.210. 148. 246 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
66.249. 78. 228 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce
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Country Target Address [Site Sgnature Action ‘Count

46.19.85.126 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 103
46. 19. 85. 92 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bock |97
176.13.15. 6 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 36
109. 65. 147. 34 |l srael 147.237.77. 170 |m@ar achot . i df . i | [Di stributed Unauthori zed HTTP Met hod Block |11
2.53.158.167 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bock |8
80. 246.139. 90 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 253. 128. 84 |l srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 8
80. 246. 136. 105 || srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bock |8
2.55.152.127 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
31.154.19.5 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 31.154.19.5 Bl ock 4
109. 65. 147. 34 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed LR Access to maarachot.idf.il/sip storagel/files/ 7/ Bock |3
88. 150. 202. 85 LK?ir::gom 147.237.77. 216 |dover . i df . i | Dstributed Lhauthorized LR Access on waw idf.il/error. htm Bock |3
132.76.50.5 I srael 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
82.81.109. 130 |[lsrael 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on wawidf.il/error. htm B ock 3
84.108.68.81 |lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/tenplates/articlel nobile Bl ock 3
46.19.85.203 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
176.13.23.51 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.146. 154 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/ schar Bl ock 2
65.55.213.28 |Whited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
66.249. 93. 113 |l srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/tenpl ates/ cont act us/ nobil e B ock 2
31.154.33.190 |[Israel 147.237.0.34 |tikshuv.idf.il [Wauthorized HTTP Met hod Bock |2
94. 188. 164. 146 || srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/tenpl ates/tenpl at econtrol s/ generic/ B ock 2
118.193.27.6 [Hong Kong [147.237.77.19 |lawforumidf.il|lllegal HITP Version +Hwtest : Test Wz Hre B ock 1
66. 249. 78. 228 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1153- 23050- he/ dover . aspx B ock 1
66. 249. 64. 230 |l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 23150- he/ dover. aspx ~ |Block |1

Unknown HTTP Request Met hod

dHl sZQUOY3Vyc29y OnRI ZnF1bHQF CQUSanF2YXN ¢l wdDp2b2l kKDApHwoFy

gFzZXRDbGFzc02ZvckzZvdXJ0aEx] dnvsKCdj dGmMVF91Y011bHRpU2I kZUJhcl 9nZ

Wbl cnFsU21 kZUJhcl 9zc GNEZXRhaWkz X3JWdFNLYkNndGVnb3JpZXNf Y3 Rs VDBf
212.179. 21. 194 |l srael 147.237.77. 176 |mat pash. i df .i|  [c3Bj RGVOYW sczJf cnBOU3VI QF0ZWivend | c19j dGmiWIzc GNEZXRhaVwkzML9 [Bl ock 1

yCcHRTdWIDYXRI 229y a\W/z X2NOb DAWX2Xx p TW/udUl 0ZWL Xc mFwe GVy Jywnc 19t

X2x| dl 8zX2xpX29udyk7Hws FxwFz ZXRDbGFzc0ZvckZvdXJ0aEx| dnVsKCdj dGmw

MF91Y011bHRpU2I kZUJhcl 9nZWBl cnFsU2I kZUJhcl 9z c GNEZXRhaWkz X3JwdFNL1

YKkNhdGVnb3JpZXNf Y3Rs VDBf ¢3Bj RGVOYW sczJf cnBO
85.64.6. 11 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
77.75.78. 171 ggfgﬂ . 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df . i/ page/ 31/ Bock |1
31.154.33.190 |Israel 147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to wwwu tikshuv.idf.il/sip storagel/files/ O/ B ock 1
118.193.27.6 |Hong Kong [147.237.77.19 [lawforumidf.il |[Mitiple Ml formed HITP Header Line from 118.193.27.6 B ock 1
66.249.78.60 |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 23122- he/ dover . aspx Bl ock 1
118.193.27.6 |Hong Kong [147.237.77.19 [lawforumidf.il [Abnornally Long Header Line request header nane B ock 1
95.86.125.75 |Israel 147.237.77.233|atal .idf.il D stributed Uaut hori zed URL Access on 147. 237. 77. 233/ 1501- he/ at al . aspx |B ock 1
62.219.99. 154 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 62.219. 99. 154 Bl ock 1
185. 89. 217. 234 |Netherl ands  |147. 237. 77. 216 [dover . i df . i | Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 1
118.193.27.6 [Hong Kong [147.237.77.19 |l awforumidf.il |Wauthorized URL Access to 147.237.77.19/ B ock 1
118.193.27.6 |Hong Kong [147.237.77.19 |l awforumidf.il |Milforned HTTP Header Line 2 B ock 1
66. 249. 93. 109 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/tenpl at es/ honepage/ nobi | e B ock 1
66. 249. 64. 235 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1361- 10653- he/ dover . aspx B ock 1
212.179. 21. 194 |I srael 147.237.77.233|atal .idf.il Mil tipl e Uaut hori zed URL Access from212.179. 21. 194 Bl ock 1
46.19.85.234 |[Israel 147.237.0.19 |[madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
85.65.10.20  [Israel 147.237.76.42 [refuah.idf.il |75 00 b horized éﬁaﬁczﬁ( on Bock |1
79.179. 114. 246 || srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwvidf.il/ Bock |1
118.193.27.6 [Hong Kong [147.237.77.19 |lawforumidf.il|Miltiple Ml formed LR from 118.193.27.6 B ock 1
118.193.27.6 |Hong Kong [147.237.77.19 |l awforumidf.il |Aonornally Long Request et hod B ock 1
66.249.78.74 |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1361- 10655- he/ dover . aspx  |Block |1
95. 170. 149. 44 :z::aaﬂ on 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagelfiles/6/66846. ppt' a=0 B ock 1
192. 115. 200. 57 I sr ael 147.237.72. 166 |aka. i df . i | mn;’k“; i'zaf“.?wtn;r nf;;f:;‘;t;aggffgz_'vzisgfc‘)hs“har$Ct' % in None |1
46.19. 85. 92 I srael 147.237.0.19 |[madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1

Unknown HTTP Request Met hod
118.193.27.6 |Hong Kong |147.237.77.19 |l awforumidf.il (#2221 [[(#3] (AU T# ] [#0TI#0 ] [[#U 1 [T#301 ] [[#3]][[#3]]: o[ [#2]] SALU[# g o 1
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