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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature Device Action |Count|

77.125. 82. 55 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2582
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 41
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 12
109. 65. 30. 6 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Wp All Nets drop 10
109. 65. 30. 6 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 5
194. 54. 168. 65 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp All _Nets drop 3
194. 54. 168. 65 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
222.186. 55. 215 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack_ _Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
71.6.216. 47 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp Al Nets drop 1
203.100. 186. 131 Korea, Republic of 147.237.76. 147 chinuch. aka.idf.il|B ock Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
45.32.79. 225 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



05-03-2016-14:04:05 to 05-03-2016-15:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

37.26.148. 168 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 360
Sreaning Engine: TCP Invalid i i ssi

176.13.11. 145 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, ., 219
Ret r ansni ssi on Packet dr opped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 142

. . SYNretransnmit wth different .

79.178.137.189 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 71

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67

185.99.32. 4 Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 66

46. 210. 245. 246 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 62
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146 |lnited Sates 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. | 39
Ret ransni ssi on Packet dropped.

194. 25.240.90 |Ger many 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 34

74.6.254. 127 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24

136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi

83.130.98.215 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 18
Ret r ansni ssi on Packet dr opped.

106.193.5.171 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16

83. 244. 55. 38 glcissi':('ja” Tertitoryly 47, 237.77. 216 dover. i o . i1 drop First packet isn't SWN drop 16

157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

162.243.97.21 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 12

198.58.102.49 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

82. 81. 46. 240 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 11

192. 116. 239. 1961 srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval id ACK nunber noni t or 11

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

37.26.148.157 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

94.195.125.73 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi

79.179.36.130 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 9
Ret ransni ssi on Packet dropped.

66.249. 64. 233 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
Sreanming Engine: TCP Invalid i i ssi

84.108.147.12 |israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. | 8
Ret ransni ssi on Packet dropped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

198.58.103. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

192. 116. 239. 1961 srael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence Invalid ACK nunber alert 7

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

8.37.227.81 Lhited Sates 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
Sreamng Engine: TCP Invalid i i ssi

5.28.171.235  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 222. 215/l srael 147.237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.5.38 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

192. 114. 23.208 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

89. 145. 95. 42 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

222.110.71.107 |Korea, Republic of  [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi

2.53.26.185 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.

46.210.210.98 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi

46.19.86.234  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 254 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi

80.178.1.136  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 87 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 41
176.13.15.6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
80. 246. 136. 142 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 16
46.19. 86. 53 I srael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed URL Access from 46. 19. 86. 53 Bl ock 8
84.108.76.111 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte QGode Character in URL B ock 7
194. 90. 99. 193 | srael 147.237.77.216|dover. i df . i | Ml ti pl e Unaut hori zed URL Access from 194. 90. 99. 193 B ock 4
94.188. 161. 145 |l srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed HTTP Met hod B ock 4
131.253.25. 204 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Whauthorized URL Access on waw idf.il/error.htm B ock 4
94.188. 161. 145 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vww i df .il/hebrew B ock 4
81.218. 251. 250 |[lsrael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed HTTP Met hod B ock 4
81.218. 251. 250 |Israel 147. 237.77. 216 |dover . i df . i | m“itgfo.ri' |Z/erdesomqu C'Agsclisosmtecr’“ /1 mages! nai npagel Bl ock 4
212.199.118.19 |Israel 147.237.77. 216 |dover.idf . il Mil tipl e Uhaut horized URL Access from 212.199. 118. 19 B ock 3
176.13.1.89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.57.173 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.177.19.6 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 9/ Bl ock 3
46.120.160.61 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/2/ B ock 3
80. 246.133.86 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 3
2.55.5.180 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
79.178.137.189 |[lsrael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 79. 178. 137. 189 B ock 3
46.19. 85. 92 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 146. 30 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
212.179.21.194 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from212.179. 21. 194 B ock 2
81. 16. 160. 45 Sweden 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt Bl ock 2
2.53. 155. 91 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:%fsz /gegpgf;tzm O e/l st chi | ddocurent s/ 1362 Bl ock 2
81. 16. 160. 45 Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/index/.php B ock 2
79.177.216. 149 [Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized LRL Access from 79. 177. 216. 149 Bl ock 2
176.13.19. 153 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
2.53.21.155 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.176. 242 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
213.57.40.169 |[lsrael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod B ock 2
213.57.40.169 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 2
2.53.33.55 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149.88.59.65  |Israel 147.237.76.42 [refuah.idf.il  [J5 020 e fori zed éﬁaﬁczzi; on Bl ock 1
66.249.93.111 |[Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock
89.138.96.115 |l srael 147.237.77. 170 |n@arachot . i df . i | |Mitiple Wnhauthorized URL Access from 89. 138. 96. 115 B ock
52.21.178.185 |lhited Sates |147.237.77.216|dover.idf.il mult Qfo.ril ; /efzéslggﬁfn; e s, vyi nvees hya, (ui L er Bl ock 1
79.177.19.6 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from79.177.19.6 Bl ock 1
2.55.50. 84 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
66. 249. 78. 159 | srael 147.237.77.216|dover . i df . i | D stributed Whauthorized URL Access on ww idf.il/error.htm B ock 1
82. 102. 136. 66 I srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm Bl ock 1
46.117.62.227 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to waw aran. i df.il/https:/ww arman. idf.il/ B ock 1
184.105. 247. 196|Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
79.178.137. 189 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/1765-he/ B ock 1
46.19.85.133  |Israel 147.237.72. 166 |aka. i df . i | m”:kv: I???’;ﬁ Ncéggﬁiitgazszz:.'vgisgf‘:phsamar$Ct' 1rin None 1
169. 229. 3. 91 Uited Sates [147.237.76.147|chi nuch. aka.idf.i|[Mitiple I1legal Byte Gode Character in Method from 169.229. 3. 91 B ock
68.180.231.43 |Wited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin wwy i df.il/1397-en/ dover. aspx B ock 1
66.249. 64. 131 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?‘lﬂzgir.i7zfdlég}n:fﬁf:zaff il showbi g. aspx Bl ock 1
212.235.62.200 |lIsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 1
89.138.96.115 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed LR Access to maarachot.idf.il/pdf/files/1/112901. pdf B ock 1
46. 19. 86. 87 I'srael 147.237.0.19 |nadi matal .idf.il gdfgf;e; .Tiyd‘:f’.'?i\f/?"nﬁ : o g;i' r?oic;(nt ent A acetbl der 13t xt Gaptcha in Bl ock 1
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