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Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
207. 46. 13. 178 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 455
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
109. 65. 30. 6 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp All Nets drop 5
87.118. 124. 186 Ger many 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
71.6.216. 48 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
82.221.105. 6 I cel and 147.237. 76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1
176. 31. 60. 249 France 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 1
85. 25. 43. 94 Ger nany 147. 237. 76. 38 eeneitav.idi.il [Bock Wip Al Nets dr op 1
125. 202. 88. 129 Japan 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
45.32.79. 225 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
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62.219.116. 7 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 49 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
217.194. 195. 181 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
93.113. 29. 17 147.237.77.216 Romani a dover . idf.il portscan: TCP D stributed Portscan 1
80. 178. 219. 204 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
66. 249. 81. 236 147. 237. 72. 167 Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 1
62.219. 13. 180 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.53.44. 106 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
85. 64. 3. 102 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
79.178.38. 76 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
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A tacker

Attacker Address Country Target Address |Ste Signature
37.26.146.220 |Israel 147.237.0.34 [tikshuv.idf.il drop First packet isn't SWN drop 164
66.249.78.146 |lnited Qates |147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 99
Ret r ansni ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
176.13.15.6 I srael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |42
37.26.148.210 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
62.88.128. 92 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 32
199. 203. 179. 99 |l srael 147.237. 72. 167 |i shuri maka. i df . il drop Frst packet isn't SN drop 27
176.13.15. 6 I srael 147.237.0.19 [nadi matal .idf.il Bad TCP sequence Invalid ACK nunber alert 21
141.8.132.78 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
66.249.64.190 |United Sates |147.237.72. 166 |aka.idf. il Stream ng Engl ne: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.146.220 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |12
46.19.86.124  |Israel 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TGP Invalid invalid segnent retransnissi on, drop 12
Ret r ansni ssi on Packet dropped.
2.53.144.106  |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 12
Ret r ansni ssi on Packet dropped.
162. 243.126. 57 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
2.53. 60. 84 I'srael 147237, 76. 147 |chinuch aka i i1 | SAM NG Bngine: TP Inval id |invalid segnent retransnission. |, o 12
Ret r ansni ssi on Packet dropped.
62.90. 8. 138 I'srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP I nval i d invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
198.27.80. 144 |Canada 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
198. 27.69. 217 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 253. 158. 101 |i srael 147. 237, 77. 243 |nobi 1 e. i of . i | Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
37.26.146.220 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
198.58.102.96 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
198.50.242.19 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
2.53.150. 51 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Invalid ACK nunber aert 8
198.50.242.16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80. 246. 130. 136 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
69. 31. 50. 149 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
2.53.186.188 | srael 147.237.77. 243 |nobi l e i of .1 Streamng Engine: TCP I nval i d invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |Wnited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop
149.78.45.179 |Wited Sates |147.237.72. 166 |aka.iof il Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
80.246.137. 61 | srael 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 6
Ret r ansni ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
198.50. 242. 18 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
194.177.16.3 | srael 147.237.72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.109.46.14  |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |4
198.50.242.17 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.19.85.167  |israel 147.237.77. 226 ["" chanat z. aka. 1df 1paq TOP sequence wﬁtrmﬁ;'&]gth moni tor |4
73.75.48. 137 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
149.88.141.89 |Israel 147, 237, 77. 226 | "W Chamatz. aka. T df 1oy A t ack SYN -> SYN-ACK -> Timeout |reject 4
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2.55.159. 93 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 127
109. 253. 214. 200|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 89
176.13.15. 6 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 62
80. 246. 136. 142 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
109. 253. 226. 77 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 26
80.246.136.79 |[Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 246. 136. 79 B ock 22
185. 32.179. 135 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
37.26.147.230 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 17
109. 253. 226. 75 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 11
80. 246. 139. 179 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
80.178. 157. 101 |Israel 147.237.77. 243 |nobi | e.i df . i | r:a)[fr:t o T?'I‘)fszcﬁ?; Lﬁ;gﬁ;ﬁiﬁf&d in B ock 6
149.88.141.89 [ srael 147.237.77. 226 V\:ArN chanat . aka. i df m“é:;:;tzfikﬁ dfﬂclef; ;_Ost orsce/ i1 65/ 8/ 2478, pg B ock 5
80. 246.136.62 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
176.13. 7. 104 I srael 147.237.0.19 |madi matal .idf.il Ml tipl e Unaut horized URL Access from 176. 13. 7. 104 B ock 4
199. 203. 151. 13 |l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 4
109. 253. 210. 59 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.177.240. 182 |lIsrael 147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 79.177. 240. 182 Bl ock 3
2.53.186. 188 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
199. 203. 151. 13 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | awidf.il/sip storage/files/l/  |B ock 3
46.19. 86. 124 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
2.53. 144. 106 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 203. 119|1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 7. 104 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 226. 85 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.176. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.78.254 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 254 B ock 2
212.235.62.200 |[lIsrael 147.237.77. 216 |dover. i df . i | Distributed Unaut horized HTTP Met hod B ock 2
109. 253.139. 10 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80.246.136.79 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
212. 235.62. 200 I srael 147. 237.77. 216 |dover . i df . i | Mmm:v”itgﬁrii |Z/er?ebtr12‘ Wf)f;‘;iszgfi ot ekl Bl ock 2
69.89.31.228  |[Uited Sates [147.237.72.166|aka. i df.il m“;}?:rii dzf'f:‘ijl ﬁhﬁ}dhmeffih ‘. aspx B ock 2
109. 253. 198. 147|l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Qode Bl ock

87.69. 37. 129 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock

79.177. 143. 162 |lsrael 147.237.77. 226 W:ArN chamat z. aka. i df Mul tiple Whauthorized URL Access from 79.177. 143. 162 B ock 2
198.50. 242.19 |Canada 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
62. 90. 165. 27 | srael 147.237.72.166 [aka. i df . i | V\Lﬂlx:zn;kwg |Fc;1‘ar ?r;}:r:irnlcgilyrljs/ user det ai | s/ updat euser det ai | s. aspx None !
95.86.104.79  |Israel 147.237.76.42 |refuah.idf.il ?A;t ;g?“;gd 42L/h:t“;lhg;;:rde dL/'?‘e ;’e‘;cecssss on Bl ock 1
169.229.3.91  |Wited Sates [147.237.72.166|aka. i df .i| '['[LZ%"]’“] [?gz%c]bfsdgf‘rggig;[i[?#mgw Bl ock 1
80.246.137.61 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover . i df .i | Ostributed PHP Attenpt B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | Lot ;;fjlg';egci‘::f;ogn / yoran. asp Bl ock 1
199. 203. 151. 13 |l srael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 199.203. 151. 13 Bl ock 1
85.117.123.57 |Kazakstan 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wewtikshuv.idf.il/site/unit.aspx |B ock 1
46.19.85.149  |israel 147.237.76.42 |refuah.idf.il chaut hor! zed ﬁffffgﬁp e qeneral/mobi & Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.170|naarachot . i df.i | Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock

149. 88. 101. 68 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/7/  |B ock
66.249.78.254 | srael 147. 237.72. 166 |aka. i df . i | m”;grii jfeldi Iﬁ H:Cn'/esgfytug/ qener l . s Bl ock 1
66.249. 66. 121 I srael 147.237.76.42 |refuah.idf.il ﬂ?“;g;’_r;éidz/gl g‘/:‘ieﬁz/ Itecl)ngst o, css B ock 1
176. 13. 7. 104 I srael 147.237.0.19 |madi matal .idf.il Unhaut hori zed URL Access to madimatal .idf.il/m Bl ock 1
103. 231. 241. 37 |Phili ppines 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 1
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