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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3068
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1399
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 166
109. 65. 30. 6 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 5

81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3

81. 218. 56. 245 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp All _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 3
204. 42. 253. 130 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 2
204. 42. 253. 130 Lhited Sates 147. 237.76. 196 e svivaidf.il Bl ock Udp All Nets drop 2
37.26. 146. 151 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204. 42. 253. 130 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il ock_Wp All Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Bl ock_Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
209. 66. 70. 253  [147.237.77.176|lnited Sates |matpash.idf.il Tehila - Perl LWP wth fake user agent 4
79.180.179.22 |147.237.72.166 |l srael aka.idf.il Xenu Link S euth User Agent 2
79.182.21.216  [147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.176.74.119  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183.3.202. 115 |147.237.76.44 |China erefuah.idf.il  |ET SCAN Potential SSH Scan 1
62.128.48.130 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
183.3.202. 115 [147.237.0.19 |China nedi matal .idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 144 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 142. 150(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 197 147.237.77. 216 |I srael dover.idf.il portscan: TP Dstributed Portscan 1
109, 169, 65. 152 |147. 237 0,33 |Uited il ET SCAN Behavi Qral Lhusual |y fast Terminal Server Traffic, Potenti a1
Ki ngdom Scan or Infection
43.231.240.156 (147.237.0.34 |[India tikshuv. i df.il ET SCAN NVAP -sS w ndow 3072 1
85. 65.200. 207  [147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
213.57.192. 159 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.61. 172 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 179. 96. 90 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
212.235.67.47 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79.180.179.22 |147.237.77. 170l srael mearachot.idf.il [Xenu Link S euth User Agent 1
212.25.69.210 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.145.28  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
183. 60. 48. 25 147.237.76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
77.126.27.110 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
183.3.202. 115 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
51. 36. 188. 42 147.237.77. 216 E;ir:;cci]om dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 140. 23 [147.237. 76. 148 E?i;;gom gocenter. aka. i of .i [ET SCAN NMVAP -sS wi ndow 1024 1
46. 19. 86. 59 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 140. 235|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.19. 85. 170 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
87.69. 11. 106 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
2.53.141. 195 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.94.103.119  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.235.98. 139 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 253.226.4  |Israel 147.237.0.34 |tikshuv.idf.il S dro 162
Ret ransni ssi on Packet dr opped. P
Sreaning Engine: TCP Invalid i i ssi
77.126.186. 224 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 78
Ret r ansmi ssi on Packet dr opped.
194.56. 215. 218 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt wth different monitor (50
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
176.13.10. 124 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 42
Ret r ansmi ssi on Packet dr opped.
37.237.184. 143 |iraq 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
136. 0. 99. 167 Lhited Sates [147.237.77.170 [naarachot.idf.il |dr op Frst packet isn't SN drop 26
52.29. 223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
reamn ine: TCP Invali i i SSi
176.13.23.138 |Israel 147, 237.72. 167 | shurimaka i i | | €2 g Engine P Invalid  ivalid segnent retransnission drop 24
Ret ransni ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
reaming BEngine: TCP Invali i i SSi
66.249.78.146 |Uited Sates |147.237.72.166|aka idf.il Streamng Engi ne: TCP alid  |invalid segnent retransnission drop 21
Ret ransm ssi on Packet dr opped.
198.58.102.49 [lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
41.68.167. 10 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
31.168.136.9 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor 13
w ndow scal e
192.117.12.65 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 13
Sreaning Engine: TCP Invalid i i ssi
104.131. 63.222 |wited Sates |147.237.76.86 |navy.idf.il 9 =g vl i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.4.144  |israel 147.237.72. 166 |aka. i df .i | Stream g Engine P Invalid  ivalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
198.58.103. 102 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
. . SWNretransmit wth different .
31.168.136.9 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence vi ndow scal e noni t or 11
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
212. 25. 84. 200 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
176.13.10.124 |[Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
reamn ine: TCP Invali i i Ssi
213. 8. 96. 82 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i Ssi
62.128.48.130 |Israel 147, 237.76. 200 |ei tan aka.ior. i1 || SAM NG Engine: TP Invalid  invalid segnent retransnission drop 8
Ret ransm ssi on Packet dr opped.
85.158.138.21  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
192.117.12.65 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19.85.44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
80. 178. 207. 234 i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
46.19.85.227  |israel 147.237.0.34 |tikshw.icr.i1 | SAMNg Engine: TCPInvalid — Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
212.143.91. 158 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
87.70.52.243  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.53.186.255  |Israel 147.237. 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46.121.249. 113 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
176.13.11. 242  |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
68.180. 231.43 |lLhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop
157.55.39.106 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.252 |United Sates |147.237.0.19 |nadi matal .idf.il 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
95.35.209.55 | srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g nval i d segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dr opped.
37.26.146.232 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
37.202. 65. 93 Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 253. 214. 159! srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
S SWNretransnmit wth different .
80. 246. 133. 248 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal noni t or 5
207.46.13.178 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
. . SYNPAXK retransmit with different .
2.55.180. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
46.19. 85. 44 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
85. 130. 205. 150 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 148 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 137
46.19. 86. 124 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 137
80.246.136.62 [Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 118
176.13.15. 6 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 93
46.19. 85. 174 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 50
176. 13. 16. 82 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
176.13.13.73 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 13
37.26.148.149 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
2.55.150. 172 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
109. 253. 214. 200]l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
62.90.234.249 | srael 147.237.76.42 |refuah.idf.il m“:erf'%! ;e:] .ﬁ.flcffzspltai’es/ conerel /il & B ock 5
46.19. 85. 141 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
84.95.211. 153 |Israel 147.237.77. 170 |maar achot . i df . i | [Distributed Wnhaut horized HITP Mt hod B ock
81.218.251. 251 |Israel 147.237.77. 216 |dover . i df .i | Distributed Waut horized HTTP Met hod B ock 4
81.218.251. 251 |Israel 147.237.77. 216 |dover . i df . i | mult 2]? 'rii |Z/erdesoui_r fgsclissmte?n /1 rages mai npage! Bl ock 4
178.137.83. 178 |[lkraine 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 4
109. 253. 192. 204 ]I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 124 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
80. 246. 136. 119 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
194. 114. 146. 227l srael 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 194. 114. 146. 227 B ock 3
84.95.211.153 |Israel 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to nmaarachot.idf.il/sip_storagel/files/4/ B ock 3
176.13.5. 235 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
216.72.41.193 |Israel 147.237. 77. 216 dover . i df . i | Dstri buted ?n;f;?gsl/zhi?ml;alge/;cnﬁﬁ N Bl ock 3
216.72.41.193 |[Israel 147.237.77.216|dover. i df .i |l Mil tipl e Lhauthorized URL Access from 216. 72. 41. 193 B ock 3
66. 249. 69. 39 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to ww anman. i df.il/ nodiin/ nas B ock 2
199. 30. 25. 67 Uited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
87.69.51.39 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
104.131.63.222 |[lhited Sates [147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 104.131. 63. 222 B ock 2
109. 253. 223. 238l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.11.242 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
31.168. 136. 9 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i D stributed Suspicious Response Qode B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il NLLL Character in UR Bl ock 1
77.124.46.195 |Israel 147.237.77.233atal . i df .i | e ot hor zed R _Aggs)fs on Bl ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
212.235.62.200 |[Israel 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df . i/ hebrew organi zati on/ nakhal B ock 1
197.77.205. 1 South Africa 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waww rag. i df . i | /wp- 1 ogi n. php B ock 1
79.181.161. 64  |Israel 147.237.77. 170 |m@ar achot . i df . i | [Distributed Wnauthori zed HITP Met hod Bl ock 1
138. 134.102. 16 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v i df.il/mil net B ock 1
68.180.231.43 |[lnited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin vww i df . i|/1133-he/ dover. aspx  |Bl ock 1
216.72.41.193 |lsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/ general / nobil e B ock 1
209. 88.198. 1 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storage/files/8/ B ock 1
85. 250. 254. 229 | srael 147.237.76.42 |refuah.idf.il  [057 Puted haut forized of ot e Bl ock 1
31. 168. 136. 9 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
194.56. 215. 218 |l srael 147.237.76.42 |refuah.idf.il i;t ;;;’_“;g%;;“;lhgsiﬁ:rdeﬁ‘e :ectcecssss on B ock 1
79.176.52. 57 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il Unknown HTTP Request Method & in URL B ock 1
213.8.204.46  |israel 147.237.77.233|atal . i df .i | e Mhaut b zed (R pessuls Bl ock 1
84.95.211.153 |[lIsrael 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 84. 95. 211. 153 B ock 1
79.181.161.64 |[Israel 147.237.77. 170 [maar achot . i df . i | {Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 9/ 113339. pdf  |Bl ock 1
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