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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8015
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4194
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 158
149. 78. 6. 125 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 103
31.168. 240. 21 I srael 147. 237. 72. 156 anan.idf.il Block Wdp All Nets drop 3
79.183. 33. 137 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets dr op 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
71.6.216. 41 Lhited Sates 147. 237.76. 86 navy. i df .i | Block Np Al Net drop 1

98. 217. 84. 130 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
180. 97. 106. 161 Chi na 147.237. 76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
71.6.216. 49 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Np All Net drop 1
71.6.216. 39 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net dr op 1
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132. 64. 167. 104 |147.237.77. 216 | srael dover.idf.il portscan: TGP D stributed Portscan 2
2.53.154.229  [147.237.72. 166 [l srael aka.idf.il portscan: TCQP D stributed Portscan 1
194. 90. 185. 165 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
176.13.20. 172 |147.237.72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
85.64. 171. 174 (147.237.77. 216 | srael dover.idf.il portscan: TCQP D stributed Portscan 1
81.218.208.32 (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.78.146 [147.237.72.166|lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 1
212.179. 221. 25 (147. 237. 77. 216 | srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.249. 66.33  [147.237.77.74 |Uited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 |147. 237.76.86 |lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.179.210 [147.237.72. 166 [l srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
185. 3. 146. 225 |147.237.72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
149. 88. 246. 216 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
87.71.13.91 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
85.64.171. 174 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
66.249. 78. 158 [147.237.72. 166 |nited Sates [akaidf.il SERVER APACPE Apache mod_ss| non-SSL. connection to SS. port 1
deni al of service attenpt
212. 235. 98. 139 |147. 237. 72. 166 | srael aka.idf.il portscan: TCQP D stributed Portscan 1
66.249.78.95 [147.237.77.216|thited Sates |[dover.idf.il portscan: TGP D stributed Portscan 1
212. 150. 174. 66 [147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 120. 156. 245 |147. 237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
208. 100. 26. 228 |147. 237. 76.39 [Lhited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

66.249.78.146 |[Lnited Sates 147.237.72. 166 |aka. i df . i | Ret r ansm ssi on Packet dr opped. drop 93
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
reaming Engine: TCP Invali i i ssi
109. 65. 229. 166 | srael 147, 237. 77, 243 |roti L e i1 | €M NG Engine: TGP alid |invalid segnent retransnission drop 48
Ret ransm ssi on Packet dropped.
37.26.148.151 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
Sreanming Engine: TCP Invalid i i ssi
87.70.52.243  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 30
Ret ransmi ssi on Packet dropped.
132. 66.61. 185 |lIsrael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber monitor |29
39. 36. 90. 188 Paki st an 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
reaming Engine: TCP Invali i i ssi
176.13.10.124 |Israel 147, 237, 72. 167 |i shuri maka i of | | S2M NG Engine: TGP alid|invalid segnent retransnission. |, op 24
Ret ransm ssi on Packet dropped.
62. 0. 200. 108 | srael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 24
212.117.136.6 |lsrael 147.237.77. 234 |hal ag.idf .il drop First packet isn't SYN drop 23
62. 0. 200. 108 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
188. 226. 28. 110 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
Sreamng Engine: TCP Invalid i i ssi
46.19.86.216  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 18
Ret r ansmi ssi on Packet dropped.
reaming Engine: TCP Invali i i ssi
80.246.136.76 | srael 147,237, 77, 243 |mbi e i 11 | S NG Bngine: TCP Invalid invalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
199. 203. 179. 99 |(Israel 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i ssi
46.19.86.254  |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. | 15
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.44.138 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
46. 19. 86. 177 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
193.191. 219. 80 |Bel gi um 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
89. 145. 95. 40 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
198.58.102.49 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
176. 106. 46. 74 glcisgi':('ja” Territory.1147.237.0.34  |tikshw.idf.il  |drop Frst packet isn't SWN drop 10
195.212. 29. 181 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TQP Invalid i i ssi
194. 90. 233. 177 |israel 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
66. 249. 78. 95 Lhited Sates 147.237. 77. 216 |dover.i df .i | drop drop 9
46. 19. 86. 68 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 9
132. 64.182. 198 |l srael 147.237. 77. 216 |dover.i df i | Bad TCP sequence Invalid ACK nunber nonitor |9
212.179.21.194 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |9
Sreaning Engine: TCP Invalid i i ssi
176.13.23.107 |Israel 147.237.77. 243 |nobil e. i of i 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.
46. 19. 86. 68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 86. 68 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |Uited Sates 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
62.219. 168. 120 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =9 Invalid segnent retransmssion. | 8
Ret ransmi ssi on Packet dropped.
66. 249. 78. 95 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 8
66.249. 78. 95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |8
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
S SYN+ACK retransmt with .
46. 19. 85. 65 I srael 147. 237. 77. 243 |nobi l e.i df . | Bad TCP sequence different i ndow scal monitor |6
Sreaning BEngine: TCP Invalid i i ssi
176.13.17.132  [Israel 147, 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
62.219.137.5 | srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
176.13. 6. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
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213.57.140.61 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 213
46.19.86.0 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 84
46.19. 86. 133 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 54
80. 246. 136. 238 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 31
46.19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 30
2.53.176. 242 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 17
109. 253. 199. 199/I srael 147.237.77. 243 |nobi | e. i df . i | Ez[)laf:t ?LfT?'f‘fs\gcﬂ;t/iczgniiﬁsﬁisfrd in B ock 9
185. 27. 105. 123 |Israel 147.237.72.166|aka. i df . i | Lhaut hori zed Method GPTIONS for aka.idf.il/ B ock 8
194. 90. 128. 185 |l srael 147.237.77. 216 |dover. i df.il Ml tipl e Unaut horized URL Access from 194. 90. 128. 185 B ock 7
85. 250. 165. 26 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhauthorized URL Access from 85.250. 165. 26 B ock 5
109. 253. 215. 115]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 5
80.246.136.76 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 4
109. 66. 10. 6 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod Bl ock 4
84.95.211.153 |[Israel 147.237.77. 170 |maar achot . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 4
81.218.251. 250 |Israel 147.237.77.216|dover . i df . il D stributed Unaut hori zed HTTP Met hod Bl ock 4
84.95.211. 153 [lIsrael 147.237.77. 170 [naar achot . i df . i | Mil tipl e Uhaut hori zed URL Access from 84.95. 211. 153 B ock 4
81.218. 251. 250 |Israel 147. 237. 77. 216 |dover . i df . i | mult gfo.r; szrdesﬂ‘r fgs‘jisjntte?n /i mages! mai npage B ock 4
66.249.78. 254 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 254 B ock 3
80. 246. 140. 171 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response CQode B ock 3
185. 27. 105. 123 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/7/ B ock 3
131.253.25.192 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm Bl ock 3
65.55.210.153 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
176.13.23. 107 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
2.53.182. 115 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Qde Character in URL Bl ock 2
212.199. 251. 227/l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/ 0/ B ock 2
2.55.139. 70 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
62.2.206. 118 Sntzerland  [147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 2
2.53. 165. 239 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
46.121.124. 255 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
213.151. 32. 163 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
62.90.234.249 | srael 147.237.76.42 |refuah.idf.il m“rterf'%g ;eg] .ﬁ.fffte:jplta?esl cprerel /il & Bl ock 2
212.179.197.2  |israel 147.237.72. 166 |aka. i df . i | mngkmgi':'}‘r'?w;:; nf;;g?ﬁt;aggficgzﬁ;?phsamar$Ct' 137n None 1
2.53.179.101 [ srael 147.237.77. 234|hal ag. i df . i | i;t ;g?”ﬁdzgﬁftn:‘;:;i‘;aﬁlf;ffs; 1c,)r;;i . Bl ock 1
169. 229.3.91 Lhited Sates |147.237.0. 17 (rjnf niyl- kosher - kravi . i Mil tiple Abnornal |y Long Request from 169. 229. 3.91 B ock 1
66.249.78.95  |israel 147.237.77. 216 |dover . i df . i | ﬂ?‘.’tzgo;_';;’.dz%lg‘;cffeig 4 he dover.. aspx B ock 1
197.77.205. 1 South Africa [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to v navy. i df.il/wp-1ogin. php B ock 1
132.71.108.91 [israel 147.237.72. 166 |aka. i df . i | mn;’kmgiﬁr_?ﬁﬁ n/i;cor?ﬁt;a?gﬁBzﬁgfphsaChar$Ct' 17in None 1
93.172.21.22  [israel 147. 237.77. 176 |nat pash. i df . i | \;?Wa';";ge;t pe u ;"gzg_og'nff%;‘_Tth; A Bl ock 1
54.159.195.37 |lhited Sates |147.237.77.243|nobil e.idf.il D stributed Suspicious Response Code B ock 1
193. 43. 245. 250 |l srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on aka.idf.il/gius B ock 1
84.94. 106. 76 I srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
37.26.146.146 I srael 147.237.76.42 |refuah.idf.il e haut ort zed ﬁaﬁc‘;‘f& on Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.77.74 (lawidf.il Ml tiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
2.53.42.191 I srael 147.237.76.42 |refuah.idf.il \;P:\rwafgﬁg ;{;e. i\Adfo? ﬁt/iiglg:]gofg)g;ﬁngspfcem deri$txtContent in g oo 1
169. 229. 3. 91 Uhited Sates |147.237.0.15 |kosher-kravi.idf.il Illegal Byte Code Character in Method Tu7 « B ock 1
199. 203. 226. 21 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/om B ock 1
197.77.205. 1 South Arica |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to ww aka. i df.il/wp-1ogin. php B ock 1
109. 253. 195. 127|I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
212.199. 251. 2271 srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 212. 199. 251. 227 B ock 1
169. 229.3.91 Lhited Sates |147.237.0. 17 mny= kosher - kravi . i Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
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