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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
192. 118. 30. 102 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-Q i dest - r eset 241
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonaly-TLS renegotiation-Qi forward 61
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
71.6.216. 56 Lhited Sates 147.237.76. 38 eeneitav.idf.il Bock Np Al Net drop 1
24.78.101. 185 Canada 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al_Net drop 1
45.32.79. 225 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
71.6.216. 43 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
116. 212. 253. 27 147.237.77. 216 Australia dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 98. 35 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
213.151. 53. 59 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 52. 47 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 21. 194 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
79.183. 7. 167 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
62. 0. 67.217 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 55 147.237.77. 216 krai ne dover.idf.il ET SCAN Potential SSH Scan 1
37.142. 242. 56 147, 237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 55 147.237.76. 38 krai ne eenmeitav.idf.il |ET SCAN Potential SSH Scan 1
31.168. 29. 239 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
149. 88. 143. 102 147, 237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 18. 138 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 161. 14 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 86. 64. 211 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
213.57.206. 178 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
207.232.36. 181 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178. 124. 95 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 55 147.237.77. 233 krai ne atal.idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 121 147.237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
185. 110. 132. 55 147.237.76. 42 krai ne refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 211 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 55 147. 237.76. 34 kr ai ne yohal an. i df .il ET SCAN Potential SSH Scan 1
31.168.13.78 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 92. 139 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
37.26. 148. 200 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 79
93.174. 90. 30 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 79
180. 242. 206. 204 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67
37.60.146.76 | eStinian Territory.ly 42 537 77. 176 |natpash.icr.il  |drop Frst packet isn't SWN drop 59
Cccupi ed
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
194.177.16. 3 I srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 31
Sreaning Engine: TP Invalid i i ssi
87.70.52.243  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
185.99.32.7 Lebanon 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 28
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
Sreaning Engine: TP Invalid i i ssi
95.86.102.48  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.248 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 24
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
81. 218. 251. 252 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 22
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 79 Eur ope 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 21
Sreaning Engine: TP Invalid i i ssi
66.249.78.146  |Uited Qates 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 20
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
2.53.158. 37 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
66. 249. 93. 74 Eur ope 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 16
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
Sreaning Engine: TCP Invalid i i ssi
62.219.137. 44 |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
109. 253. 139. 28 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 15
Ret ransni ssi on Packet dr opped.
46. 19. 85. 139 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
162. 243. 104. 237|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198.58.102. 117 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
37.26.148.175 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
207.46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
s SWNretransmt wth different .
62. 219. 254. 97 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Wi ndow scal e noni t or 11
62.210. 143. 245 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
. s SYNretransnmit wth different .
58.222.232.198 |China 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 10
62. 16. 73. 143 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.26. 148. 197 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
199.203.215.1 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 9
199.203.215.1 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9
Sreamng Engine: TCP Invalid i i ssi
176.13. 3. 82 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreamng Engine: TCP Invalid i i ssi
109. 253.156. 6 |l srael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
81. 218. 251. 250 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66. 249. 93. 87 Eur ope 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 8
37.26.148.247 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
171.76.105. 158 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
C e SYNtACKK retransnmit wth .
80. 246. 139. 60 | srael 147.237.72. 166 |aka. i df. il Bad TCP sequence di fferent w ndow scal e noni t or 6
2.55.190. 188 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TP Invalid i i ssi
66.249.69.93  |nited Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 139. 10 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 72
213.57.140.61 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 54
2.55.152. 127 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
46. 19. 86. 202 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 33
81.218.203.101 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 16
89.139. 169. 168 |[Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 89. 139. 169. 168 B ock 11
109. 253. 193. 154|I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 8
109. 253. 131. 230|1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
192. 116. 232. 69 |l srael 147.237.77.74 |lawidf.il Ml tipl e Unaut horized URL Access from 192. 116. 232. 69 B ock 5
176.13. 6. 170 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 5
81.218. 251. 250 |lsrael 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized HITP Met hod B ock 4
84.95.211. 153 |Israel 147.237.77. 170 |maar achot . i df . i | [Di stributed Wnauthorized HITP Mt hod B ock 4
46. 19. 86. 155 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
180. 242. 206. 2041 ndonesi a 147.237.77.216|dover . i df . i Ml tiple Abnormal |y Long Request from 180. 242, 206. 204 B ock 3
109. 253. 224. 96 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.151. 105 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.53.182. 137 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
109. 64. 12. 183  |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
37.26.147.200 |lsrael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 2
176.13.23. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
171.76.105. 158 [India 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/tenpl at es/ honepage/ nobi | e B ock 2
208.115.113.82 |Wited Sates |147.237.0.34 |ti kshuv.idf.il Mil ti pl e Uhaut hori zed URL Access from 208. 115. 113. 82 B ock 2
37.26.147.199 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
77.124.5.6 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df .il/https:/ww aman.idf.il/ B ock 1
212.117. 143. 250! srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Mt hod Bl ock 1
108. 26. 200. 209 |Wited Sates [147.237.76.200|ei tan. aka. i df .i| [Mal formed UR B ock 1
88.198. 44. 46 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. idf.il/brothers/skira/default.asp |B ock 1
192. 114. 105. 254|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned Bl ock 1
149.78.106. 62 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/main/ B ock 1
109. 64. 12. 183  |Israel 147.237.77.74 |lawidf.il Ml tiple Lhauthorized URL Access from 109. 64. 12. 183 B ock 1
62.219.254.97 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx Bl ock 1
108. 26. 200. 209 |Lhited Sates |147.237.76.200|ei tan. aka. i df . i | |Abnormal |y Long Request net hod B ock 1
37.26.147.199 [israel 147.237.0.19 |[madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1
197.77.205. 1 South Africa [147.237.77. 176 |mat pash. i df . il [Wauthorized URL Access to www cogat.idf.il/wp-1ogin. php Bl ock 1
176.13.15.72 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
84.95.211.153 [Israel 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/sip storage/files/4/ B ock 1
77.158. 88. 40 France 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
212.235.62.200 |[Israel 147.237.77.216|dover.i df . i D stributed Unaut hori zed HITP Met hod B ock 1
108. 26.200. 209 |Lhited Sates |147. 237. 76. 200 |ei t an. aka. i df . i | '[“[J,;b] ?E"’[“#%C]tﬁr[ ;znaffg‘fzﬁmz{?t#lg] 1 AMOLLA [ #20]] A Bl ock 1
149. 88.195.82  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ Bl ock
66.249.69. 124 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock
208.115.111. 73 |hited Sates [147. 237. 77. 216 |dover. i df . i | Lhaut hori zed URL Access to wwu idf.il/894-he B ock
108. 26. 200. 209 |Uhited Sates |147. 237. 76. 200 [ei t an. aka. i df . i | H;S?f;%ﬁ ff?;oﬁ“fﬁ;éﬁrsg{”[;fgﬂe{[#’\gqe | B ock 1
84.108.62. 107 | srael 147.237. 72. 166 |aka. i df . i | m”aiwglz?rﬂ”f;mer n/Z;Lﬁ;%ﬁ;yg??;gha'gx”$cphsachar$Cb14737250 n None 1
77.158. 88. 41 France 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on ww idf.il/error. htm Bl ock 1
109. 253. 139. 28 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/ hore/ def B ock 1
46.120. 106. 173 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .il/mai n/ sachar/ def aul t. aspx Bl ock 1
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nakhal B ock 1
NULL Character in Method
108. 26. 200. 209 |Lhited Sates [147.237.76.200|ei tan. aka. i df . il [[#22]][[#3]][[:#1]][[#0]]-[;#1]][[#O]][[#0]]{[[#3]][[#3]]01L{[#12]]#012\’@a B ock 1
$' 0-—..a 65Eue~J} A LUHW
89.139. 169. 168 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to www refua. atal .idf.il/tenpl ates/general /nobile |B ock 1
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