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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9938
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 754
109. 253. 202. 189 | srael 147.237.0. 19 nadi matal .idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 356
91.231. 193. 150 I st ael 147.237.76. 86 navy.idf.il JLMPurple Gon Linmit Htp dr op 41
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
197.134.127. 233 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
180. 97. 106. 161 Chi na 147.237.76. 86 navy.idf.il B ock_Wp Al _Nets drop 1

39. 116. 82. 215 Korea, Republic of 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
71.6.216. 52 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
71.6.216. 48 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 1
180. 97. 106. 37 Chi na 147.237. 76. 201 eatal.idf.il B ock_UWp Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
71.6.216. 49 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
180. 97. 106. 161 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
71.6.216.52 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46. 19. 85. 165 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
183. 60. 48. 25 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.0. 17 Italy mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 2048 1
109. 65. 97. 34 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
87. 69. 36. 210 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 81. 84. 62 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 32. 143 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.46. 43. 69 147.237.76. 31 I 'srael nakchal .i df.il ET SCAN NVAP -sS w ndow 4096 1
198. 20. 69. 74 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET DRCP Dshi el d B ock Listed Source 1
194. 56. 215. 218 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0. 35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.0. 17 Italy mny-kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
109. 64. 33. 167 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.111. 4. 53 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
62.219. 21. 30 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

197. 134. 127. 233|Rgypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1584
Sreaning Engine: TCP Invalid i i ssi

66.249.78.146 |lnited Sates  |147. 237. 72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. 63
Ret r ansni ssi on Packet dropped.

91.231.193. 150 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 46

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 40

178. 20. 190. 202 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24

81.218.11.163 |l srael 147.237.72.166 |aka. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 20

139. 162. 216. 112|hited Sates  |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

80.246.133.86 I srael 147.237.77. 233 atal i df .| Bad TCP sequence S retransmt wth different monitor |16

wi ndow scal e

52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14

194.177.16.3 | srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 14

81.218.11.163 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nvalid AGK nunber aert 13

128.242.249. 13 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
Sreaming Engine: TGP Invalid i i ssi

66.249.64.190 |lnited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

8.37.227.81 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 11

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

58.8.156.74  |Thailand 147.237.77. 216 |dover. icf.il  |Header Rgj ection ?Eﬁitre‘ ection pattern found in- o000 10

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

reanmn ine: TCP Invali i i ssi

212.179. 132. 202|I srael 147, 237, 76. 200 |ei tan. aka. i of. i1 | ' €M NG Engi ne: TP alid |invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66. 249. 81. 223  |Europe 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

80.179. 202. 169 |[Israel 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 9

46. 165. 251. 68  |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

37.26. 146. 232 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

82. 166. 240. 204 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

91.231.193. 150 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7

82. 166. 240. 204 || srael 147.237.72. 166 |aka. i df . Bad TCP sequence SINAK retransmt with different §op; v |7

wi ndow scal e

167.220. 196. 107|Uni t ed Ki ngdom|147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

182.184.79.28 |Pakistan 147.237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i Ssi

46.19.85.9 I srael 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

176.13.18.168 |l srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

91.231.193. 150 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi

66.249.69.93  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

212. 143. 166. 108 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

8.37.227.81 Lhited Sates |147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop

212.143. 166. 108|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

37.26.148.160 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

185.27.106.14 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 222 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber aert 6
Sreanming Engine: TCP Invalid i i SSi

46.19. 85. 27 I'srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop

80. 179. 202. 169 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

109. 253. 227. 147|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

80. 246. 136. 216 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

37.26.149.132 |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 222 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

81.218.11.163 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop

46.117.64.121  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber noni t or

31.9. 48. 215 zgh‘g‘ri?ab 147. 237. 77. 216 |dover. i df . i drop First packet isn't SIN drop 5

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85.250.12. 154 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 235
176.13. 1. 56 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 99
46.19. 86. 17 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 58
109. 253. 202. 189l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 44
80. 246. 139. 181 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 21
217.132.146. 48 |Israel 147.237.77. 243 |nobi | e. i df . i | Ei[ﬁtt i, T?’Ffs\;ﬁ'ﬁ Lﬁgng‘:gisa:xfgd n Bl ock 19
2.53.176. 242 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
212.117. 143. 250! srael 147.237.76.31 |nakchal .idf.il |[Distributed Wnauthorized HITP Mt hod B ock 12
46. 19. 86. 138 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
94.188. 161. 145 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 6
94, 188. 161. 145 |l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/hebrew B ock 6
2.53.42.218 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
194. 90. 99. 193 | srael 147.237.77.216|dover.i df . il Mil tiple Whaut horized URL Access from 194. 90. 99. 193 B ock 4
80. 246. 136. 216 [l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 214 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
217.132.146.48 |Israel 147.237.77. 243|mobi L e i df i1 [T ™ %Tfffs\;cﬂa?/ic%gn?;%ﬁsﬁsf'd n Bl ock 3
80. 246. 136. 237 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 206. 108l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
176.13.13.214 |l srael 147. 237.77. 243 |nobi | e. i df . i | ;T;Lﬂtt ?Lf?’f’fs\gcﬂaﬁic?;nggg;r:ﬁ?mrd n B ock 3
46.19.85.27 | srzel 147.237.77. 243|mobi | €. i df . i | ﬁgiult:.?rc;fz.ie?/ (L:g_eggrcyetsesnptl ca)lt es/ | i st chi | ddocunent s/ 1071 Bl ock 3
37.26.148.183 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19. 85. 82 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
116. 247.85. 130 |China 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
2.53.151. 105 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
37.26.149. 142 |[israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df .il/nain/giyus/fa B ock 2
117.18.0.21 Hong Kong 147.237.77.216|dover. i df . il PHP Attenpt B ock 2
95. 86. 79. 87 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ nobile B ock 1
2.55.173.35 I srael 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
157.55. 39. 172 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
51. 255. 65. 94 France 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to waw i df.il/english/ history/born2 htm B ock 1
37.26.149.132 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
213.8.71.26 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 213.8.71. 26 B ock 1
66.249.78.102 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147. 237. 77. 216/ 1133- he/ dover . aspx B ock 1
123.125.71.79 |china 147.237.76.86 |navy.idf.il m”;:\?;_'izdefi e gi;ecs)fa;; i1 es/ 3 si 263380 1613, bg Bl ock 1
Unknown Paraneter catld in
46.19. 85. 196 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i1/ nai n/ gi yus/ nai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi [None 1
f
109. 65. 29. 19 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for wa aka. i df.il/main/giyus/ general .aspx |B ock 1
2.55.173.182 | srael 147. 237.72. 156 |anan. i df . i | %&gﬁﬁ&%’;‘fiﬂf& - Protocal vidation None 1
212.117. 143. 250]1 srael 147.237.76.31 |[nakchal .idf.il [Miltiple Uauthorized URL Access from 212.117.143. 250 B ock 1
171. 96. 172. 159 |Thai | and 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in v aka.idf.il/patzar/hone/ def aul t. asp None 1
54. 146. 25. 95 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
116. 247.85. 130 |China 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock 1
213. 191. 229. 163 (I rel and 147.237.76.42 |refuah.idf.il 1D4§t ;;;’_L‘;g%;h;“;hg;;;deﬁ‘e :e‘icissz on B ock 1
66.249.78.159 |[lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew pi ctures. asp Bl ock 1
194.90.99.193 [Israel 147.237.77. 176 |nat pash. i df . i | m”é:;’;ilzif;:ﬁi xgsssfsr:acr’ e i |t hi s ose. png Bl ock 1
141.212.122. 145|hited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
5.153.233.130 |Sweden 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
212.117. 143. 250]1 srael 147.237.76.31 [nakchal .idf.il [Uauthorized LR. Access to wan nakhal .idf.il/sip_storage/files/8/ B ock 1
54.153.104. 111 [lhited Sates |147.237.72. 166 |aka. i df.il m“;&‘: rii dzf?l mr&d mﬁlfa‘t’zsl home. asp B ock 1
37.46. 43. 69 I srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock
117.18.0.21 Hong Kong [147.237.77.216|dover.idf.il Ml tipl e Unauthori zed URL Access from117.18.0.21 B ock
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