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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
141.0.14.7 Eur ope 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 3353
2.53.33.75 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 2703
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 2657
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2127
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 130
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |HTTP-M SC- S owl ori s- DOS- Var 1 dest - r eset 4
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 4
147. 236. 50. 70 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 2
71.6.216. 46 Lhited Sates 147. 237.76. 196 e.svivaidf.i|Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

82.80.193.240 |147.237.77. 216l srael dover.idf.il portscan: TCQP O stributed Portscan 1
17 252 137137 |147. 237 72. 14 |Fol and doVer'idf.”(olcEl' SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
60.212.45.47  |147.237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
2.55. 41. 100 147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
212.235. 98. 139 (147. 237. 77. 216 || srael dover . idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
163. 172. 140. 23 |147. 237. 77. 178 k?i;gegom e.matpash.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
122.5.27.18 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
82.102. 169. 113 |147. 237. 72. 166 I srael aka. idf.il portscan: TGP O stributed Portscan 1
78.164.126.12 |(147.237.77. 216 [Turkey dover.idf.il portscan; TCP Distributed Portscan 1
60.212.45.47  |147.237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.22.131.1 147.237. 72. 166 I srael aka. idf.il portscan: TGP O stributed Portscan 1
208. 100. 26. 228 [147.237.76. 44 [lhited States [e.refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
192. 116. 241. 85 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
132.70.66.9 147.237. 72. 166 I srael aka. idf.il portscan: TGP O stributed Portscan 1
122.5.27.18 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

66.249.78.146 |Lhited States 147.237.72. 166 |aka.i df i - dro 141
Ret r ansni ssi on Packet dr opped. P

195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47

176. 106. 46. 74 g";'cisgi'géa” Termitoryl 47, 237.0.34  tikshwv.idf.il  |drop First packet ism't SWN drop 43

176. 106. 46. 74 (F;ajcis;i';'ja” Territonyls 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SWN drop 43

23.106. 161. 123 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
Sreaning Engine: TCP Invalid i i ssi

66.249. 64.190 |United Sates 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 198. 139|1 srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. | 21
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185.27.106.30 |l srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

37.26.148.188 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. |, 18
Ret ransni ssi on Packet dropped.

198.58.102. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

108. 171. 128. 166|Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreaning Engine: TCP Invalid i i ssi

212. 179. 132. 204|i srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.

50.117.45.199 |Lhited Sates 147.237.77. 176 |natpash.idf.il  |dr op First packet isn't SWN drop 16

141.0.14. 7 Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreaning Engine: TCP Invalid i i ssi

46.19.86.106  |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

52.16.5. 197 Irel and 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 14

2.53.12.18 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13

84.95. 215. 19 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 13

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
Sreaning Engine: TQP Invalid i i ssi

176.13.4.189  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 203. 80 |l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.

66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

77.42.252.196 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i ssi

2.55.178. 51 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

2.53.32.8 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 8

195. 160. 242. 40 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber nonitor |8

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

195. 160. 242. 40 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi

176. 13. 8. 49 I'srael 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 220 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber alert 6

37.26.148.232 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

82.80.196.44 |israel 147. 237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 220 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

176. 106. 46. 74 (F;ajcis;i';'ja” Territonyli sz 237.0.34  [tikshw.idf.il  |SYN Attack SYN -> SYN-ACK -> Timeout |reject 5

79.178.169. 179 [Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

5.102. 116. 75 z'cf;i'géa” Territoryly 47, 237. 77. 216 |dover. i o . i1 drop First packet isn't SN drop 5

2.53.32.8 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84.109. 210.57 |l srael 147.237.77. 216 |dover . i df . i | Ostributed thauthorized UR. Access on waw idf.il/error. htm Bl ock 57
2.53.144. 54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 10
109. 253. 200. 202|1 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.26.148.188 |lsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 6
109. 253. 198. 139|1 sr ael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 5
94.188. 161. 145 |lIsrael 147.237.77. 216 |dover . i df . il Unaut hori zed HTTP Met hod B ock 5
109. 253. 128. 84 |l srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
94.188. 161. 145 |lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to waw i df.il/hebrew B ock 5
2.53.190. 54 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31.154.4.18 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 31.154.4. 18 B ock 3
109. 253. 203. 80 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 2
109. 253. 223. 238]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
192.116. 177. 170|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
37.26.149.246 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
66.249. 78.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8871- he/ ref uah. aspx  |Bl ock 1
46. 19. 85. 124 | srael 147.237.77.74 |lawidf.il Mil tipl e Unknown HTTP Request Met hod from 46. 19. 85. 124 B ock 1
192.118.10.10 [Israel 147.237.72.166 |aka. i df . i | m”acj’(‘:i (';fa_ri"’l";er:;;/ r:pifg/lzczrﬁtirgsource. " None 1
31.154.4.18 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/inages/ 1. he/error.png Bl ock
85.111. 44. 238  |Turkey 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ i ndex. php Bl ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 66.249. 78. 95 B ock 1
218.71.150.50 |China 147.237.77. 216 |dover . i df . i | e e R oy he - Bl ock 1
164.132.161.52 |ltay 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . il /hebrew organi zati on/ paratroopers |B ock 1
46.19. 85. 23 I srael 147.237.77. 216 |dover . i df . il Dstributed Ml formed UR B ock 1
106. 186. 113. 132|Japan 147.237.77.235|sviva. i df . i | \'\/‘l"otl ia?li in%tgfm_gaﬁiﬁty)r om 106. 186. 113 132 (Pr ot ocol None 1
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8924- he/ ref uah. aspx  |B ock 1
46. 19. 85. 238 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
192.118.10.10 [Israel 147.237.72. 166 |aka. i df . i | m”;f; i';‘?f ?T;;rn/vl‘(baéile;\g; eisr(')urce o None 1
37.26.146.208 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
85.111. 44. 238  |Turkey 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ i ndex. php Bl ock 1
219. 74.239.176 |9 ngapore 147.237.77. 216 |dover . i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
66.249.78.159 |l srael 147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
164.132.161.89 |Itay 147.237.77.74 [lawidf. il V\ux:\xéliuult 2\?\{; (ije.di Ilﬂ_er;"cplcaef:s/ttoenpl at econt r ol s/ news/ NNONN NANDY Bl ock !
46.19. 85. 23 I srael 147.237.77.216|dover.idf .il Distributed Unknown HTTP Request Met hod B ock 1
Doubl e URL Encodi ng - paraneter:
109. 65.29. 119 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMi n$cphSachar $t xt Password i n B ock 1
v aka. i df . i | / nai n/ sachar/
66.249.81.212 |lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to www idf.il/1294-en/vwn idf.il/english Bl ock 1
46. 19. 86. 50 | srael 147.237.76.42 |refuah.idf.il ma’rffi; zgle,\iﬂdcf)l_?ﬂi /Ogsseﬁ;f:‘;e;‘;hf gspx Bl ock 1
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
91.231.193. 150 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
220. 255. 146. 147|9 ngapor e 147.237.77.216|dover.idf .il Distributed Waut horized URL Access on wwidf.il/error. htm B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to waw idf.il/watch B ock 1
176.13. 8. 49 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
46.19. 85. 23 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/ atal . aspx B ock 1
17.142.155. 148 |Uhited Sates |147.237.72. 156 |aman. i df .i | Unaut hori zed URL Access to waw anan. i df.il/appl e-app-site-association |B ock 1
109. 65.29. 119  |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Doubl e URL Encodi ng from 109. 65. 29. 119 B ock 1
80. 246. 139. 162 I srael 147.237.72.166 |aka. i df . i | ;ﬁ:}c’x irf;:j";tgch‘:r}gggti'p?zg:w n$cphSachar $ctl 04.x in None 1
66.249. 64.230  Israel 147. 237.77. 216 |dover . i df . i | e e o1 1o/ dover . aspx Bl ock 1
203.127.96. 199 |9 ngapore 147.237.77.216|dover.idf .il Distributed Waut horized URL Access on wwidf.il/error. htm B ock 1
37.26.149.232 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 1
220. 255. 148. 146|S ngapor e 147.237.77.216|dover.idf . il D stributed Unaut horized LRL Access on ww idf.il/error. htm Bl ock 1
66.249. 78.234  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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