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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1792
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 520
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
71.6.216. 50 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Np All Net drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

71. 6. 216. 51 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Np All Net drop 1

204. 42. 253. 130 Lhited Sates 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1

94.102. 52. 10 Net her | ands 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al _ Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At t acker .

Attacker Address |Target Address ount ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
91.201. 236. 155 |[147.237.8.27 |lkraine e madimatal .idf.il ET SCAN NVAP -sS w ndow 2048 1
220. 249. 194. 151[147. 237.0. 200 |China rdu. i df il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 140. 23 |147.237.0. 16 LKJ?';;gom ny-kosher-kravi.idf.il  |ET SCAN Potential VNC Scan 5900- 5920 1
120. 203. 215. 106|147. 237.0. 17  [China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237.8.27 |kraine e.madi matal .idf.il ET SCAN NVAP -f -sS 1
212.129.15. 245 [147.237.76. 176 |France test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1

, N ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 219. 42. 185 |147.237.76.38 |Mexico eeneitav.idf.il . 1
Potential Scan or Brute Force
163. 172. 140. 23 |147.237.0. 16 LKJ?';;gom ny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

66.249.78.146 |Lhited States 147.237.72. 166 |aka.i df .i | S dro 147
Ret r ansni ssi on Packet dropped. P

180. 251. 131. 94 |l ndonesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48

99. 227.151. 231 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 35

208.115.113.89 |LWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 34

85. 64. 66. 54 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 32
Sreaning BEngine: TQP Invalid i i ssi

176.13.20.211 [ srael 147.237.76. 200 |ei tan. aka. i of . i g =g Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

198.58.103. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

5. 254. 65. 232 Tur key 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi

66.249. 64.190 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

37.26. 146. 181 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

92.241.53.140 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
Sreaning BEngine: TQP Invalid i i ssi

80.178.13.204 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

185.32.179.42 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaming Engine: TCP Invalid i i ssi

37.26.146.163 | srael 147. 237.77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

66.249. 64. 233 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

46. 19. 85. 226 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 4

68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

62.78.243. 55 F nl and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

46. 19. 85. 226 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4

103. 55.110. 129 |India 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

192. 114. 91. 245 |l srael 147.237.0.34 |[tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi

109. 64. 146, 102 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi

79.179.36.108 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.

199.203.215.1 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

109. 64. 152. 200 |I'srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

2.53.147. 41 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

62.90.202.35  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19.86.237  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

79.180. 106. 143 I srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi

37.26.146.139 | srael 147. 237.77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 64. 198. 248 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

194. 187. 168. 223|F ance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3

212.33.123. 23 glcf;i'géa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SIN drop 3
Sreaning Bngine: TCP Invalid i i ssi

66.249. 64.103 |Uited Sates 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.144.54 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 77
2.53.171. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 16
109. 253. 226. 143|I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 9
188. 116. 33. 163 |Pol and 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 188. 116. 33. 163 Bl ock 5
176.13.23.51 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
2.53.41. 226 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 4
176.13. 4. 87 | srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code Bl ock 3
176.13.12. 73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192. 116. 177. 170]I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 223 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 2
131.253.25.210 |Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/error.htm B ock 2
194. 114. 146. 227|I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
46.19. 85. 218 I srael 147.237.76.31 |nakchal .idf.il Mal f ormed URL Bl ock 1
195. 154. 199. 235|France 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
66.249.78.95 [ Israel 147.237. 7. 216 |dover . i df . i | e e - hel dover. aspx B ock 1
106. 186. 113. 132Japan 147.237.77.235|sviva. i df . i | %&mag_%ﬂfﬁﬂg' Protocal violation None 1
46.19.85.218  [israel 147.237.76.31 |nakchal .idf.il | Jenown eﬂ;ﬁjﬁgﬁitexg‘;ﬂ?& g 1072 i UL B ock 1
195. 154. 199. 235|France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php Bl ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp  |Bl ock 1
2.53.191. 45 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
188. 116. 33. 163 |Pol and 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-adnin/ B ock 1
213.254.241.5 |France 147.237.72. 166 |aka. i df . i | m”;’kv‘g i?fr_"’i“:‘/atn: n‘;;;ggjf}égf:jt:ii;h in None 1
66.249.78.242 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8896- he/ r ef uah. aspx |Bl ock 1
37.26.147.200 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/tenpl ates/ general / nobil e B ock 1
62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 62.90. 255. 56 B ock 1
216.218.206.66 [lLited Sates |147.237.72.167|i shuri maka. i df. i|Unaut horized URL Access to 147.237.72.167/ Bl ock 1
180. 251. 131. 94 |l ndonesi a 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request URL B ock 1
79.178.175.178 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
46. 19. 85. 218 | srael 147.237.76.31 |nakchal .idf.il Distributed Abnornal |y Long Request B ock 1
164. 138. 123. 229]I srael 147.237.72. 166 |aka. i df . i | mn;’kmg szflr?'r‘;tn;r nf;;g?:;"/tgangfEzﬁSprhsaChar$Ct' 09 in None 1
62. 90. 255. 56 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
185.32.179.42 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
79.182.130.43 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df .il/nain/sachar/about.aspx  |B ock 1
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