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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
37.142. 68. 22 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
52.28.32. 164 Ger nany 147.237. 76. 197 e hinush.idf.il [JLMPurple Con Limt Htps drop 1
71.6.216. 38 Lhited Sates 147. 237. 76. 201 eatal.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Sl'te |Signature |Count ‘
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 201. 227. 120 147.237.0. 34 kr ai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.8. 14 Italy e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 171. 122. 176 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 36. 35. 241 147.237.8. 14 Russi an Federation e.orchot.idf.il |ET SCAN Potential SSH Scan 1
104. 171. 122. 176 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
104.171. 122. 176 147.237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 78. 146 Lhited Sates |147.237.72.166 |aka.idf.il Ret r ansni ssi on Packet dr opped. drop 57

79.226. 106. 119 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35

208. 115.111. 73 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 34

94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 26

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16

198.58.103. 160 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12

154.5.173.70 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

198.58.103. 102 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12

198.58.103. 115 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9

66.249.64.190 |United Sates |147.237.72.166 |aka idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.

66.249.64. 169 |United Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

165. 225.72. 65  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop

157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop

37.26.146.211 | srael 147.237.77. 243 |rvi e i1 |1 €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 6

52.29.223.39 Ger many 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6

50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

203.47.85.194 |Australia 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46.19. 85. 117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5

192. 249. 66. 247 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 5

46. 19. 85. 20 I 'srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 5

46.19. 85. 117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

174.93.118. 195 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

46.19. 85. 117 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4

46.19. 85. 117 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

66.249. 64.230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

205.203.135.1 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4

66.249.93. 245  |Europe 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

109. 160. 178. 97 |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

194. 187. 168. 223|F ance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

87.71.78. 69 I sr ael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.

66.249.66.190 |United Sares |147.237.0.34 |tikshuv.icr. il |o! SAMNg Engine: TP Invalid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

66.249.64. 187 |United Sares [147. 237. 76, 147 |chi nuch aka icr. (| | Sam NG Engi ne: TQP Invalid i nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

176.13.18.251 |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

46.19. 86. 59 I sr ael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.

66. 249, 93. 180  |Eur ope 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

66. 249. 78. 95 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3

66.249.64.98  |United Sates |147.237.72. 166 |aka idf. il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

66.249. 93. 184  |Europe 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

157.55.39.106 [Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop

66.249. 78. 95 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.171.96 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 45
104.34.76.253 |lnited Sates |147.237.72.166|aka. i df .il Mil tipl e Unaut hori zed Method for Known URL from 104.34.76.253  |B ock 5
46.19. 85. 128 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
2.55.34. 242 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 254 B ock 2
. . Unaut hori zed URL Access to
37.26.147. 185 I srael 147.237.72. 156 [anan. i df . i | wane aman. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock 2
Russi an . . Unhaut hori zed URL Access to aka.idf.il/nain/hone/ def aul t. aspx
217.69. 133. 245 er ati on 147.237.72. 166 |aka. i df . i | 29/ 01/ 2012 Bl ock 1

. . Uhaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 (dover. i df . i | 147, 237. 77. 216/ 1384~ 12681- he/ dover . aspx Bl ock 1

: - -|Uhaut hori zed URL Access to
104.236.18.208 |United Sates 147.237.0.15 kosher -kravi . i df. i kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !

Ill1egal Byte Gode Character in URL /nai n/ kapat z// r es#012

109. 160. 178. 97 |l srael 147.237.72. 166 |aka. i df . i | our ces/ i nages/ i nner page/ goback. gi f Bl ock 1
68.180.230.45 |[Wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. txt Bl ock 1
194. 187. 168. 223|France 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/894-en/idf gdover. aspx B ock
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock
66.249. 64.230  |Israel 147.237.77. 216 |dover . i df . i | e e oo he/ dover . aspx Bock |1
104.236.18.208 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.i[Miltiple Unauthorized URL Access from 104. 236. 18. 208 B ock 1
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