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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 213

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
71.6.216. 52 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
71.6.216. 55 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1
71.6.216. 46 Lhited Sates 147.237.76. 86 navy.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 15 147.237.77. 170 Lited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 2
106. 184. 2. 29 147. 237.77. 235 Japan svivaidf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147. 237.76. 197 Lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 147.237.0.35 Lhited Sates akavs. i df .il ET SCAN Potential SSH Scan 1
183. 26. 218. 211 147. 237. 76. 147 Chi na chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
183. 26. 218. 211 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
120.199. 111. 137 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
106. 184. 2. 29 147.237. 8. 46 Japan e. chinuch.idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147. 237. 76. 200 Lhited Sates eitan. aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 147.237.76. 30 Lhited Sates hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
183. 26. 218. 211 147. 237.0. 35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
120. 199. 111. 137 147.237.0. 16 Chi na ny- kosher -kravi .i df . i ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
205.203.135.1 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 91
Sreaning Engine: TCP Invalid ' i ssi
66.249.78.146 |United Sates 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 72
Ret r ansni ssi on Packet dropped.
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
169. 57. 123. 219 [Mexi co 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 21
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
reaming BEngine: TCP Invali i i ssi
46.19.85.144  |Israel 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id linvalid segrent retransmission. |, op 12
Ret ransm ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
14.17. 44. 216 Chi na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
184.13.31. 38 Lhited Sates 147. 237.77. 216 |dover. i of .i| Bad TCP sequence nonitor |8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
198. 58.103. 115 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreaning Engine: TQP Invalid ' i ssi
66.249.64.190 |United Sates 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
207.46.13.178 |Lhited States 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 7
184.13.31. 38 Lhited Sates 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
reaming BEngi ne: TCP Invali i i ssi
95.221.232. 67 |Russian Federation  |147.237.76. 200 [eitan aka idr.i1 | Com g Engine: TQP Invalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
87.71.14. 83 I srael 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
37.26.146.235 |israel 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid |invalid segnent retransnission. | op 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
128.69. 167. 173 |Russian Federation  |147. 237. 76. 200 [ei tan. aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
184.13. 31. 38 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
Sreaning Engine: TGP Invalid i i ssi
37.26.146.163 | srael 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
184.13.31. 38 Lhited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence I'nval id ACK nunber alert 6
157.55.39.106 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
190. 102.56.98  |Pananma 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
5.102. 254. 44 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
213.6.8. 86 (F;ajcis;i';'ja” Territony,y 47, 237.77. 216 |dover. i df i1 drop First packet ism't SN drop 4
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 4
87.71.24.126 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
184. 13. 31. 38 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.146.198 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreanming Engine: TQP Invalid i i ssi
66.249.78.254 |Wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
187.171. 147. 252|Mexi co 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
176.13.7.200  [israel 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.79.102 |Uited Sates 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.69.23  |lited Sates 147. 237. 72. 156 |anan. i df . | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
75.62. 42.52 Lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
27.227.168. 164 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
128.242.249.13 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
46.19.85.144  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.213 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
91.198. 106. 180 |Net her| ands 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 91.198. 106. 180 Bl ock 5
: . . Uhaut hori zed URL Access to
192. 206. 203. 100|Wited Sates |147.237.77.216|dover.idf.il v i df i 1/t enpl at es/ honepage/ mobi | e B ock 4
46.118. 116. 239 |Wkrai ne 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/1556-en/ Bl ock 2
. . Unaut hori zed URL Access to
164.132.161.20 |italy 147.237.77. 216 |dover.idf . il ww i o i |/ engli sty hi story/ hi story/ stm B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi i yonan/ enl ar ge. asp B ock 1
194.28.112.51 |Netherlands  |147.237.77.235(sviva.idf.il Uhaut hori zed URL Access to www hagnas. atal .idf.il/hnapl/ B ock 1
Uhaut hori zed URL Access to
66.249.64. 3 I srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ ci vil admini stration/ minhal news/ pages/ defaul t. asp |Bl ock 1
X
176. 13. 7. 200 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
. . |Uhaut hori zed URL Access to
66.249.79.72  |Israel 147.237.0.16 |ny-kosher-kravi.idf.il v ny- kosher - kravi i df i |/ enpl at es/ | ogi /| ogi n. aspx Bl ock 1
199. 30. 24. 13 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock
109. 67. 109. 146 |l srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed HTTP Met hod Bl ock
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1380- 21254- he/ dover . aspx B ock 1
_ m ny- kosher - kravi . i d _
184. 105. 247. 196|Lhited Sates |147.237.0.17 £l Unhaut hori zed URL Access to 147.237.0. 17/ B ock 1
ww. chanat z. aka. i df i
68.180.229. 170 [Lhited Sates |[147.237.77.226( Wnauit hori zed LRL Access to Bl ock 1
il vy charmat z. aka. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
: . . Unknown Paraneter docid in
207. 46. 13. 55 Lhited Sates |[147.237.72.166|aka.idf.il vown aka. i df . |/ chamat 2/ i kt zoal def aul t . asp None 1
109. 67. 109. 146 |Israel 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1362- 15556- he/ dover . aspx Bl ock 1
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
216.218. 206. 66 |Lhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ Bl ock
. . Unaut hori zed Met hod HEAD f or
148. 251. 176. 212|Ger many 147.237.72. 166 |aka. i df . i | wwv aka. i of i1/ turi i asp/ di spl ayonesol di er . asp B ock 1
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df il /v tikshuv.idf.il B ock 1
194.28.112.51 |Netherlands  |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
87.71.14.83 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
51. 255. 65. 52 France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/irag/ english/ B ock 1
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