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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country
82. 80. 25. 221

| Target Address

|veb Ste |9 gnature | Devi ce Action | count
| srael 147.237.77.216 dover.idf.il Bl ock Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 177 ncore.idf.il Block Np All _Net drop 2
221.194. 44. 118 Chi na 147.237. 0. 200 ndu. i df il JIMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

arget Address

dte

46.137.134.188 |Ireland 147.237.72. 156 |anan.idf .i | DVRep_P- N 40- 59 Per mt 10
46.137.134. 188 |lrel and 147.237.72. 166 |aka.idf.il DVRep_P- N 40-59 Pernint 10
85. 25. 43. 94 Ger many 147.237.0.17 Im”’" kosher-kravi. i df.i | o0 BN 60100 B ock 2
46.116. 202. 157 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
188. 138. 9. 50 Cer many 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 1
66.240. 192. 138 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | DVRep _B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.72. 217 |e.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 201 [e. atal .i df.il DVRep_B-N 60 100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.0.35 |akaws.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lhited Sates |147.237.77.226 |ww chanatz.aka.idf.il |DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.39 |[nobile neitav.idf.il DVRep _B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
203. 126. 111. 146|9 ngapore 147. 237. 77. 216 |dover. i cf . i | 12347 HITP. PHP-C3 Query String Paraneter | nformation B ock 1
D scl osure Ml nerability
85. 25. 43. 94 Cer many 147.237.8.46 |e.chinuch.idf.il DVRep B-N 60 100 B ock 1
66.240. 192. 138 |Lhited Sates 147.237.77. 234 |hal ag.i df .il DVRep _B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.77. 170 |n@arachot . i df . i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 27 e nadimatal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.30 |hinush.idf.il DVRep_B-N 60 100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
188.138.9.50  |Germany 147.237.0.17 Imr'y' kosher-kravi. idf.i | o0 BN 60100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.86 [navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.8.24 |e.lifestyle.idf.il DVRep_B- N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 176 |nat pash. i df .i | DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

At acker

‘Target Address |Ste

Count ry

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43. 255. 191. 165 |Japan 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0.200 |mdu.idf.il ET SCAN Potential SSH Scan 1
104. 167. 96. 44 147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS wi ndow 4096 1
89. 204. 222. 147 |Irel and 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 |Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 60. 48. 57 Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 |Chi na 147.237.76.34 |yohal an.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.77. 170 |n@arachot . i df . i | ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
115. 124. 73. 190 |l ndonesi a 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
89. 204. 222. 147 |Irel and 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240 144. 66 |cni na 147. 237. 76. 148 |gacent er. aka. i f . i1 EI'LES;)O'I:\IorBCe:aw oral Uhusual ly fast inbound Tel net Gonnections, Potential Scan or 1
61. 160. 224. 128 |Chi na 147.237.77. 226 | chanat z. aka. i df .i |  |ET SCAN Potential SSH Scan 1
213.210.205.2 |Saudi Arabia 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43. 255. 191. 165 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.76.202|e.halag.idf.il ET SCAN Potential SSH Scan 1
123. 125. 247. 55 |Chi na 147.237.76. 34 |yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Country

46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 113
66.249.78.173 |Uited Sates  |147.237. 7. 216 |dover.i df il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid dr op 18
dr opped. Ret r ansn ssi on
93.172.158. 117 |lsrael 147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 14
66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 12
dr opped. Ret r ansni ssi on
157 55.39 138 |Wnited Sates 147 237.72. 166 |aka i df il Inval id segnent retransnission. Packet Sreanimg Er_)gi ne. TGP Invalid drop 10
dr opped. Ret r ansn ssi on
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
176. 12. 136. 65 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 7
66.249. 78. 159 |United Sates 147 237. 77. 216 |dover i df .i | Inval id segnent retransnission. Packet Sreanimg Er_)gi ne. TGP Invalid drop 6
dr opped. Ret r ansni ssi on
69. 123. 39. 94 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
157.55.39.205 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
157.55.39.191 |lLhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 3
176. 12. 145. 40 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
184. 105.139. 75 |lhited Sates 147.237.8.24 |e.lifestyle.idf.il [Geo-1ocation i nbound enf or cenment Geo- 1 ocati on enf or cenent drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
197.41.102. 104 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
207.46.13.101 |Wited Sates  |147.237.72. 166 |aka idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
36.79.161.173 | ndonesi a 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
176.12.141. 186 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
66.249.64.76  |wited Sates  [147.237.77.216|dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
37.26. 148. 253 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
123.231.127.39 |Si Lanka 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
46. 210. 234. 254 |l srael 147.237.77. 243 |nobi | e. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
87. 69. 160. 68 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
176.58.108.28 |Uhited Kingdom |147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 2
135. 23. 138. 211 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 1
188.138. 17. 205 |Rance 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent Geo- | ocat i on enf or cenent drop 1
74.82.47. 20 Lhited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
54.186.248.49 |Whited Sates 147.237.77. 216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
107. 20. 240. 225 |lLhited Sates 147.237. 76. 148 |ggcenter. aka. i df . i | dr op dr op 1
46. 183. 220. 250 |Latvia 147.237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
188. 138. 17. 205 |FHance 147.237.76. 148 |ggcenter. aka. i df . i | drop drop 1
79.176. 0. 238 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
192.187.108.58 |ited Sates  |147.237.77. 216 |dover.idf.il :‘ggﬂg;t'ej ection pattern found in Header Ryj ection monitor |1
220.181. 108. 144|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address ([Ste . ‘Count
Country Action
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 78. 173 B ock 20
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 159 B ock 17
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 15
157. 55. 39. 138 Lsh'mt:: 147.237.72.166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
94.153. 66. 163 |krai ne 147.237.77. 176 [nat pash. i df .i| Uhaut hori zed URL Access to waw cogat . i df.il/901-11442-en/ B ock 3
157.55. 39. 136 g‘;tt:: 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
207. 46. 13. 101 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
. . Unhaut hori zed URL Access to
213. 251. 182. 103[France 147.237.77. 176 |mat pash. i f .11 v cogat . i df il /sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 3
178. 137. 166. 68 |krai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww lawidf.il/tenpl ates/ getfil e/ B ock 3
157. 55. 39. 137 LSthlatt:sd 147.237.72. 166 |aka. i df .i D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
207. 46. 13. 99 g];::: 147.237.76.86 |navy.idf.il Distributed Lhauthorized URL Access on waw navy.idf.il//captcha. ashx B ock 2
46.19. 86. 82 I'sr ael 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 2
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 76 B ock 2
46. 229. 164. 111 Lsh;::: 147.237.72. 166 |aka.idf .il Ml ti pl e Unaut horized URL Access from 46.229. 164. 111 B ock 2
157. 55. 39. 66 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/1514-en/ dover. aspx. B ock 1
66. 249. 67. 33 | srael 147.237.77. 170 |naarachot . i df .i | Unaut hori zed URL Access to 147.237.77.170/ 71782- he/ maar achot . aspx |B ock 1
46. 229. 164. 111 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . il Unhaut hori zed URL Access to www aka. i df.il/giyus/ general B ock 1
188. 165. 15. 195 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/011504- 3. stm B ock 1
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/1133-13420-h B ock 1
66. 249. 67. 49 | srael 147.237.77. 170 |naarachot . i df .i | Unaut hori zed URL Access to 147.237.77. 170/ 71830- he/ maar achot . aspx |B ock 1
Wni ted Unaut hori zed URL Access to
46. 229. 164. 111 147.237.77.74 |(lawidf.il wany | aw i df . i 1/163-5176- he/ pat zar . aspxbor n- vagabond- wher e- have- you |B ock 1
Sates . .
-been-al | - nyl - of - t hese- hi t dr eansar ti cl e& =2& npl =bl og
188. 165. 15. 238 |Fance 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237. 77. 74/ 163- 5514- he/ pat zar . aspx B ock 1
157. 55. 39. 137 g‘;ttees 147.237.72. 166 |aka. i df . il Mil tiple Whaut horized URL Access from 157. 55. 39. 137 B ock 1
157. 55. 39. 53 g‘;tt:: 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/yohal an/ mai n/ nmai n. asp B ock 1
Wni ted Unaut hori zed URL Access to
157. 55. 39. 146 Sates 147.237.77.176 |nat pash. i df . il wane cogat . i df . i |/ useful i nformati on/i dkoni i pages/ hakal ot | ar anadanhd. as |Bl ock 1
pX
46.116.197. 222 |Israel 147. 237.72. 166 |aka i df . i | Distributed Lhauthorized LR Access on B ock 1
wn aka. i df . il // mai n/ rabanut/webresour ce. axd
157. 55. 39. 136 gﬁ;ttg: 147.237.72. 166 |aka.idf . il Mil tiple Wauthorized URL Access from 157. 55. 39. 136 B ock 1
54. 186. 248. 49 Lshlmt:s 147.237. 77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-he/ wan idf.il B ock 1
Lhi ted s ]
192. 187. 108. 58 Sates 147.237.77. 216 |dover.idf.il Enail collector robots 14 B ock 1
157. 55. 39. 137 Lsh'mt:: 147.237.72. 166 |aka. i df .il Suspi ci ous Response Code_Cust om Tenpor ary B ock 1
157. 55. 39. 61 gﬁ;ttg: 147.237.72.166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/") B ock 1
46. 229. 164. 102 ;ﬂ;ttee: 147.237.72. 166 |aka. i df .i Lhaut hori zed URL Access to waw aka.idf.il/giyus/kadatz B ock 1
157.55. 39. 191 g‘;tt:: 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ view text.asp B ock 1
157. 55. 39. 136 g‘;ttees 147.237.72. 166 |aka. i df .i Lhknown Paraneter docld in ww aka.idf.il/shalishut/sitelfaqg. aspx None 1
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhauthori zed URL Access from 66. 249. 64. 72 B ock 1
192.187. 108. 58 g];::: 147.237.77. 216 |dover.idf.il eMai | Hoardi ng B ock 1
157. 55. 39. 137 LSthlatt:sd 147.237.72. 166 |aka. i df .i Uhaut hori zed URL Access to aka.idf.il/main/giyus/..aspx B ock 1
157. 55. 39. 66 g];::: 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 157.55. 39. 66 B ock 1
216. 218. 206. 66 LSthlatt:sd 147.237.0.16 |ny-kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 16/ B ock 1
66. 249. 67. 22 | srael 147.237. 77. 226 |waw chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
Lhited S Unaut hori zed URL Access to
157.85. 39. 136 Sates 147.237.77. 216 |dover. i df .11 wan i df . i1/ english/organi zati on/ honefront/fag/ 1. stm Bl ock !
Lhi ted . . . Unhaut hori zed URL Access to
207.46.13.20 Sates 147.237.0.34  |tikshw. idf.il vy ti kshuv. i df.i|/tenpl at es/ oprol escat egory/ opr ol escat egory. i n. aspx Bl ock !
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 64. 74 B ock 1
157. 55. 39. 137 ;ﬂ;ttee: 147.237.72. 166 |aka. i df .il Unknown Par anet er d6369898 in ww aka. i df.il/mai n/ hone/ defaul t.aspx |None 1
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