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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
82. 80. 25. 221 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 5
46.19. 85. 161 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
218. 216. 226. 77 Japan 147.237.76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
41.21.200. 142 South Arica 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets drop 1
109. 64. 113. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

’Tar get Address |[Ste

128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Per mt 24
109. 253. 141. 71 |l srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 5
46. 116. 202. 157 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 4
66.240. 192. 138 |Lhited Sates  [147.237.72.14 |dover.idf.il (o d) |DVRep B-N 60 100 B ock 2
66. 240. 192. 138 |Lhited S ates 147.237.77.176 [nat pash.idf.i| DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.8.24 |e.lifestyle.idf.il |[DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.235|sviva.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep B-N 60 100 B ock 1
198.245.63.78 |canada 147.237.76.42 |refuah.idf.il 12348: HTTP. PHP-C3 Qeery String Parareter Command Injection Bl ock 1
Wl nerability
79.183.23. 104 |lsrael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77. 176 |nat pash. i df . i | DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77. 227 |e. hanaz. i df . i | DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.200 |[rdu.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.0.15 |kosher-kravi.idf.il|DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
109. 64. 113. 28 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.8.14 |e.orchot.idf.il DVRep B-N 60 100 B ock 1
66.240. 192. 138 |Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 1
85.25.103.50 [Ger many 147.237.76.31 |nakchal .idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.179|e.nazi .idf .i| DVRep_B-N 60_100 B ock 1
71.6.167.142 |lhited Sates  [147.237.8.24 |e.lifestyle.idf.il [DVRep B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76. 202 |e. hal ag.i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.201 |e.atal .idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 212 |e. dover.idf.il DVRep B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited S ates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 4
77.127.233. 60 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 133. 63. 14 Chi na 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
61.133. 63. 14 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 133. 63. 14 Chi na 147.237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
61.133. 63. 14 Chi na 147.237. 76. 148 gacenter.aka. i df il ET SCAN Potential SSH Scan 1
203. 194. 234. 109 Hong Kong 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
43. 255. 191. 162 Japan 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237.77.178 e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
178. 32. 251. 100 France 147.237.72. 217 eidf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 162 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 133. 63. 14 Chi na 147.237.76. 200 eitan. aka. idf.il ET SCAN Potential SSH Scan 1
61.133. 63. 14 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 133. 63. 14 Chi na 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
216. 14.91. 126 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 133. 63. 14 Chi na 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
203. 194. 234. 109 Hong Kong 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 162 Japan 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federati on 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 162 Japan 147.237. 76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
91.224.132. 118 Russi an Federation 147.237.0. 16 ny- kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 162 Japan 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |[Target Address |[Ste
185. 26. 182. 26  |Eur ope 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 296
41.253.22. 111 Sialr?:hﬁnr x:b 147.237.77. 216 |dover.idf.il First packet isn't SWN drop drop 104
70.211.77. 31 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 70
46.19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 55
109. 253. 48. 129 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 42
109. 64. 32. 66 | srael 147.237.77. 170 |n@arachot . i df . i | Z\g;etransrmt w th different w ndow Bad TCP sequence noni t or 33
46.117.39. 8 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 30
2.52.2.156 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 24
5.29. 158. 120 | srael 147.237.76.39 |[nobile neitav.idf.i|FHrst packet isn't SN drop drop 21
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 18
71.93.118.8 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 17
46.19. 85. 161 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 14
66.249.78.173 |Wited Sates 147.237.77. 216 |dover.i df . i | nvalid segnent retransmssion. Streaning Bngi ne: TCP I nval i d drop 12
Packet dropped. Ret r ansni ssi on
46.116. 163. 243 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
36. 72. 34. 193 | ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 10
66.249.78.159 |Lited Sates 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Engi ne: TGP I nval i d drop 10
Packet dropped. Ret r ansm ssi on
68.96.111. 133 |lLhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
195.214.211.3 |Wkraine 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 9
109. 67. 167. 156 |l srael 147.237.76.42 |refuah.idf.il I nval id ACK nunber Bad TCP sequence noni t or 9
78.56.120. 141 |Lithuania 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 9
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
157. 55. 39. 136 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
109. 253. 129. 218|l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 8
84.228. 140. 137 |l srael 147.237.77. 170 |n@arachot . i df . il Z\g;etransrmt w th different w ndow Bad TCP sequence noni t or 8
79.183.23.104 I srael 147.237.76.42 |refuah.idf. il S retransmt wth different wndowla y 1cp sequence monitor |8
91. 176. 200. 107 |Bel gi um 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 8
84.229.133. 116 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 7
46. 19. 85. 79 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 6
67.249.82.136 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 6
80. 246. 136. 216 |l srael 147.237.77. 243 |nobi l e.i f . | nvalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 6
Packet dropped. Ret r ansni ssi on
68.32.121.239 |lWhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
93.172.173.120 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 6
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 6
31.210.186. 177 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
79.179. 168. 75 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
37.26. 147. 225 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
5.102. 207. 242 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 5
173. 66. 52. 80 Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
173. 66. 52. 80 Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 5
89. 204. 138. 48 |Ger many 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SWN drop drop 4
109. 64. 167. 177 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ([Ste Action ‘Count
46.19.85.123  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 202
46. 19. 85. 123
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 26
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 23
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 18
s D stributed Unaut hori zed URL Access on
87.69. 192. 108 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai v har edi md webr esour ce. axd Bl ock 9
e Unaut hori zed URL Access to
109. 67. 167. 156 |[Israel 147.237.76.42 |refuah.idf.il ww refua. atal i df il /tenpl at es/ gener al / undef i ned B ock 6
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
207.46.13.101 |Whited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 3
207.46.13.99  |Uited Sates  |147.237.76.86 |navy.idf.il Distributed Whaut hori zed LR Access on B ock 2
ww navy. i df . il //capt cha. ashx
109. 253. 133. 111 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
s D stributed Unaut hori zed URL Access on
2.54.128. 37 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// i n/ r abanut / vebr esour ce. axd Bl ock 2
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
L Unhaut hori zed URL Access to
2.54.169. 154 | srael 147.237.77. 243 |nobi | e.i df . i | mobi | e. i df .i 1/ cat egoryt enpl at es/ | i st chi | dsubcat egori es/ 1423 B ock 2
157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 2
77.125.9.188  |israel 147. 237.72. 166 |aka. i cf . i | Distributed thaut horized U Access on Bl ock 2
wan aka. i df . i | // mai n/rabanut / webr esour ce. axd
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 72 B ock 2
157. 55. 39. 199 Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 22 | srael 147. 237. 77. 226 |ww chanmat z. aka. i df . i | 147. 237. 77. 226/ | 938- hel hamaz. aspx B ock 1
79.7.197.71 Italy 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
S Unhaut hori zed URL Access to
66.249.78.95 I srael 147.237.77. 216 |dover. i df .11 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
157.55.39.138 |Wnited Sates  |147.237. 72. 166 |aka i df il tnaut hor | zed URL Access to Bl ock 1
www aka. i df . i1/ consol e/ core/ doc_ngr/ gener al . aspx
S Unhaut hori zed URL Access to
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il ww i of i 1/ atal 1/i zkor/ pri nt_bott om asp B ock 1
s D stributed Lhaut hori zed URL Access on
37.26.147.225 |lsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/ r ef uah. aspx B ock 1
. sl D stributed Unaut hori zed URL Access on
218.30.103.52 [China 147. 237.72. 166 |aka. i df .i | 147, 237.72. 166/ | rai n/ i yus/ gener al . aspx B ock 1
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw i df.il/atal 1/izkor/vi ew text. asp B ock 1
sl Unhaut hori zed URL Access to
66. 249. 67. 49 | srael 147.237. 77. 170 |n@arachot . i df .i | 147. 237. 77. 170/ 71825- he/ maar achot . aspx B ock 1
Unaut hori zed URL Access to
46. 19. 86. 92 | srael 147.237.72.166 |aka.idf .il aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottonmmavi gaton. as |B ock 1
p
157. 55. 39. 137 Lhited Sates 147.237.72. 166 |aka.idf .il Ml tipl e Uhaut hori zed URL Access from 157. 55. 39. 137 B ock 1
79.181. 180. 129 Israel 147, 237.72. 166 |aka. i o . i | Distributed haut hori zed LR Access on Bl ock 1
wav aka. i df . il// mai n/ har edi i webr esour ce. axd
s Unhaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237. 77. 216 |dover.idf.il 147. 237. 77. 216/ shar ed/ aj ax/ cr eat ecapt chai nage. aspx B ock 1
207. 46. 13. 99 Lhited Sates 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/fag. asp B ock 1
157.55.39. 139 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/newsite/french/0312-3. stm |B ock 1
s Unaut hori zed URL Access to
66.249.64.74 |Israel 147.237.77. 216 |dover. i df .| waw i df . i 1/ engl i sh/ announcenent s/ 2003/ oct ober / 16. stm Bl ock !
37.140. 141. 27 RJSIS:;”i o 147. 237. 72. 166 |aka i of . i | Unknown Paraneter KEY in ww aka.idf.il/ishurindcityofficers/ None 1
66. 249. 67. 120 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 938- he/ r ef uah. aspx B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il www. i df . i |/ 1133-20200- he/ kkkkkkk=e0b4577dkkkkkkk_e0b4577 |B ock 1
d
46.229. 164. 102 |Lhited Sates 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
’ sl Unhaut hori zed URL Access to
157.85.39. 137 United Sates 147.237.72. 166 |aka. i df .11 v aka. i df . i | /shal i shut/sitelresources/ control s/ general . aspx Bl ock !
79.183. 23. 104 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
157.55.39.191 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157.55. 39. 191 B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 76 B ock 1
157. 55. 39. 53 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/capt cha. ashx B ock 1
46.19. 85. 91 I srael 147.237.72. 166 |aka. i df . Wnaut hori zed LRL Access to B ock 1
wan aka. i df . i |/ mai n/ har edi i webr esour ce. axd
66.249. 78.190 |lsrael 147.237.77. 176 |nat pash.i df .i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 190 B ock 1
66. 249. 75. 13 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
180. 76. 4. 230 Chi na 147.237.77. 176 [nat pash.i df .i| Unaut hori zed URL Access to 147.237.77.176/ B ock 1
61.135.190.71 |china 147.237.0.17 Imny' kosher-kravi. Tdf.i - it hori zed URL Access to 147.237.0. 17/ B ock 1
157.55.39. 138 |lLhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
85. 65. 63. 93 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
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