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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
197. 160. 60. 93 Egypt 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - reset 13

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 1

197. 160. 60. 93 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
94.102. 52. 10 Net her | ands 147.237.76. 201 eatal.idf.il Bl ock_Up Al _Nets drop 1

185. 103. 252. 110 Russi an Federation 147.237.76. 199 e.nakchal .idf.il|Block Np Al _Net drop 1

123. 59. 59. 52 Chi na 147.237.77. 235 sviva. idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

82.165.24.123  |Ger many 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
82.165. 24.123  |Ger many 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
82.165.24.123 |Ger many 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
204.12.168.26 [lLnited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
82.165. 24.123  |Ger many 147.237.77.233|atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
140. 117. 150. 103|Tai wan 147. 237. 76. 147 |chi nuch. aka. i df . i[22280: HITP. Joonha Qbject Injection Wl nerability B ock 2
197.160. 60. 93 |Egypt 147.237.77. 216 |dover . i df . i | ;Iztoaisk:) HITP: LQ C DDoS Tool - (ALY enabl e when under DoS B ock 2
177.53.141. 186 |Razil 147.237.77.216|dover. i df . i | 19813: HITP. WrdPress Thene Ovi Drectory Traversal Mulnerability |B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

82.165. 24. 123 147. 237.77. 233 Ger many atal.idf.il QA Injection - Select From 14
82. 165. 24. 123 147.237.77. 74 Ger many lawidf.il SQ Injection - Select From 6
204.12. 168. 26 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select Fom 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 153 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
174. 37. 194. 144 147.237.77. 179 Lhited Sates e.mazi.idf.il ET SCAN NVAP -sA (2) 2
66. 102. 8. 233 147.237.77.216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
212.98. 189. 183 147.237.8.28 Bel arus e.nobi | e-ks. i df .il ET SCAN NMAP -sS wi ndow 3072 1
208. 100. 26. 228 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147. 237. 76. 200 Ger many eitan. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
201. 73. 83. 242 147. 237.76. 196 Brazil e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
46.228. 207. 18 147. 237. 76. 196 Ger many e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
201. 73. 83. 242 147. 237. 76. 196 Brazil e.svivaidf.il ET SCAN NVAP -f -sS 1
46.228.207. 18 147. 237.76. 147 Ger many chinuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
174.37.194. 144 147.237.77.179 Lhited Sates e mazi.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
46.228.207. 18 147. 237.76. 38 Ger many eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
139. 217. 27. 204 147.237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.98.189. 183 147.237.8.28 Bel arus e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228. 207. 18 147. 237.76. 197 Ger many e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
201. 73. 83. 242 147.237.76. 196 Brazl esvivaidf.il ET SCAN NMVAP -sS wi ndow 2048 1
46.228.207. 18 147. 237.76. 176 Ger many test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147. 237.76. 86 Ger many navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
174.37.194. 144 147.237.77.179 Lhited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147.237.76. 34 Ger many yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
167. 114. 230. 220 147.237.77. 170 France naar achot . i df .i 1 SERVER- WEBAPP admi n. php access 1
104. 219. 238. 10 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 323
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 128
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 63
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 56
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber alert 28
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 26
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
162. 210. 196. 97 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
198. 58.103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
162. 243. 104. 237|Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
217.10.188.1 Satellite Provider 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
66.249.83.242 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
203. 133. 169. 205|Korea, Republic of 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
45.216.74.248 |Morocco 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SN drop 13
198. 58.102. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
192.115.61.75 | srael 147. 237. 76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
54.203.240. 108 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
162.243.99. 146 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
45. 55. 61. 39 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
95.107.231.92 |Abania 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
8.37.235.175 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
92.247.181.31 |Bllgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
82. 205. 8. 236 g‘ilcisgii:;a” Territory. 1y 47, 237. 7. 216 |dover.idf. i1 |dr op First packet ismt SWN drop 6
24.91.107.204 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
109. 65. 144. 228 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
217.10.188. 1 Satellite Provider 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
104. 179. 115. 223|lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site S gnature Action ‘Oount
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
148. 102. 19. 181 |Feru 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 2
190. 234. 106. 56 |Peru 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
66.249. 78. 234 |l srael 147.237.72.166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1

147.237. 72. 166/ edi ni yonman/ yonan. asp

way, chamat z. aka. i df [ R
84.95.208.20 [l srael 147.237.77. 226 | . thaut hori zed LR Access to . B ock 1
R wan chamat z. aka. i df . i1/t enpl at es/ honepage/ di v.item

Unaut hori zed URL Access to

82.80.230. 228 |[lsrael 147.237.77.216|dover. i df . i | v i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ Bl ock 1

84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 1
www, chanat z. aka. i df _ .

84. 95. 208. 20 | srael 147.237.77. 226 Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 1
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