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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
197. 160. 73. 40 Egypt 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - r eset 14
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
71.6.135.131 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Bock Udp Al Nets drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
112.169. 100. 157 Korea, Republic of 147. 237. 76. 202 e halag.idf.il JLMPurple Gon Linit_Tcp drop 1
217.112.96. 194 Italy 147.237.76. 86 navy.idf.il B ock_Wp Al _Nets drop 1
89. 46. 102. 242 Ronani a 147.237.76. 34 yohal an. i df .i | B ock_Udp Al _Nets dr op 1
141.212.122. 206 Lhited Sates 147.237.76. 86 navy.idf.il B ock UWp Al Nets drop 1
94.102. 52. 10 Net her | ands 147. 237.76. 34 yohal an. i df . | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature
62. 210. 226. 9 France 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SELECT) Bl ock 4
197. 160. 73. 40 Egypt 147.237.77.216 |dover. i df.i|12026: HITP. LA C DDoS Tool (QNLY enabl e when under DoS att ack) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

62. 210. 226. 9 147.237.77. 233 |France aal.idf.il SQ Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
195. 154. 54. 169 |147.237.76. 44 |France e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.80.189.107 |[147.237.76. 197 [France e. hinush. i df .il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58.218.204. 211 [147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

173. 218.197. 121|147. 237.76. 31 |lhited Sates |nakchal .idf.il .
Potential Scan or Brute Force

[N

58.218. 204. 211 |147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
119.10. 114. 32  |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
46.228.207.18 [147.237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
112. 169. 100. 157|147. 237. 76. 200 Okfrea REPUDI T C | i o, aka i of i ET SCAN Potential SSH Scan 1
46.228.207.18 [147.237.76.39 [Ger nany nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 197.72. 206 [147.237.76.196|Lhited Sates |e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |147.237.76.31 |Ger many nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201. 236. 158 |147.237.77.61 |Wkraine e.cogat.idf.il ET SCAN NVAP -f -sS 1
222.186.42. 248 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
88.249.106.23 |147.237.76. 201 [Turkey e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.42.248 [147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
81.80.189.107 |147.237.76. 197 |France e. hinush. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
183. 60. 48. 25 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
58.218.204. 211 [147.237.76.199|Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
139. 217. 27. 204 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.77. 216 |Ger many dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
119.10. 114.32  |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
46.228.207.18 |147.237.76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
112. 169. 100. 157|147. 237. 76. 86 Okfrea' RepUDL 1 C ) vy i o i ET SCAN Potential SSH Scan 1
46.228.207.18 [147.237.76.38 [Ger many eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91. 201. 236. 158 |147.237.77.61 |kraine e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.228.207.18 [147.237.76.30 [Ger many hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.42. 248 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 158 |147.237.77.61 |kraine e.cogat.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.186.42. 248 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1

1

81.80.189. 107 |147.237.76. 197 |France e hinush.idf.il ET SCAN NVAP -sS w ndow 3072
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
105. 183. 55. 100 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 189
176. 15. 0. 193 gz:;;r: on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 171
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 74
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 69
99. 224. 154. 113 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 68
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 61
194. 218. 27. 162 |Sweden 147.237.72.166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 56
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
197.160. 60. 93  |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
66.240.78.146 |Uited Sates 147,237, 72, 166 |akaicr.i1 |2 €@M NG Engine: TP Invalid - finvalid segnent retransnission drop 33
Ret ransm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
194. 218. 27. 162 |Sweden 147.237.72.166 |aka.idf .il Bad TCP sequence Inval id ACK nunber alert 28
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 26
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
198.58.103.92 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
66.249.93. 119 |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
198. 58.102. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
66.249. 93. 115 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
192.115.61.75 |israel 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransn ssi on Packet dr opped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
144.76.30. 236  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 11
54.189.199. 157 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
149. 202. 98. 160 |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
173.55.114. 156 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
128.242.249.10 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
141.8.132.78 :Z:::Inl on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
85.65.105. 227 |israel 147.237.77. 243 |rbi e i o1 |/ €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 8
Ret r ansm ssi on Packet dr opped.
98.177.199. 154 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
192. 0. 86. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
45. 55. 61. 39 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
41. 40. 233. 169  |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
41. 40. 197. 76 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
81.132.124.61 |Wnited Kingdom|147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 6
41. 40. 130. 88 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
2.55.21. 163 I'srael 147,237, 72. 166 |aka icf. i1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 65. 105. 227 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 3
. . Unaut hori zed URL Access to
79.182.47.171 [Israel 147.237.77. 216 |dover.i df . il W i cf i 1/t enpl at es/ t enpl at econt rol s/ gener o/ Bl ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
: ; . Unaut hori zed URL Access to
17.142.156. 171 |[lhited Sates |147.237.72.166|aka.idf .i | wiw aka, i df i1/ appl e- app- si t e- associ at i on Bl ock 1
: . . Unaut hori zed URL Access to
207.46.13.178 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1133- 12847- hel dover . aspx” i 'F a2 Bl ock 1
waww, chamat z. aka. i df . .
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tipl e Whaut horized URL Access from 84. 95. 208. 20 B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 [Wited Sates |147.237.77.176 |nat pash.idf.il v cogat . i df . i 1/ 1038- he/ cogat . aspx Bl ock 1
’ . . S Uhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uited Sates |[147.237.77.233|atal .idf.il (SSL OONN LI ENT HELLO) None 1
. . Unaut hori zed URL Access to
82. 80.230. 228 I srael 147.237.77. 216 [dover . i df . i | wwn i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . Paraneter Type Mol ati on PageNumin
54.185.204.250 |lhited Sates (147.237.77.216|dover.idf.il v i df i 1/ 1398- en/ dover . aspx Bl ock 1
212.179.21.194 [israel 147.237.77. 216 |dover.idf.il Abnormal |y Long Request net hod B ock 1
ww. ch z. aka. i df i
84.95.208.20  |Israel 147, 237. 77, 206 | "W Chanat 2. aka. T df |unaut hori zed URL Access to o B ock 1
il wan chamat z. aka. i df . i1/tenpl at es/ honepage/ di v.item
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/anan/ B ock 1
190. 234. 106. 56 |Peru 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
77.58. 27. 167 St zerl and 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . . Uhaut hori zed URL Access to
207. 46. 13. 22 Uited Sates |[147.237.77.216|dover.idf.il wow i df i |/ 1133- 15858 he/ dover . asp /8’ f & Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed URL Access to waw kosher-kravi.idf.il/default.aspx |B ock 1
. . Unaut hori zed URL Access to
66. 249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ {1 es/ 0/ 71550. pf B ock 1
. ; ; Unaut hori zed URL Access to
119.127.241. 250|Chi na 147.237.77. 216 [dover . i df . il v i df . i | / shar ed/ user cont r ol s/ header upper / B ock !
77.58. 27. 167 Shi t zerl and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to vww | aw i df.il/wp-1ogin. php B ock 1
207.46.13.178 |Wited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46.13. 178 B ock 1
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
148.102. 19. 181 |Peru 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
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