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05-02-2016-00:04:06 to 05-02-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2318

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 3

89. 46. 102. 242 Romani a 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1

89. 46. 102. 242 Rormani a 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1

89. 46. 102. 242 Rormani a 147.237.76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1

89. 46. 102. 242 Rormani a 147. 237. 76. 147 chi nuch. aka.idf.il B ock Wp Al _Nets drop 1




05-02-2016-00:04:06 to 05-02-2016-01:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 1




05-02-2016-00:04:06 to 05-02-2016-01:04:06

|Top Attackers In |D|

Attacker Address ‘Target Addr ess

| Attacker Country

Signature

195. 34. 150. 18 147.237.77.216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.26. 146. 130 147.237.0.19 I srael nedi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
13. 94. 46. 116 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
116. 255. 183. 230 |147.237.76.200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
112.169. 100. 157 |147.237.76.34 |Korea, Republic of |yohal an.idf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.77.205 |Netherl ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.173. 104. 65 147.237.72.166 |Turkey aka idf.il SERVER- WEBAPP admi n. php access 1
198. 20. 69. 74 147.237.76.39 |[lhited Sates nobi | e. nei tav. i df.il ET DROP Dshiel d B ock Listed Source 1
61.182.170. 38 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
193. 201. 227. 117 |147.237.0.35 Wrai ne akaws. i df .i | ET SCAN Potential SSH Scan 1
46.17.100. 16 147.237.76.44  |Netherl ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 117 |147.237.0.19 Wkrai ne madi matal .idf.il ET SCAN Potential SSH Scan 1
46.17.100. 16 147.237.76.38  |Netherl ands eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 3. 202. 115 147.237.76.200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
116. 255. 183. 230 |147.237.76.201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 [147.237.76.42 |Korea, Republic of |[refuah.idf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.77.212 |Netherl ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.76.196 |Netherl ands e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228  |147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.182. 170. 38 147.237.76.176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 147.237.0. 16 Chi na ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
193. 201. 227. 117 |147.237.0.33 Wrai ne idf.il ET SCAN Potential SSH Scan 1
46.17.100. 16 147.237.76.39  |Netherl ands nobi | . nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 117 |147.237.0. 15 Wkrai ne kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
37.26.146. 178 147.237.0.19 I srael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
183. 3. 202. 115 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1




05-02-2016-00:04:06 to 05-02-2016-01:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1398
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 56
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka idf il 9 =g Invalid segnent retransmssion. drop 33
Ret ransmi ssi on Packet dropped.
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber aert 28
e SN retransnmit wth different .
213.57.91.199 |Israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence wi ndow scal e noni t or 22
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 16
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
Sreaming Engine: TGP Invalid i i ssi
109. 253. 224. 184/l srael 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
139. 162. 216. 112|nited Sates  [147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 12
5.29.91.28 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
23.16.169. 24 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
Sreaning Engine: TCP Invalid ' i ssi
85. 65. 105. 227 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 10
Ret ransni ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
37.26.146. 174 |lsrael 147.237.77. 234 |hal ag.i df .i | drop First packet isn't SN drop 9
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
213.57.157.54  |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
5.29.91. 28 I srael 147.237.72. 167 |ishurimaka. i f .i|Bad TOP sequence SIAK retransmt with different | oo o
w ndow scal e
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i drop First packet isn't SN drop
5.29.91.28 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d AGK nunber alert 6
Sreanming Engine: TCP Invalid i i Ssi
46.19. 85. 95 I'sr ael 147.237.76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.64.190 |lhited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
109. 253. 224. 196 | srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.71.92.129  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
37.26.146.174 |lIsrael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence noni t or 6
5.29.91.28 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 135. 43 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.29.91.28 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 5
) s SYNVACK retransmt wth different .
80.246.136.66  |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence vi ndow scal e noni t or 5
62.24.181.135 |Uhited Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
207.38.205.63 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an . . -
195. 239. 16. 40 Federati on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
5.102. 254. 77 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACGK nunber noni t or
45. 3.82. 141 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Russi an S -
195. 239. 16. 53 Federat i on 147.237.77.74 |lawidf.il dr op First packet isn't SWN drop 4
62.16.73.143  |Ssian 147. 237. 77. 216 |dover. i of . i | dr op First packet isn't SN drop 4
) ) ) Federati on ) ) ) ) )
96.247.118. 187 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i SSi
84.109.73.70 [ srael 147.237.77. 243 |nobi l e.i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
172.58.32.158 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Russi an L Streaming Engine: TCP Invalid invalid segnent retransnission.
217.69.133.243 - -~ 147.237.72. 166 |aka.i df .i Ret r ansmi ssi on Packet  dr opped. drop 4
Sreanming Engine: TCP Invalid i i ssi
46.19.85.27  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
80. 246. 136. 234 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 3
Sreaning Engine: TCP Invalid ' i ssi
37.26.146.166 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Russi an . e Sreaming Engine: TGP Invalid Invalid segnent retransnission.
130. 193. 37. 16 eration 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid ' i ssi
185.3.147.253 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.228.228.12 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
77.126.92.83  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 205. 200|1 srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3




05-02-2016-00:04:06 to 05-02-2016-01:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.152.104 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 427
109. 253. 206. 107 |1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 130
37.26.146.178 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 104
37.26.146.130 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 103
80. 246. 136.66 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 61
46.19. 85. 35 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 53
64.79. 85. 205 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed URL Access from 64. 79. 85. 205 B ock 13
78.173.104.65 |[Turkey 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 78.173. 104. 65 B ock 6
78.173.104.65 |Turkey 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 5
85. 65. 105. 227 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
149. 50. 82. 52 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84.111.159.89 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
213.57.157.54  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 3
78.173.104.65 |[Turkey 147.237.72. 166 |aka. i df . i | Mil tipl e Adnin Bl ocking from 78. 173. 104. 65 B ock 3
109. 253. 218. 87 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
80.246.133.35 |[lIsrael 147.237.77.216|dover.i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
109. 253. 224. 184/l sr ael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
. . Unaut hori zed Met hod HEAD f or
87.69.161. 162 |l srael 147.237.72. 166 |aka. i df . il voww aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx B ock 2
14.215. 165. 4 Chi na 147.237.77.216|dover. i df . i | Lhaut hori zed UR. Access to wwv i df. i |/ ebak/ changedb. php B ock 1
79.182.124.117 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
68.180. 229. 241 [Lhited Sates  |147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ation PageNimi n Bl ock 1
waw cogat . i df . il/1927- he/ cogat . aspx
. . D stributed Lhaut hori zed URL Access on
212.76.100. 130 |[Israel 147.237.77. 216 |dover.i df . i | v i o i1/ bt ps: /v df i1/ B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . Uhaut hori zed URL Access to
180.76.15.162  |China 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 8924- he/ r ef uah. aspx Bl ock 1
] . . Unaut hori zed URL Access to
17.142.155.123 |Wnited Sates  [147.237.77.74 |lawidf.il vown g, | df . 1/ appl e app- i t e- associ at i on Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230. 108 |lhited Sates  [147.237.76.31 |nakchal .idf.il vaww nakhal i df . i 1/ 1108- he/ nakhal . asp Bl ock 1
. . D stributed Lhaut hori zed URL Access on
213.57.91.199 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
149. 88. 44. 58 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ 960. css |B ock 1
62. 16. 73. 143 RJSIS;:Fi on 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 1
5.29. 104. 184 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/mluin Bl ock 1
78.173.104.65 [Turkey 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249.78. 167 I srael 147.237.76.42 [refuah.idf il refua. atal.idf.il/tenpl at es/ shar ed/ user control s/ navnenu/ undef i ned Bt ock !
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
188. 120. 154. 208|I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / i v sachar/ mai | box. aspx None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |[wnited Sates |147.237.77.216|dover.i df.il v i df i 1/ 1399- en/ dover . aspx Bl ock 1
: ny- kosher-kravi . i df |s3 utraceabl e Gonnection - Protocol viol ation
169. 229. 3. 91 Lhited Sates 147.237.0. 16 il (SSL_OONN LI ENT HELLO) None 1
5.29.132. 216 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL fromb5. 29. 132. 216 B ock
79.179.10.200 |[lIsrael 147.237.0.19 |madimatal .idf.il Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login aspx |B ock
. - Unhaut hori zed URL Access to
66.249.78.234  |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi ml yorman/ yonan. asp B ock 1
204.79.180.69 |lnited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
109. 253. 224. 196l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
84.108. 97. 42 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
] . . Mil tiple Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169.229.3.91  |[thited Sates  [147.237.77.234|hal ag.idf .i | violation (SSL GONV QLI ENT FELLO) None 1
’ - - . Unhaut hori zed URL Access to
64. 79. 85. 205 Wited Sates |147.237.0.34 |tikshuv.idf.il tikshuv. i cf i |/ shar ed/ user cont rol s/ header upper/ B ock 1
14. 215. 165. 4 Chi na 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 1
. . Uhaut hori zed URL Access to
93.172.208.68 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
79.180.194.83 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/main/hone/ defaul t.aspx  |B ock 1
Unaut hori zed URL Access to
66. 249. 79. 45 I srael 147.237.77.234|hal ag. i df . i | wiw | ogi stics. atal .idf.il/tenpl ates/shared usercontrol s/ header upper |Bl ock 1
/
204.79.180.175 |[Wited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthorized URL Access on wawidf.il/error.htm Bl ock 1
141.212.122. 113|nited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to /x B ock 1
40.77. 167. 87 Lhited Sates  [147.237.77.243|nobi l e.idf.il D stributed Suspici ous Response Qode Bl ock 1

05-02-2016-00:04:06 to

05-02-2016-01:04:06




