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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3050
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 3011
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 1404
5.28.179. 137 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 202

198. 20. 69. 98 Lhited Sates 147.237.76. 196 e.svivaidf.il |Block Udp All _Nets drop 1

109. 65. 186. 133 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

177.12.174. 145 Brazil 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
80.246.133.79 |147.237.76.30 |[Israel hi mush. i df . i | ET DCB Large anount of TGP ZeroWndow - Possibl e Ndller2 9
DDos attack
177.12.174. 145 |147.237.72. 166 |Brazil aka.idf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
189 210 85.44  |147 237 8 14 |nexi co o orchot i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
14. 168, 168. 205 |147. 237 76. 30 |\ et nam hivushi il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 240. 250. 154|147. 237. 8. 46  |Chi na e. chinuch. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
13.92.84. 22 147.237.0.16 [Wited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.76. 196 |Netherl ands  [e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.77. 226 |Chi na ww chanat z. aka. i df il |ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
61.240. 144. 64 [147.237.8.27 |[China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
61.240.144.64 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
13.92.84. 22 147.237.0.16 |Wited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
2.53.21.251 147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
61.240. 144. 64 |147.237.77. 234 |hi na hal ag.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76. 198 |hi na e.yohalan.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64  |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.76.38 [China e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 234 |thi na hal ag.idf.il ET SCAN NVAP -f -sS 1
61.240.144.64 |147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2039
Sreaning Engine: TCP Invalid i i ssi

31.210. 187. 128 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransnission drop 222
Ret r ansni ssi on Packet dropped.

80. 187.112.97  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 93

194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 56
Sreamng Engine: TCP Invalid i i ssi

66.249. 78. 146  |United Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 54
Ret r ansni ssi on Packet dropped.

208.115.113.89 |lWhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 40
Sreaning Engine: TCP Invalid i i ssi

2.55.144.162  |Israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dropped.

194. 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 29
Sreaning Engine: TGP Invalid i i ssi

85.65.57.201 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.

79.181. 204. 53 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 21
Sreanming Engine: TCP Invalid i i sSi

149.78. 156. 220 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 21
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.202  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmission drop 21
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

46.19.85.106  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.55.144.162  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

37.26.148.192 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17

157.55.39.106 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 17

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16

79.198.121.49  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
Sreanming Engine: TQP Invalid i i ssi

2.565.16. 186 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dropped.

37.26.149.199 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 14

68.180. 231.43 |lLhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 14

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreaning Engine: TCP Invalid i i ssi

87.70.52.243  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

139. 162. 216. 112|lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi

46.19.86.128  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

198.58.102.95 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i sSi

176.13.5.194  |Israel 147.237.77. 243 |nobi | e.i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

52.71.155.178 |lhited Sates |[147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
Sreanming Engine: TQP Invalid i i ssi

37.26.147.153 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.

157.55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi

109.65.88.52  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

37.26.149.199 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9

128.242.249.12 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8

37.26.149. 199 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 8

37.26.149.199 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence alert 8

37.26.148.167 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreanming Engine: TQP Invalid i i ssi

77.127.150.3  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

80.187.112. 97 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6

95.86.104. 151 [l srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i sSi

2.53.35. 20 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.224. 147 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

109. 253. 199. 208|i srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.142.64.93  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

66.249.78.199 |Uited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 115 I srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TQP Invalid i i ssi

31.154. 149. 240 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185.32.179.6  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

54.162.224.26 |Wited Sates [147.237.77.216|dover.idf.il drop First packet isn't SWN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.183.193. 155 |l srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Met hod Bl ock 12
149. 78. 156. 220 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 5
2.55.16. 186 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 5
80. 246. 136. 3 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
176.13.5. 194 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 4
37.26.147.153 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 3
176.13. 4. 194 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
79.183.193. 155 |l srael 147.237.76.31 |nakchal .idf.i|l |Uauthorized LR. Access to v nakhal .idf.il/sip_storage/files/8/ B ock 3
46.19. 85. 119 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 207. 128|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
79.182. 2. 20 I srael 147.237.77.216|dover.i df . i Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 2
80. 246. 139. 130 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 2
66.249.81.212 |lIsrael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on wwidf.il/error. htm Bl ock 2
66.249. 81. 215 |Israel 147.237.77.216|dover.i df . i Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
46.19. 85. 40 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | lljzgf‘tzg(;r.i;;iég‘gf;f:ffsotrzm asp! showt orum asp B ock 1
176.13.1. 18 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
46.19. 86. 113 I srael 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
91. 68. 168. 94 France 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to ww i df.il/1133-21905- he/ B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in v aka.idf.il/shalishut/sitelfaqg aspx None 1
217. 69. 133. 244 g;z:;nl on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . il/hinuch B ock 1
141.212.122. 113|thited Sates  |147.237.77. 176 [mat pash. i df . il |Uhauthorized LR Access to /x B ock 1
54.244.135.166 [lLhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock 1
106. 38. 241. 106 |Cni na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/consol ef core/ doc_ngr/nul | |B ock 1
79.182. 4. 113 I srael 147.237.0.19 |nadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . il Ml tiple Unauthorized URL Access from 66.249. 69. 26 B ock 1
217.69. 133. 247 :Zg::t”i on 147.237.72. 166 [aka. i df . i | Unknown Paraneter doc.. in vww aka.idf.il/giyus/forum None 1
37.142. 64. 93 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
84.94.84. 31 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/tenplates/articlel nobile B ock 1
61.180.47.93  |hina 147.237.77.74 |law i df .i | Ewarwarr::;elr dfT}’ipf/ t\Aer(:L)IaI ali o c?etl ﬁ'\fe"/egét'}i o aspx Bl ock 1
109. 64.56.237  |Israel 147.237.77. 234 |hal ag. i df . i | m“ltog‘l’rs'tfs:aﬁfgﬁsﬁ tte?‘pl tes! genera /bl & Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 1
151. 80.31. 168 |France 147.237.77.233|atal .idf.il D stributed Waut hori zed URL Access on 147.237.77.233/robots. txt  |B ock 1
84.111. 232.209 |lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock 1
68.180.229.215 |Uited Sates  [147.237.76.31 [nakchal .idf.il [ 2neer Tpe Moia ggkﬁzjgfa'\ls‘g;' n Bl ock 1
66.249. 64. 143  [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
185. 32.179. 6 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
109. 65. 241. 194 |israel 147. 237.77. 170 |mmar achot . i df . i | ﬂ;ﬂ;;'o;;zigoﬁgcess to maarachot. idf.il/pdf/files/2/109552 pdf)- g o\ 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/milui m/ news/ news. asp B ock 1
164.132.161.70 [italy 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
91. 68. 168. 94 France 147.237.77. 216 |dover. i df .i | Unaut hori zed HTTP Met hod B ock 1
68.180.229. 241 [United Sates  [147. 237.77. 176 |mat pash. i df . i | magtggt pe M /Oic?;fjﬁefsggg?ﬁaisgx Bl ock 1
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. idf.il/mai n/ general . aspx B ock 1
213.57.70.130 | srael 147.237.72. 166 |aka. i df . i | ﬁwaﬁ:'i dF?aidI ?Xn\f:;f;;;‘f Oirgot passuor d. aspx None 1
37.26.146.136 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
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