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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |Count |
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 523
204. 13. 200. 28 Lhited Sates 147.237.72.166 |aka.idf.il Anonal y- TLS-renegot i ati on-Ad i forward 324
77.125.135. 21 | srael 147.237.72.167 |ishurimaka.idf.il |Anonal y-TLS renegotiati on-di dest - r eset 226
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 145
205.164. 4. 172 Lhited Sates 147.237.77.216 |dover.idf.il DOS- HO C- TCP- 80- gbo f orward 113
149. 88. 83. 251 Lhited Sates 147.237.72.156 |aman.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 87
205.164. 4. 172 Lhited Sates 147.237.77.216 |dover.idf.il DOS- VEB- HOl C- HTTP- 80- snc dest - r eset 21
93.172.187.169 |lsrael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 14
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il Bl ock_Ulp Al _Nets drop 6
93.172.187.169 |lsrael 147.237.77.216 |dover.idf.il SYN H ood out of context drop 6
46. 19. 86. 68 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 5
98. 244. 35. 162 Lhited Sates 147.237.76.177 |ncore.idf.il Bl ock Udp All Nets drop 2
36.72.34.193 | ndonesi a 147.237.77.216 |dover.idf.il SYN H ood out of context drop 2
212.14.228.158 |Palestinian Territory, Qecupied |147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 2
37.26. 147. 152 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 2
98. 203. 152. 13 Lhited Sates 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 2
5.22.129.171 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 1
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry | Target Address |S te | Name | Devi ce Action | Count |
184.173.183. 172 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per ni t 77
193. 37.128. 117 |l srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
66.240.192. 138 |lLhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 1
71.6.167.142 Lhited Sates 147.237.0. 33 idf.il DVRep B-N 60_100 B ock 1
5.102. 203. 191 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.44 le.refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
46. 165. 220. 229 |Ger many 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per m t 1
71.6.165. 200 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df .i| |DVRep_B- N 60_100 B ock 1
85. 64. 176. 215 | srael 147.237. 72. 156 |aman.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
66.240.192. 138 |lLhited Sates 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 243 |nobi | e.idf.il DVRep_B-N 60_100 B ock 1




05-02-2015-18:03:02 to 05-02-2015-19:03:02

|Top Attackers In |D|

A tacker

Attacker Address Qount ry ‘Tar get Address ‘S te Name ‘Count
205.164.4.172 |lhited Sates |147.237.77.216|dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 37
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
46.121. 81. 86 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 5
66. 249. 78. 29 Lhited Sates |147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
46. 19. 86. 47 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
5.22.130. 248 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 81. 183 Lhited Sates [147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
5.22.129.171 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
119. 92. 202. 251 |Phili ppi nes 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
222.186.21.68 |China 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.68 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 Chi na 147.237.77. 179 |e.nazi .idf . il ET SCAN NVAP -sS wi ndow 1024 1
221. 235. 205. 123|Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
61. 240. 144. 64 Chi na 147.237.77.233|atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 203. 215. 145|Mexi co 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
182. 72.109. 162 |India 147.237.77. 205 |prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 92. 202. 251 |Phili ppi nes 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN NVAP -sS w ndow 4096 1
222.186. 21. 68 Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 67 Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN NVAP -sS w ndow 1024 1
221. 235. 205. 123|Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.240. 144. 66 |Chi na 147.237.0.19 |nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 205. 123|Chi na 147.237.0.19 |nadimatal.idf.il ET SCAN NVAP -f -sS 1
205.164.4.172 |Wited Sates |147.237.77.216 |dover.idf.il ET CURRENT_EVENTS H gh Q'bit Ton Cannon (HA Q) Attack Inbound Generic 1
Det ecti on Doubl e Spaced UA

5.135.199. 12 Fance 147.237.8.50 e. tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 203. 215. 145|Mexi co 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
189. 203. 215. 145|Mexi co 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
178. 32. 251. 100 |FRance 147.237.77.179|e.nazi .idf .i| ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘I\/bssage
205.164.4.172 |Whited Sates 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 17029
205. 164. 4. 172 Lhited Sates 147.237.77. 216 |dover. i df . i drop drop 100
36. 72. 34. 193 | ndonesi a 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 90
85. 65. 57. 232 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 32
87.68. 66. 124 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 31
205. 164. 4. 172 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
46.19. 85. 78 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
94.216. 142. 184 |Ger many 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 25
93.173.11. 40 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 24
37.26. 147. 235 | st ael 147 237.72. 166 laka i df il Invalid segnent retransmission. Packet Sreanimg Et'wgi ne: TGP Invalid drop 24
dr opped. Ret r ansni ssi on
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 23
66.249.78.159 |Lited Sates 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet |Sreamng Engi ne: TCP Inval id drop 22
dr opped. Ret r ansn ssi on
63.78.207.135 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
217.103. 124. 188|Net her| ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 21
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 20
62.128. 48. 84 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 19
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 18
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 17
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 17
79.179. 141. 83 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
157.55.39. 136 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 15
46. 120. 77. 238 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 13
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 12
46. 19. 86. 42 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 12
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Inval id dr op 12
dr opped. Ret r ansni ssi on
84.228. 152. 224 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 11
79.183.176.206 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
84.109. 12. 128 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 10
79.182.50. 16 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
36.72.34.193  Indonesia 147. 237. 77. 216 |dover . i df . i Szgge“ansm't wth different wndow |py rop sequence monitor |9
109. 186. 166. 220|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
87.69. 19. 94 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 9
84.228.201.235 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
188. 120. 148. 242|l srael 147.237.77. 216 [dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 8
36. 72. 34. 193 | ndonesi a 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 8
109. 65. 154. 196 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
157.55.39.191 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 8
66.249.78.159 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
36.72.34.193  |Indonesia 147.237.77. 216 |dover i df i[> [T wth different wndow |py rop sequence al ert 7
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
88.182.94.184 |Fance 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 7
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 7
37. 8. 46. 107 (F;ajcis;i';'ja” Territory, 147 237.77. 216 |dover. i of i [F rst packet isnt SN drop drop 7
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
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|Top Attackers In V\AF|

A tacker
Count ry

Devi ce

Ste Action

Target Address

‘Count

wwv aka. i df . i |/ nai n/ har edi nd webr esour ce. axd

2.54.0.8 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Gode (404) in Session from?2.54.0.8 |B ock 192
5.22.130.174 | srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-he Bl ock 4
77.125.135.21 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 3
157. 55. 39. 61 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
46.120. 206. 73 |l srael 147.237.72. 166 |aka.i df .i | Ml ti pl e Unaut hori zed URL Access from 46. 120. 206. 73 B ock 2
157.55.39.138 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
157.55.39.138 |lhited Sates |[147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55. 39. 138 Bl ock 2
Unhaut hori zed URL Access to
149.88.58. 156 |lLhited Sates |147.237.72.166 |aka.idf.il vwwy aka. i df . i |/ sites/resources/ chi nuch/styl es/inport/bottonmavi gat on. |Bl ock 2
asp
37.26.147.235 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 2
s Unhaut hori zed URL Access to
79.177. 153. 166 | st ael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock !
207.46.13.101 |lhited Sates |147.237.72.166|aka idf.il Lhaut hori zed URL Access to aka.idf.il/giyus/ganda Bl ock 1
66. 249. 78. 111 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 590- he/ pat zar . aspx B ock 1
157.55.39.204 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55. 39. 204 Bl ock 1
C e D stributed Lhaut hori zed URL Access on
87.69.19. 94 I srael 147.237.72.166 |aka i df 1 vy aka. i df . i | // mai n/ gi yus/ aut henti cat i onservi ce. asnx/ get userdet ai | s Bl ock !
5 22 130 185 | srael 147 237. 72. 166 laka. i df i1 Uhknown .Pargnet er ctIOO$ctIOO$9phh/a| n$cphSachar $ct | 55 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
207.46. 13. 19 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/yohal an/ nai n/ nai n. asp B ock 1
66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 14 I srael 147.237. 77. 226 [ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hamaz. aspx B ock 1
37.187.56. 81 France 147.237. 72. 156 |anan. i df .i | Abnormal |y Long Request request version Bl ock 1
149. 78. 108. 104 || srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww idf.il/https:/wwidf.il/ B ock 1
80. 246. 130. 37 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
2.54.29.41 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
207.46.13.101 |Lhited Sates |147.237.72.166|aka idf.il Uhknown Par anet er 98160f 90 in aka.idf.il/giyus/ None 1
. Unaut hori zed URL Access to
66. 249. 78. 118 |l srael 147.237.77.74 |lawidf.il 147. 237. 77. 74/ 164- 4691- he/ pat zar . aspx Bl ock 1
157 55.39 204 |wited Sates |147.237. 77. 216 ldover i df i1 Unaut hori zed URL Access to waw idf.il/1283-13091-en/ dover. aspx B ock 1
forcerecraw: 0
157.55.39.136 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
46.229. 164. 114 |Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Whaut hori zed URL Access from 46. 229. 164. 114 Bl ock 1
C e Paraneter Read Qnly Molation in
89.139.29. 118 |Israel 147.237.72. 166 |aka. i df .11 v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
5.29.94. 246 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/nain/giyus. Bl ock 1
207. 46. 13. 78 Lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wan ti kshuv.idf.il/site/news. aspx B ock 1
) . . Unaut hori zed URL Access to
68.180. 228. 117 |United Sates |147.237.77.216 dover. i df . il wwy i df . i |/ engli sh/ announcenent s/ 2002/ april/12. stm Bt ock !
66.249.75.5 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed UR. Access to ww aka.idf.il/qiyus/general/default.a Bl ock 1
37.187.56. 81 France 147.237. 72. 156 |anan.i df .i | Il1egal HITP \ersion + url +' HITR 1.1 B ock 1
] . D stributed Unauthori zed URL Access on
149.78.216.85 |lhited Sates |[147.237.72.166 |aka.idf.il o aka o i1/t t ps: /v aka i of i1/ B ock 1
C o D stributed Lhaut hori zed URL Access on
84.110. 8. 211 I srael 147.237.72. 166 |aka. i df . i | vow aka i df i1 // ht t ps: /v aka i of i1/ B ock 1
. Unaut hori zed URL Access to
2.54.133. 156 I'srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i |/ mai n/ gi yus/ aut henti cat i onservi ce. asnx/ get userdetai |l s Bl ock !
) . s Unhaut hori zed URL Access to
207.46.13.109 |United Sates |147.237.0.34  [tikshuv.idf. il vy ti kshuv. i df . i | / shared/ user cont r ol s/ header upper/ Bl ock !
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml tiple Whaut hori zed URL Access from 66. 249. 78. 159 B ock 1
180. 76. 4. 36 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
157.55.39. 136 |lLhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/doctor B ock 1
46.229. 164. 114 |Lhited Sates |147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/giyus/general B ock 1
36.72.34.193 | ndonesi a 147.237.77. 216 |dover.idf.il D stributed Unhaut hori zed URL Access on 147.237.77. 216/ / Bl ock 1
95. 87. 72. 86 Kyr gyzst an 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod Bl ock 1
207. 46. 13. 99 Lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 207. 46. 13. 99 Bl ock 1
77.125.23. 18 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 1
66.249. 75. 117 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39. 191 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0318-3.stm B ock 1
37.247.36.75 Net her | ands 147.237.0. 17 Imny- kosher-kravi . i df..i SS. Wntraceabl e nnection - Lhknown Server Certificate None 1
87.68.38.223 |Israel 147, 237.72. 166 |aka. i o . | Wnaut hori zed URL Access to Bl ock 1
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